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P& #95

A network administrator for a corporation must create a guest SSID for a captive portal redirect powered by Cisco Catalyst Center
(formerty DNA Center). The network includes a Cisco Catalyst

9800-80 WLC, Cisco 9130AXI APs, and Cisco Spaces (formerly Cisco DNA Spaces) using a connector. To support guest client
captive portal redirect the admmistrator must create a security ACL and an intercept ACL. The ACL requirement is:

- ACL WA-v4-nt34.235.248.212 nwst be applied first on traffic comng from the client and keep HTTP(s) traffic toward Cisco
DNA Spaces portal IP 34.235.248.212 on the data plane No drop or forward action, just hand the traffic over to the data plane.
Then send it to the CPU for redirection except for virtual IP traffic, which is serviced by the web server for all HTTP(s) traffic. Other
types of traffic is given to the data plane.

- ACL WA-sec-34.235.248.212 must permit HTTP and HTTPS traffic to the Cisco Spaces portal IP 34.235.248.212 that the
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administrator configured in the web authentication parameter map.

DNS and DHCP traffic must be allowed, but drop the rest HTTP traffic is intercepted before reaching this ACL and therefore does
not need to be covered by this ACL.

‘Which configuration implements the ACL requirements?

e A ip access-list extended WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eq 443
30 permit tcp host 34.235.248.212 eq www any
40 permit tcp host 34.235.248.212 eq 443 any
50 deny ip any any
exit
ip access-list extended WA-v4-int-34.235.248.212
10 deny tcp any host 34.235.248.212 eq www
20 deny tcp any host 34.235.248.212 eq 443
30 permit tcp any host 192.0.2.1 eq 443
exit

¢ B. ip access-list extended WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eq 443
30 permit tcp host 34.235.248.212 eq www any
40 permit tcp host 34.235.248.212 eq 443 any
50 permit tcp any any eq domain
60 permit udp any any eq domain
70 permit udp any any eq bootpc
80 permit udp any any eq bootps
90 deny ip any any
exit
ip access-list extended WA-v4-int-34.235.248.212
10 deny tcp any host 34.235.248.212 eq www
20 deny tcp any host 34.235.248.212 eq 443
30 permit tcp any any eq Www
40 permit tcp any host 192.0.2.1 eq 443
exit

e C. ip access-list extended WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eq 443
30 permit tcp host 34.235.248.212 eq www any
40 permit tcp host 34.235.248.212 eq 443 any
50 permit tcp any any eq domain
60 permit udp any any eq domain
70 permit udp any any eq bootpc
80 permit udp any any eq bootps
exit
ip access-list extended WA-v4-int-34.235.248.212
10 deny tcp any host 34.235.248.212 eq www
20 deny tcp any host 34.235.248.212 eq 443
30 permit tcp any any eq Www
40 permit tcp any host 192.0.2.1 eq 443
exit

e D. ip access-list extended WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eq 443
30 permit tcp any any eq domain
40 permit udp any any eq domain
50 permit udp any any eq bootpc
60 permit udp any any eq bootps
70 deny ip any any
exit
ip access-list extended WA-v4-int-34.235.248.212
10 permit tcp any any eq Www



20 permit tcp any host 192.0.2.1 eq 443
exit
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WA-v4-int correctly denies HTTP/HTTPS to 34.235.248.212 (kept in data plane) and permits other HTTP including VIP
192.0.2.1:443 so it's intercepted to the CPU for redirection. WA-sec then permits HTTP/HTTPS to 34.235.248.212 plus
DNS/DHCP and denies all else, matching the requirement to allow only portal/ DNS/DHCP while dropping the rest.

FI& #96
A new MSE with wiPS service has been installed and no alarm information appears to be reaching the MSE from controllers.
‘Which protocol must be allowed to reach the MSE from the controllers?

A. SNMP

B. NMSP

C. CAPWAP
D. SOAP/XML

ZX: B
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I Ensure that the NMSP session is active to push the profile to the controller.

https//www.cisco.comvc/en/us/td/docs/wireless/mse/7-6/MSE wIPS/MSE wIPS 7 6/MSE wIPS 7 5 chapter 01000.html
NMSP (Network Mobility Services Protocol) - The protocol used for comnumnication between Wireless LAN Controllers and the
Mobility Services Engine. In the case of a wIPS Deployment, this protocol provides a pathway for alarm information to be
aggregated from controllers to the MSE and for wIPS configuration information to be pushed to the controller. This protocol is
encrypted.

https//www.cisco.comy/c/en/us/td/docs/wireless/technology/wips/deployment/guide/WiPS_deployment guide. htmi#pgfld-80073
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An engineer implemented the CPU ACL on your Cisco 5520 Series Wireless LAN Controller, and the controller is no longer
manageable via the network.

‘What must be changed on this CPU ACL to enable it to manage the controller again?

e A Line I must be set to the mbound direction.

¢ B. Permit statements must be added to the top of the ACL in both directions, which specify the network to be managed from
and the virtual interface of the controller.

e C. Line 1 must be set to a destination port of HTTP

¢ D. Permit statements must be added to the top of the ACL, which specify the network to be managed from

EX: B

FIRE #98
An engineer has configured passive fallback mode for RADIUS with default timer settings. What will occur when the primary
RADIUS fails then recovers?

e A The controller will immediately revert back after it receives a RADIUS probe from the primary server.

¢ B. RADIUS requests will be sent to the secondary RADIUS server until the secondary fails to respond.

¢ C. Once RADIUS probe messages determine the primary controller is active the controller will revert back to the primary
RADIUS.

e D. After the inactive time expires the controller will send RADIUS to the primary.

EX: D
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A FlexConnect remote office deployment is using five 27021 APs indoors and two 1532i APs outdoors.

When a code upgrade is performed and FlexConnect Smart AP Image Upgrade is leveraged, but no FlexConnect Master AP has
been configured, how many image transfers between the WLC and APs will occur?

A0
B. 1
C.2
D.3

ZX: D
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A FlexConnect group can have one primary AP per AP model. Ifa primary AP is not selected manually, the AP that has the least
MAC address value is automatically chosen as the primary AP for that model.
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