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B #29
What is the primary objective of synthetic testing in network assurance?

A. Analyzing server logs

B. Monitoring hardware health

C. Simulating user interactions

D. Identifying network vulnerabilities

EfE: C
fERL:

The primary objective of synthetic testing is to simulate user interactions with applications, enabling proactive monitoring and
performance optimization in network assurance.

B #30
‘Which authentication method is commonly used when testing web applications in network assurance?

e A OAuth
e B. Basic

e C.SAML
e D.NTLM

IEf#: B
fRan

Basic authentication is commonly used when testing web applications in network assurance. It involves sending user credentials
(username and password) in the HTTP request header for authentication purposes, providing a simple and widely supported
authentication mechanism for accessing web resources and APIs.

H #31
Which security issue affecting network performance can be identified using collected data in network assurance?

A. TCP handshake failures
B. DDoS attacks

C. DNS resolution failure
D. SQL injection attacks

IEf#: B

A -
DDosS attacks are a security issue affecting network performance that can be identified using collected data in network assurance,
enabling proactive threat mitigation.
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R #32
How does integrating Cisco Catalyst Manager with Webex Control Hub benefit network management?

A. Centralizing device management

B. Streamlining application deployment
C. Enhancing security monitoring

D. Optimizing WAN performance

EfE: A
RN -

Integrating Cisco Catalyst Manager with Webex Control Hub benefits network management by centralizing device management,
enabling efficient configuration and monitoring of network devices in network assurance.

HM #33
Which alert rule configuration is commonly used to monitor VPN performance?

e A Tunnel uptime
¢ B. Network latency
e C. CPU utilization
¢ D. Disk space usage

Ef: A

fERHL:
Tunnel uptime is commonly monitored using alert rules to assess VPN performance and detect potential VPN connection failures or
disruptions.

B #34
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