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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q43-Q48):
NEW QUESTION # 43 
What are YARA rules based upon?

A. IP addresses
B. network artifacts
C. HTML code
D. binary patterns

Answer: D

Explanation:
Explanation/Reference: https://en.wikipedia.org/wiki/YARA#:~:text=YARA%20is%20the%20name%20of,strings%20and
%20a%20boolean%20expression.

NEW QUESTION # 44 
Refer to the exhibit.

A network engineer is analyzing a Wireshark file to determine the HTTP request that caused the initial Ursnif banking Trojan binary
to download. Which filter did the engineer apply to sort the Wireshark traffic logs?

A. tcp.port eq 25
B. http.request.un matches
C. tls.handshake.type ==1
D. tcp.window_size ==0

Answer: C

NEW QUESTION # 45 
Refer to the exhibit.



Which two actions should be taken as a result of this information? (Choose two.)

A. Block all emails with pdf attachments.
B. Update the AV to block any file with hash "cf2b3ad32a8a4cfb05e9dfc45875bd70".
C. Block emails sent from Admin@state.net with an attached pdf file with md5 hash
"cf2b3ad32a8a4cfb05e9dfc45875bd70".
D. Block all emails with subject containing "cf2b3ad32a8a4cfb05e9dfc45875bd70".
E. Block all emails sent from an @state.gov address.

Answer: B,E

NEW QUESTION # 46 
An engineer is analyzing a ticket for an unexpected server shutdown and discovers that the web-server ran out of useable memory
and crashed.
Which data is needed for further investigation?

A. /var/log/httpd/messages.log
B. /var/log/messages.log
C. /var/log/access.log
D. /var/log/httpd/access.log

Answer: B

Explanation:
The most relevant log for system-level events such as memory exhaustion and shutdown is/var/log/messages.
log, which contains kernel and service-level logs including OOM (Out-Of-Memory) events.
As detailed in Linux investigations:
"Logs located in/var/log/messagesprovide critical system error reporting including shutdowns, memory errors, and service failures".



NEW QUESTION # 47 
Drag and drop the cloud characteristic from the left onto the challenges presented for gathering evidence on the right.

Answer:

Explanation:



NEW QUESTION # 48
......
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