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Tremp is an IT Security Manager planning to deploy an IDS. He needs a solution that:
Vertfies success/failure of an attack

Monitors system activities

Detects local (host-based) attacks

Provides near real-time detection

Doesn't require additional hardware

Has a lower entry cost

Which type of IDS is best suited for Tremp's requirements?

e A Host-based IDS
e B. Network-based IDS
¢ C. Gateway-based IDS
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Comprehensive and Detailed Explanation:

Host-based Intrusion Detection Systens (HIDS) run on individual hosts and monitor activities like file access, processes, and system
logs. HIDS:

Detects attacks missed by NIDS (e.g., insider threats, encrypted traffic) Monitors integrity of system files Works in near real-time
Requires no additional network hardware Can be implemented at low cost From CEH v13 Courseware:

Module 13: IDS, Firewalls and Honeypots # Types of IDS (HIDS vs. NIDS)

Reference:CEH v13 Study Guide - Host-Based IDS Capabilities
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A large e-commerce organization is planning to implement a vulnerability assessment solution to enhance its security posture. They
require a solution that imitates the outside view of attackers, perforns well-organized inference-based testing, scans automatically
against continuously updated databases, and supports multiple networks. Given these requirements, which type of vulnerability
assessment solution would be most appropriate?

A. Product-based solution installed on a private network
B. Service-based solution offered by an auditing firm

C. Inference-based assessment solution

D. Tree-based assessment approach
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A service-based solution offered by an auditing firm would be the most appropriate type of vulnerability assessment solution for the
large e-commerce organization, given their requirements. A service-based solution is a type of vulnerability assessment that is
performed by external experts who have the skills, tools, and experience to conduct a thorough and comprehensive analysis of the
target system or network. A service- based solution can imitate the outside view of attackers, as the experts are not familiar with the
internal details or configurations of the organization. A service-based solution can also perform well-organized inference- based
testing, which is a type of testing that uses logical reasoning and deduction to identify and exploit vulnerabilities based on the
information gathered from the target. A service-based solution can scan automatically against continuously updated databases, as the
experts have access to the latest security intelligence and threat feeds. A service-based solution can also support multiple networks,
as the experts can use different techniques and tools to scan different types of networks, such as wired, wireless, cloud, or hybrid12.
The other options are not as appropriate as option B for the following reasons:

* A. Inference-based assessment solution: This option is not a type of vulnerability assessment solution, but a type of testing method
that can be used by any solution. Inference-based testing is a testing method that uses logical reasoning and deduction to identify and
exploit vulnerabilities based on the information gathered from the target. Inference-based testing can be performed by service-based,
product-based, or tree-based solutions, depending on the scope, objectives, and resources of the assessment3.

* C. Tree-based assessment approach: This option is not a type of vulnerability assessment solution, but a type of testing method
that can be used by any solution. Tree-based testing is a testing method that uses a hierarchical structure to organize and prioritize
the vulnerabilities based on their severity, impact, and exploitability. Tree-based testing can be performed by service-based,
product-based, or inference-based solutions, depending on the scope, objectives, and resources of the assessment4.

* D. Product-based solution installed on a private network: This option is a type of vulnerability assessment solution, but it may not
meet all the requirements of the large e-commerce organization. A product-based solution is a type of vulnerability assessment that is
performed by using software or hardware tools that are installed on the organization's own network. A product-based solution can
scan automatically against continuously updated databases, as the tools can be configured to download and apply the latest security
updates and patches. However, a product-based solution may not imitate the outside view of attackers, as the tools may have
limited access or visibility to the external network or the internet. A product-based solution may also not perform well-organized
inference-based testing, as the tools may rely on predefined rules or signatures to detect and report vulnerabilities, rather than using
logical reasoning and deduction. A product-based solution may also not support multiple networks, as the tools may be designed or
optimized for a specific type of network, such as wired, wireless, cloud, or hybrid .

References:

* 1: Vulnerability Assessment Services | Rapid7

* 2: Vulnerability Assessiment Services | IBM

* 3: Inference-Based Vulnerability Testing of Firewall Policies - IEEE Conference Publication

* 4: A Tree-Based Approach for Vulnerability Assessment - IEEE Conference Publication

* : Vulnerability Assessiment Tools | OWASP Foundation



* : Vulnerability Assessment Solutions: Why You Need One and How to Choose | Defensible

il /8 #50

An AWS security operations team receives an alert regarding abnormal outbound traffic froman EC2 instance. The instance begins
transmitting encrypted data packets to an external domain that resolves to a Dropbox account not associated with the organization.
Further analysis reveals that a malicious executable silentty modified the Dropbox sync configuration to use the attacker's access
token, allowing automatic synchronization of internal files to the attacker's cloud storage. What type of attack has likely occurred?

A. Side-channel attack exploiting CPU cache

B. Man-in-the-Cloud (MITC) attack

C. Cryptojacking using Coin Hive scripts

D. Cloud Snooper attack leveraging port masquerading

EX: B
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Man-in-the-Cloud (MITC) attacks target cloud synchronization services such as Dropbox, Google Drive, and OneDrive by
manipulating authentication tokens instead of user passwords. CEH courseware explains that cloud storage clients rely heavily on
sync tokens stored locally, which authorize access without user interaction. If an attacker replaces or injects a malicious token, they
can hijack the victini's cloud account or redirect synced data to attacker-controlled locations. In this scenario, the EC2 instance
continues to operate normally, but its Dropbox client silently synchronizes data to an external account using the attacker's token.
This bypasses traditional defenses such as perimeter firewalls, credential monitoring, or user behavior analytics, because the
synchronization process appears legitimate and authenticated. MITC attacks are uniquely stealthy, as they require no further
compromise once the sync token is stolen or replaced. Other choices, such as Cloud Snooper or cryptojacking, do not match the
described behavior. Therefore, this attack clearly aligns with a Man-in-the-Cloud attack.

i RE #51
Robin, an attacker, is attempting to bypass the firewalls of an organization through the DNS tunneling method in order to exfiltrate
data. He is using the NSTX tool for bypassing the firewalls. On which of the following ports should Robin run the NSTX tool?

A. Port 23
B. Port 53
C. Port 50
D. Port 80

E%: B
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DNS uses Ports 53 which is almost always open on systens, firewalls, and clients to transmit DNS queries.

nstead of the more familiar Transmission Control Protocol (TCP) these queries use User Datagram Protocol (UDP) due to its low-
latency, bandwidth and resource usage compared TCP-equivalent queries. UDP has no error or flow-control capabilities, nor does
it have any integrity checking to make sure the info arrived intact.

How is internet use (browsing, apps, chat etc) so reliable then? If the UDP DNS query fails (it's a best-effort protocol after all)
within the first instance, most systems will retry variety of times and only after multiple failures, potentially switch to TCP before
trying again; TCP is additionally used if the DNS query exceeds the restrictions of the UDP datagram size - typically 512 bytes for
DNS but can depend upon system settings.

Figure 1 below illustrates the essential process of how DNS operates: the client sends a question string (for exanple,

mail. google[. Jcom during this case) with a particular type - typically A for a number address. I've skipped the part whereby
mtermediate DNS systens may need to establish where '.com! exists, before checking out where 'google[. Jcom are often found, and

SO on.

Many worns and scanners are created to seek out and exploit systerrs running telnet. Given these facts, it's really no surprise that
telnet is usually seen on the highest Ten Target Ports list. Several of the vulnerabilities of telnet are fixed. They require only an



upgrade to the foremost current version of the telnet Daemon or OS upgrade. As is usually the case, this upgrade has not been
performed on variety of devices. this might flow from to the very fact that a lot of systems administrators and users don't fully
understand the risks nvolved using telnet. Unfortunately, the sole solution for a few of telnets vulnerabilities is to conpletely
discontinue its use. the well-liked method of mitigating all of telnets vulnerabilities is replacing it with alternate protocols like ssh. Ssh
is capable of providing many of an equivalent fimctions as telnet and a number of other additional services typical handled by other
protocols like FTP and Xwindows. Ssh does still have several drawbacks to beat before it can completely replace telnet. it's
typically only supported on newer equipment. It requires processor and memory resources to perform the info encryption and
decryption. It also requires greater bandwidth than telnet thanks to the encryption of the info . This paper was written to assist clarify
how dangerous the utilization of telnet are often and to supply solutions to alleviate the main known threats so as to enhance the
general security of the web Once a reputation is resolved to an IP caching also helps: the resolved name-to-IP is usually cached on
the local system (and possibly on intermediate DNS servers) for a period of your time . Subsequent queries for an equivalent name
from an equivalent client then don't leave the local system until said cache expires. Of course, once the IP address of the remote
service is understood , applications can use that information to enable other TCP-based protocols, like HTTP, to try to to their
actual work, for instance ensuring internet cat GIF's are often reliably shared together with your colleagues.So, beat all, a couple of
dozen extra UDP DNS queries from an organization's network would be fairly inconspicuous and will leave a malicious payload to
beacon bent an adversary; commands could even be received to the requesting application for processing with little difficulty.

i R #52
Mary found a high vulnerability during a vulnerability scan and notified her server team. After analysis, they sent her proofthat a fix to
that issue had already been applied. The vulnerability that Marry found is called what?

A. Backdoor

B. False-positive

C. False-negative

D. Brute force attack

ZX: B

fE R A -

https//www.infocyte.com'blog/2019/02/16/cybersecurity- 101-what-you-need-to-know-about- false-positives- and-false-negatives/
False positives are mislabeled security alerts, indicating there is a threat when in actuality, there isn't. These false/non-malicious alerts
(SIEM events) increase noise for already over-worked security teams and can include software bugs, poorly written software, or
unrecognized network traffic.

False negatives are uncaught cyber threats - overlooked by security tooling because they're dormant, highly sophisticated (i.e. file-
less or capable of lateral movement) or the security infrastructure in place lacks the technological ability to detect these attacks.
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