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¢ Roles and responsibilities of accountable parties for GDPR compliance: This section of the exam measures
the skills of Compliance Managers and covers the responsibilities of various stakeholders, such as data

FEw 21 controllers, data processors, and supervisory authorities, in ensuring GDPR compliance. It assesses

knowledge of accountability frameworks, documentation requirements, and reporting obligations necessary
to maintain compliance with regulatory standards.

e Technical and organizational measures for data protection: This section of the exam measures the skills of

IT Security Specialists and covers the implementation of technical and organizational safeguards to protect
NEw 22 personal data. It evaluates the ability to apply encryption, pseudonymization, and access controls, as well
as the establishment of security policies, risk assessments, and incident response plans to enhance data
protection and mitigate risks.



https://drive.google.com/open?id=11Hwi4MMBBxzUwr_2Lf8JMiZYWPADabHm
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FEy 23 ¢ Data protection concepts: General Data Protection Regulation (GDPR), and compliance measures

¢ This section of the exam measures the skills of Data Protection Officers and covers fundamental concepts

of data protection, key principles of GDPR, and the legal framework governing data privacy. It evaluates
ey 74 the understanding of compliance measures required to meet regulatory standards, including data processing
principles, consent management, and individuals' rights under GDPR.

PECB Certified Data Protection Officer 58 8 GDPR B[ E (Q36-Q41):
HR #36

Question:

To evaluate theeffectiveness of communication, theDPO of Company ABCreviewed theaccuracy and relevanceof the information
provided to customers regarding personal data processing.

Is this agood practiceunder GDPR?

¢ A. No, the effectiveness of communicationcannot be evaluatedthrough the evaluation of theaccuracy and relevanceof
information provided to customers.

¢ B. Yes, when evaluating the effectiveness of communication, theDPO should consider the accuracy and relevanceof the
information provided to concerned parties.

e C. Yes, but only if the company'ssupervisory authority requests it.

¢ D. No, the DPO isnot responsiblefor evaluating the effectiveness of communication with custorers.

Ef#: B

fEEL:

UnderArticle 39(1)(a) of GDPR, theDPO is responsible for monitoring GDPR compliance, including ensuring transparency in
commumnication with data subjects. This includes verifying thatinformation about data processing is accurate and relevant.

* Option A is correctbecause GDPR mandates thatdata subjects receive clear and accurate informationabout their personal data
processing.

* Option B is incorrectbecauseaccuracy and relevance are key indicatorsof effective commumication under GDPR.

* Option C is incorrectbecauseevaluating data protection communicationis part of the DPO's compliance role.

* Option D is incorrectbecausesupervisory authority approval is not requiredfor the DPO to conduct such evaluations.
References:

* GDPR Atrticle 39(1)(a)(DPO's role in monitoring compliance)

* GDPR Article 12(1)(Obligation for transparent and clear communication)

A #37
Question:
All the statements below regarding thelawfulness of processingare correct,except:

A. Processing is necessary toprotect the vital interestsof the data subject or another natural person.

B. Processing is necessary for theperformance ofa contractto which the data subject is a party.

C. Processing is necessary toobtain consentfiom the data subject.

D. Processing is necessary for thelegitimate interestspursued by the controller, except where overridden by the interests or
findamental rights of the data subject.

Ef: C

AR :

UnderAxrticle 6 of GDPR, there aresix legal basesfor data processing, Consent is only one of them, and processing isnot always
dependent on obtaining consent.

* Option B is correctbecauseGDPR does not require consent for all processing activities; processing can also be based
oncontractual necessity, legal obligations, vital interests,public tasks, or legitimate interests.

* Option A is incorrectbecausecontractual necessity is a valid legal basis for processing,

* Option C is incorrectbecausevital interests(e.g., processing in medical emergencies)are a valid legal basis.

* Option D is incorrectbecauselegitimate interests can justify processing, provided theydo not override the rights of data subjects.
References:

* GDPR Article 6(1)(Lawfulness of processing)



* Recital 40(Processing should be lawful and justified)

P #38
‘When pseudonymization is used in a dataset, the data is divided into restricted access data and non- identifiable data. This restricted
access data includes gender, occupation, and age, whereas the non- identifiable data includes only nationality. Is this correct?

¢ A. No, non-identifiable data includes gender, nationality, and occupation, whereas restricted access data includes first name,
last name, and age, among others

¢ B. Yes, when pseudonymization is used, non-identifiable data includes only nationality, whereas restricted access data
includes gender, occupation, and age

¢ C. No, only anonymization can be used to divide a dataset into restricted access data and non-identifiable data

Ef#: A

A -

Pseudonymization does not remove data identifiability but rather reduces the direct link to anindividual (GDPR Article 4(5)). Non-
identifiable data includes attributes like gender and occupation, whereas restricted access data includes directly identifying details
such as names. Anonymization, not pseudonymization, ensures conmplete irreversibility.

HM #39

Scenario:

A financial institution collectsbiometric data of its clients, such asface recognition, to support apayment authentication processthat
they recently developed. The institution ensures thatdata subjects provide explicit consentfor the processing of theirbiometric datafor
this specific purpose.

Question:

Based on this scenario, should theDPO advise the organization to conduct a DPIA (Data Protection Impact Assessment)?

e A Yes, but only if the biometric data is storedfor more than five years.

¢ B. No, becauseexplicit consenthas already been obtained from the data subjects.

e C. Yes, because biometric data is consideredspecial category personal data, and its processing is likely to nvolvehigh risk.
¢ D. No, because DPIAs areonly requiredwhen processing personal dataon a large scale, which is not specified in this case.

EfE: C

fi .-

UnderArticle 35(3)(b) of GDPR, aDPIA is mandatoryfor processing that involveslarge-scale processing of special category data,
including biometric data. Even ifexplicit consentis obtained,the risks associated with biometric processing require further evaluation.
* Option A is correctbecausebiometric data processing poses high risks to fundamental rights and freedoms, necessitating a DPIA.
* Option B is incorrectbecauseobtaining consent does not eliminate the requirement to conduct a DPIA.

* Option C is incorrectbecauseDPIAs are required for biometric processing regardless of scaleif risks are present.

* Option D is incorrectbecausestorage duration is not a determining factor for DPIA requirements.

References:

* GDPR Article 35(3)(b)(DPIA requirement for special category data)

* Recital 91(Processing biometric data requires special safeguards)

HH #40

Bus Spot is one of the largest bus operators in Spamn. The company operates in local transport and bus rental since 2009. The
success of Bus Spot can be attributed to the digitization of the bus ticketing system, through which clients can easily book tickets and
stay up to date on any changes to their arrival or departure time. In recent years, due to the large number of passengers transported
daily. Bus Spot has dealt with different incidents including vandalisim, assaults on staff, and fraudulent injury clainms. Considering the
severity of these incidents, the need for having strong security measures had become crucial. Last month, the company decided to
nstall a CCTV systemacross its network of buses. This security measure was taken to monitor the behavior of the company's
employees and passengers, enabling crime prevention and ensuring safety and security. Following this decision, Bus Spot mitiated a
data protection impact assessment (DPIA). The outcome of each step of the DPIA was documented as follows: Step 1: Inall 150
buses, two CCTV cameras will be installed. Only individuals authorized by Bus Spot will have access to the information generated
by the CCTV system. CCTV cameras capture images only when the Bus Spot's buses are being used. The CCTV cameras will
record images and sound. The information is transmitted to a video recorder and stored for 20 days. In case of incidents, CCTV



recordings may be stored for more than 40 days and disclosed to a law enforcement body. Data collected through the CCTV
system will be processed bv another organization. The purpose of processing this tvoe of information is to increase the security and
safety of individuals and prevent criminal activity. Step 2: All employees of Bus Spot were informed for the installation ofa CCTV
system. As the data controller, Bus Spot will have the ultimate responsibility to conduct the DPIA. Appointing a DPO at that point
was deemed unnecessary. However, the data processor’s suggestions regarding the CCTV installation were taken into account.
Step 3: Risk Likelihood (Unlikely, Possible, Likely) Severity (Moderate, Severe, Critical) Overall risk (Low, Medium, High) There
is a risk that the principle of lawfulness, fairness, and transparency will be compromised since individuals might not be aware of the
CCTV location and its field of view. Likely Moderate Low There is a risk that the principle of integrity and confidentiality may be
compromised in case the CCTV system is not monitored and controlled with adequate security measures.

Possible Severe Medium There is a risk related to the right of individuals to be informed regarding the installation of CCTV cameras.
Possible Moderate Low Step 4: Bus Spot will provide appropriate training to individuals that have access to the information
generated by the CCTV system. In addition, it will ensure that the employees of the data processor are trained as well. In each
entrance of the bus, a sign for the use of CCTV will be displayed. The sign will be visible and readable by all passengers. It will
show other details such as the purpose of'its use, the identity of Bus Spot, and its contact number in case there are any queries.
Only two employees of Bus Spot will be authorized to access the CCTV system. They will continuously monitor it and report any
unusual behavior of bus drivers or passengers to Bus Spot. The requests of individuals that are subject to a criminal activity for
accessing the CCTV images will be evaluated only for a limited period of time. If the access is allowed, the CCTV images will be
exported by the CCTV system to an appropriate file format. Bus Spot will use a file encryption software to encrypt data before
transferring onto another file format. Step 5: Bus Spot's top management has evaluated the DPIA results for the processing of data
through CCTV system. The actions suggested to address the identified risks have been approved and will be implemented based on
best practices. This DPIA involves the analysis of the risks and impacts in only a group of buses located in the capital of Spain.
Therefore, the DPIA will be reconducted for each of Bus Spot's buses in Spain before installing the CCTV system. Based on this
scenario, answer the following question:

Question:

According to scenario 6, whichdata protection solutionhas Bus Spot used to reduce the risk related to the principle of lawfulness,
fairness, and transparency?

e A. Risk retention

e B. Risk reduction
e C. Risk avoidance
e D. Risk transfer

IEf#: B

fiR .-

UnderArticle 5(1)(a) of GDPR, personal data must beprocessed lawfully, fairly, and transparently. Bus Spot implemented measures
such as employee training and signage in buses, whichreduced risks associated with transparency.

* Option A is correctbecauseBus Spot took steps to reduce risk, such asclear notificationsigns and restricted CCTV access.

* Option B is incorrectbecauserisk retention means accepting the risk without mitigation, which Bus Spot did not do.

* Option C is incorrectbecauserisk transfer applies to outsourcing responsibilities (e.g., insurance), which is not the case here.

* Option D is incorrectbecauseBus Spot did not avoid risk entirely; they implemented controls to mitigate it.

References:

* GDPR Article 5(1)(a)(Principle of lawfulness, fairmess, and transparency)

* Recital 39(Transparency in data processing)
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