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HEE #76
Which of'the following is a reason to utilize an index-based search (index=...) over a data model search (| tstats...) in a detection?

A. Index-based searches are more efficient as they have direct access to the raw data.
B. Index-based searches can utilize macros for ease of configuration and maintenance.
C. Data model searches are more CPU intensive and thus fewer can run concurrently.
D. When fields contained in raw data provide more details than what is contained in the data model.
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An index-based search should be used when the raw event fields contain more detail than the data model. Data models normalize
and may omit certain fields, so searching the index directly ensures all relevant information is available for the detection.
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EE#77
For detections that leverage a CIM data model, which aspect of the configuration is responsible for determining which indexes are
being searched?

A. The data model's index list.

B. The data model's constraint macro.
C. The data model's eval expression.
D. The data model's dataset hierarchy.

He: B

Y.
For detections using a CIM data model, the data model's constraint macro defines which indexes are searched. This macro ensures
that only relevant indexed data is pulled into the data model, controlling the search scope for detections.

HAE #78
A Detection Engineer works closely with SOC leads to define expected analyst workflows, often documented as a Standard
Operating Procedure (SOP). Which capability can be used to document expected analyst actions in an investigation?

A. Correlation Search Editor
B. Investigation notes

C. Adaptive response actions
D. Response templates

¥e: D

HE:
Response templates in Sphunk Mission Control can be used to document and standardize expected analyst actions during an
mnvestigation. They align with SOPs and ensure analysts follow consistent workflows when responding to findings.

HEE#79
An engineer creates a new event type. What defines the association of this event type to an applicable data model?

A. The search string

B. The field alias

C. The tag(s)

D. The saved search name

HE. C
He.

In Splunk, an event type is associated with a CIM data model through its tag(s). Tags determine which events qualify for inclusion in
a specific data model, enabling normalization and alignment with CIM for consistent detections and reporting,

EZ2 #80
Which Enterprise Security components provide enrichment to the Risk Framework?

A. Risk Object, Notable Framework, Data Models

B. Risk Object, Threat Intelligence, Data models

C. Assets & Identities Framework, Threat Intelligence, Notes
D. Assets & Identities Framework, Risk Factoring, Annotations

He:. D

Y.

The Risk Framework in Enterprise Security is enriched by the Assets & Identities Framework (providing contextual information
about users and systens), Risk Factoring (applying multipliers to adjust risk scoring), and Annotations (such as MITRE ATT&CK
mappings). These components work together to provide meaningful, prioritized risk findings.
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