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HM #28

Refer to the exhibit.

The Company Corp admmnistrator has enabled Workflow mode in FortiManager and has assigned approval roles to the current
admmistrators. However, workflow approval does not fimction as expected. The CTO is currently unable to approve submitted
changes.

Given the exhibit, which two possible solutions will resolve the workflow approval problenms with the Workflow 72 ADOM?
(Choose two.)

o A. The CTO nust have a defined emmil address for their admin user account.
¢ B. The CISO nust have a higher access level than "Read Only User" in FortiManager.


https://drive.google.com/open?id=19pafQ3AqrPWJep9xB-wPrABg9_PZMCyq
https://www.japancert.com/NSE8_812.html
https://www.mogiexam.com/NSE8_812-exam.html
https://www.shikenpass.com/NSE8_812-shiken.html

e (. The CTO needs to be added to "Email Notification" in the Workflow 72 ADOM.
e D. The CTO and CISO need to swap Approval Groups so that the highest authority is in Group #1.
e E. The CTO nwst have Standard access level or higher for FortiManager.

Eﬁ: A\ E

H #29
Refer to the exhibits, which show a topology and diagnostic commands.

Which two statements about the path resolution are true? (Choose two.)

A. wan2 is currently used as an outgoing interface.
B. wanl is currently used as an outgoing interface.
C. Latency is the quality criteria.

D. Packet-loss is the quality criteria.

Ef#: C

HMA #30
Refer to the exhibit containing the configuration snippets from the FortiGate. Customer requirements:

* SSLVPN Portal must be accessible on standard HTTPS port (TCP/443)
* Public IP address (129.11.1.100) is assigned to portl

* Datacenter.acmecorp.comresolves to the public IP address assigned to portl The customer has a Let's Encrypt certificate that is

going to expire soon and it reports that subsequent attempts to renew that certificate are failing,
Reviewing the requirement and the exhibit, which configuration change below will resolve this issue?

Onwp

Ef#: C

fiR .-
https/docs. fortinet.con/document/fortigate/7.4. 1/administration-guide/82208 7/automatically-provision-a- certificate

R #31
An automation stitch was configured using an incoming webhook as the trigger named
'my_incoming webhook'. The action is configured to execute the CLI Script shown:

The base Curl command starts with: curl -k -x POST -H 'Authorization: Bearer ' --data <data> <url> Which Curl command will

successfully work with the configured automation stitch?

e A data:'{ "hostname": "bad host 1", "ip":"1.1.1.1"}'
url:
http/192.168.226.129/apiv2/monitor/systenyautomation-stitch/webhook/my _incoming webhook
e B. data:'{ "hostname": "bad host 1", "ip": ["1.1.1.1"]}'
url:
http/192.168.226.129/apiv2/cmdb/systenvautomation-stitch/webhook/my _incomingwebhook
e C. data:'{ "hostname": "bad host 1", "ip":"1.1.1.1"}'
url: http/192.168.226.129/apiv2/cmdb/systenyautomation-stitch/webhook/my _incoming_webhook
e D. data:'{ "hostname": "bad_host 1", "ip":["1.1.1.1"]}'
url:
http://192.168.226.129/api/v2/monitor/systenvautomation-stitch/webhook/my incoming webhook

IEf#: D



R #32
Refer to the exhibit of a FortiNAC configuration.

In this scenario, which two statements are correct? (Choose two.)

¢ A. Anunknown host is connected to port3.

e B. The IP address of the FortiSwitch is 10.12.240.2.

e C. A device that is modeled n FortiNAC is connected on VLAN 4093.
e D. Port8 is connected to a FortiGate in FortiLink mode.

_EE%: B\ D

ETE

* C. The IP address of the FortiSwitch is 10.12.240.2:This statement is correct based on the exhibit and your clarification. The
exhibit lists the "TP Address" as 10.12.240.2 across muiltiple entries, including ports and VLLANSs associated with the device "sup-fgt-
hw" (FortiSwitch). Your reasoning indicates that this IP is the management address of the FortiSwitch, as it is consistently shown as
the IP for the device containing the ports. In Fortinet's architecture, as described in the NSE 8 study guide, the management IP of a
FortiSwitch is typically configured and visible in such configurations, especially when integrated with FortiGate and FortiNAC. The
"Device" column labeling "sup-fgt-hw" further supports that this is the FortiSwitch, and the TP 10.12.240.2 is its management
address. This aligns with FortiSwitch management and integration details in the NSE 8 study guide.

* D. An unknown host is connected to port3:This statement is correct as the exhibit highlights port3 under the "Name" column for
the device "sup-fgt-hw" with a "Rogue Host" status in the "Connection” colunm, an IP address 0f 10.12.240.2, a Default VLAN of
100, and an Operational Status of "Link Up." In FortiNAC, a "Rogue Host" indicates an unknown or unauthorized device comected
to the network, which FortiNAC identifies for further action or isolation. This is consistent with FortiNAC's capabilities for detecting
and classifymg unknown devices, as detailed in the NSE 8 study guide under network access control and rogue device detection.

* Why A and B are incorrect:

* A. A device that is modeled in FortiNAC is comnected on VLAN_4093: This is incorrect based on your clarification that there is
no device connected on that port-it is simply the default VLAN (4093) for that entry. The exhibit shows VLAN 4093 with a "Not
Comnected" status and

"Link Up" operational status, but no active device connection is indicated. The NSE 8 study guide emphasizes that FortiNAC
requires an active connection and device profiling for a device to be considered "connected," which is not evident here for

VLAN 4093.

* B. Port8 is connected to a FortiGate in FortiLink mode: This is incorrect because the exhibit shows port8 with a "Learned Uplink"
status, which, as you noted, refers to any kind of uplink and does not specifically indicate FortiLink mode. FortiLink mode is a
specific configuration between FortiGate and FortiSwitch requiring explicit settings, which are not mentioned or implied in the exhibit.
The NSE 8 study guide clarifies that Fortilink mode involves distinct configuration details (e.g,, FortiLink interfaces), which are
absent here.

Fortinet Network Security Expert 8 Study Guide References:

* FortiNAC 7.2 Admin Guide (NSE 8): Sections on Device Visibility, VLAN Management, and Rogue Device Detection.

* FortiSwitch 7.2 Admin Guide (NSE 8): Sections on FortiLink Configuration, Network Segmentation, and Management IP
Configuration.

* FortiGate 7.2 Admin Guide (NSE 8): Sections on Integration with FortiNAC and FortiSwitch for Network Security.
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