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B #17
Which of the following options would close a Dependabot alert?

A. Viewing the Dependabot alert on the Dependabot alerts tab of your repository

B. Creating a pull request to resolve the vulnerability that will be approved and merged
C. Leaving the repository i its current state

D. Viewing the dependency graph

Ef#: B
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ADependabot alertis only marked asresolvedwhen the related vulnerability is no longer present in your code

- specifically after youmerge a pull requestthat updates the vulnerable dependency.

Simply viewing alerts or graphs doesnotaffect their status. Ignoring the alert by leaving the repo unchanged keeps the vulnerability
active and unresolved.

B #18

Which of'the following statements most accurately describes push protection for secret scanning custom patterns?

A. Push protection is an opt-in experience for each custom pattern.

B. Push protection must be enabled for all, or none, of a repository's custom patterns.
C. Push protection is not available for custom patterns.

D. Push protection is enabled by default for new custom patterns.

EfE: A

R -

Comprehensive and Detailed Explanation:

Push protection for secret scanning custom patterns is an opt-in feature. This means that for each custom pattern defined in a
repository, maintainers can choose to enable or disable push protectionindividually. This provides flexibility, allowing teans to
enforce push protection on sensitive patterns while leaving it disabled for others.

HE#19
When using the advanced CodeQL code scanning setup, what is the name of the workflow file?

A. codeql-workflow.yml
B. codeql-scan.yml

C. codeql-config.yml

D. codeql-analysis.yml

IEf#: D

fi .-

Comprehensive and Detailed Explanation:

In the advanced setup for CodeQL code scanning, GitHub generates a workflow file named codeql-analysis.

yml. This file is located in the .github/workflows directory of your repository. It defines the configuration for the CodeQL analysis,
including the languages to analyze, the events that trigger the analysis, and the steps to perform during the workflow.

HR #20

How many alerts are created when two instances of the same secret value are in the same repository?

A0
B. 1
C.2
D.3

IEf: C

AR :

Whenmultiple instances of the same secret valueappear in a repository,only one alertis generated. Secret scanning works by
identifying exposed credentials and token patterns, and it groups identical matches into a single alertto reduce noise and avoid
duplication.

This makes triaging easier and helps tears focus on remediating the actual exposed credential rather than reviewing muiltiple
redundant alerts.

B #21



Which alerts do you see in the repository's Security tab? (Each answer presents part of the solution. Choose three.)

A. Security status alerts
B. Secret scanning alerts
C. Code scanning alerts
D. Repository permissions
E. Dependabot alerts

IEf#: B. C. E

TR

In a repository'sSecuritytab, you can view:

* Secret scanning alerts: Exposed credentials or tokens

* Dependabot alerts: Vulnerable dependencies from the advisory database

* Code scanning alerts: Vulnerabilities in code detected via static analysis (e.g., CodeQL) Youwon't seegeneral "security status
alerts" (not a formal category) or permission-related alerts here.
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