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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q28-Q33):
NEW QUESTION # 28 
Task: Use SmartConsole to verify that the correct profile is applied to gateway traffic.

Answer:

Explanation:
See the Explanation.Explanation:
1- Generate traffic that matches the Threat Prevention rule.
2- Go to Logs & Monitor, search by source/destination.
3- Confirm the Profile name in the log entry under Threat Prevention details.
4- Cross-reference with the rule base.
5- Adjust rules if wrong profile is triggered.

NEW QUESTION # 29 
Task: Verify the enabled Software Blades on a Check Point Security Gateway.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the Security Gateway.
2- Run the command: cplic print to check license details.
3- Use: enabled_blades or cpstat os to verify enabled blades.
4- Confirm Threat Prevention blades like IPS, Anti-Bot, and Anti-Virus are listed.
5- Use SmartConsole > Gateway > General Properties to visually confirm the same.

NEW QUESTION # 30 
What does not belong to types of exceptions?

A. Core Activations Exceptions.
B. Implied IPS Exceptions.
C. QoS Policy exemptions.
D. IPS Settings Exceptions.

Answer: C

Explanation:
The correct answer is B. QoS Policy exemptions . Threat Prevention exceptions are policy constructs used to alter how Threat
Prevention blades, IPS protections, files, sites, or protected-scope objects are handled. Check Point documentation explains that an
exception sets a different action for an object in the protected scope than the action specified by the Threat Prevention rule, and that
exceptions are generally intended to reduce the level of enforcement rather than increase it. The guide also describes creating
exceptions from IPS Protections, logs, events, and exception groups, all within the Threat Prevention policy workflow.
IPS Settings Exceptions , Core Activation Exceptions , and Implied IPS Exceptions are aligned with the IPS/Threat Prevention
exception model because they affect how protections are activated, tuned, or safely excluded from enforcement. QoS Policy
exemptions do not belong to Threat Prevention exception taxonomy.
QoS relates to traffic prioritization, bandwidth control, and quality-of-service enforcement, not malware, IPS, Anti-Bot, Anti-Virus,
or blade exception handling. In certification terms, the key separation is policy domain:
Threat Prevention exceptions modify security inspection behavior, while QoS exemptions belong to traffic management. Reference
topics: Threat Prevention Exceptions, IPS Exceptions, Core Activation Exceptions, Implied IPS Exceptions, exception groups.

NEW QUESTION # 31 
Task: Test action taken for suspected bot-infected host.



Answer:

Explanation:
See the Explanation.Explanation:
1- Generate outbound suspicious DNS request (e.g., using simulated botnet domain).
2- Review logs in SmartConsole > blade:"Anti-Bot".
3- Confirm whether the connection was blocked or allowed.
4- Validate host quarantine action, if configured.
5- Check endpoint if agent alerts were triggered.

NEW QUESTION # 32 
Task: Verify IPS protections are being enforced.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open SmartConsole > Logs.
2- Filter: blade:"IPS" and action:"Prevented".
3- Confirm matching protections from the active profile.
4- View details: CVE, protocol, action, confidence level.
5- Export log details for auditing.

NEW QUESTION # 33
......
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