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Fortinet FCP_FCT_AD-7.4 Exam Syllabus Topics:

Topic Details
¢ Troubleshooting: This section covers analyzing logs and diagnostic information to identify issues with EMS
Topic 1 and endpoints, and resolving common deployment, connectivity, and configuration problemns.

¢ FortiClient EMS design and deployment: This domain covers the architecture, core components, and
deployment modes of FortiClient EMS. It also includes installing and configuring the server to ensure

Topic 2 i~ .
proper setup and initial system operation.
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o Zero trust and Security Fabric integration: This domain explains how to integrate EMS with the Fortinet
Security Fabric, configure quarantine for compromised endpoints, and implement zero trust network

Topic 3
o access to control and secure endpoint connectivity.
¢ FortiClient provisioning and deployment: This section focuses on deploying FortiClient to endpoint devices,
Topic 4 creating and assigning endpoint profiles, and implementing endpoint security features to enforce protection

and compliance.

Fortinet FCP - FortiClient EMS 7.4 Administrator Sample Questions (Q80-
Q85):

NEW QUESTION # 80
Refer to the exhibits.
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‘Which show the Zero Trust Tag Monitor and the FortiClient GUI status.
Remote-Client is tagged as Remote-Users on the FortiClient EMS Zero Trust Tag Monitor.
‘What must an administrator do to show the tag on the FortiClient GUI?

A. B. Change the FortiClient system settings to enable tag visibility
B. Change the endpoint control setting to enable tag visibility

C. Change the user identity settings to enable tag visibility

D. Update tagging rule logic to enable tag visibility

Answer: A



Explanation:

Based on the exhibits provided:

* The "Remote-Client" is tagged as "Remote-Users" in the FortiClient EMS Zero Trust Tag Monitor.

* To ensure that the tag "Remote-Users" is visible in the FortiClient GUI, the system settings within FortiClient need to be updated
to enable tag visibility.

* The tag visibility feature is controlled by FortiClient system settings which manage how tags are displayed in the GUL

Therefore, the administrator needs to change the FortiClient system settings to enable tag visibility.

References

* FortiClient EMS 7.2 Study Guide, Zero Trust Tagging Section

* FortiClient Documentation on Tag Management and Visibility Settings

NEW QUESTION # 81
‘Which statement about deploying FortiClient EMS in an air-gapped environment is true?

A. You can generate FortiClient installers on the FortiClient EMS instance.

B. You can sync a license on the FortiClient EMS GUI using your FortiCloud account.

C. You can configure FortiClient EMS to receive updates from FortiManager.

D. You can use offline antimalware data on FortiClient EMS to operate in an air-gapped deployment.

Answer: D

Explanation:
In an air-gapped environment, FortiClient EMS cannot access the internet for updates. Using offline antimalware data allows
FortiClient EMS to provide endpoint protection and operate without internet connectivity.

NEW QUESTION # 82
Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.
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Which two statements about the rule set are true? (Choose two.)



A. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.
B. The endpoint must satisfy that only Windows Server 2012 R2 is running,

C. The endpoint must satisfy that only Windows 10 is running.

D. The endpoint must satisfy that only AV software is installed and running,

Answer: A.B

Explanation:

Based on the Zero Trust Tagging Rule Set configuration shown in the exhibit:

* The rule set includes two conditions:

* AV Software is installed and running

* OS Version is Windows Server 2012 R2 or Windows 10

* The Rule Logic is specified as "(1 and 3) or 2," meaning;

* The endpoint must have antivirus software installed and running and must be running Windows
10.

* Alternatively, the endpoint must be running Windows Server 2012 R2.

Therefore, the endpoint must satisfy either:

* Antivirus is installed and running and Windows 10 is running,

* Windows Server 2012 R2 is running.

References

* FortiClient EMS 7.2 Study Guide, Zero Trust Tagging Rule Set Configuration Section
* Fortinet Documentation on Configuring Zero Trust Tagging Rules and Logic

NEW QUESTION # 83
ZTNA Network Topology

Refer to the exhibits, which show a network topology diagram of ZTNA proxy access and the ZTNA rule configuration.

An administrator runs the diagnose endpoint record list CLI command on FortiGate to check Remote-Client endpoint information,
however Remote-Client is not showing up in the endpoint record list.

What is the cause of this issue?

A. Remote-Client provided an empty client certificate to connect to the ZTNA access proxy.
B. Remote-Client provided an invalid certificate to connect to the ZTNA access proxy.

C. Remote-Client has not nitiated a connection to the ZTNA access proxy.

D. Remote-Client failed the client certificate authentication.

Answer: D

NEW QUESTION # 84
An admmnistrator installs FortiClient on Windows Server.
What is the default behavior of real-time protection control?

A. Real-time protection must update AV signature database

B. Real-time protection must update the signature database from FortiSandbox

C. Real-time protection is disabled

D. Real-time protection sends malicious files to FortiSandbox when the file is not detected locally

Answer: C

Explanation:

When FortiClient is installed on a Windows Server, the default behavior for real-time protection control is:

* Real-time protection is disabled:By default, FortiClient does not enable real-time protection on server installations to avoid
potential performance impacts and because servers typically have different security requirements compared to client endpoints.
Thus, real-time protection is disabled by default on Windows Server installations.

References

* FortiClient EMS 7.2 Study Guide, Real-time Protection Section

* Fortinet Documentation on FortiClient Default Settings for Server Installations
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