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Fortinet NSES_SSE AD-7.6 Exam Syllabus Topics:

Topic Details

¢ Rules and Routing; This section addresses configuring SD-WAN rules and routing policies to control and
Topic 1 direct traffic flow across different links.

¢ Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
Topic 2 security threats, and generate reports.

¢ Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing
Topic 3 security profiles for content inspection and deploying compliance rules to managed endpoints.

¢ SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
Topic 4 integration with SD-WAN infrastructure.

e Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
Topic 5 members, zones, and performance SLAs to monitor network quality.

Fortinet NSE 5 - FortiSASE and SD-WAN 7.6 Core Administrator Sample
Questions (Q29-Q34):

NEW QUESTION # 29

SD-WAN mnteracts with many other FortiGate features. Some of them are required to allow SD- WAN to steer the traffic.
Which three configuration elements must you configure before FortiGate can steer traffic according to SD-WAN rules? (Choose
three.)

A. Traffic shaping
B. Routing

C. Firewall policies
D. Security profiles
E. Interfaces

Answer: B,C.E

Explanation:

Routing: For a packet to even be considered by the SD-WAN engine, there must be a matching route in the Forwarding Information
Base (FIB). Usually, this is a static route where the destination is the network you want to reach, and the gateway interface is set to
the SD-WAN virtual interface (or a specific SD-WAN zone). If there is no route pointing to SD-WAN, the FortiGate will use other
routing table entries (like a standard static route) and bypass the SD- WAN rule-based steering logic entirely.

Interfaces: You must first define the physical or logical interfaces (such as ISP links, LTE, or VPN tunnels) as SD-WAN members.
These members are then typically grouped into SD-WAN Zones.

Without designated member interfaces, there is no "pool" of links for the SD-WAN rules to select from

Firewall Policies: In FortiOS, no traffic is allowed to pass through the device unless a Firewall Policy permits it. To steer traffic, you
nust have a policy where the Incoming Interface is the internal network and the Outgoing Interface is the SD-WAN zone (or the
virtual-wan-link). The SD- WAN rule selection happens during the "Dirty" session state, which requires a policy match to proceed
with the session creation.

NEW QUESTION # 30

You have a FortiGate configuration with three user-defined SD-WAN zones and one or two members in each of these zones. One
SD-WAN member is no longer used in health-check and SD-WAN rules. This member is the only member of its zone. You want to
delete it.

What happens if you delete the SD-WAN member from the FortiGate GUI?

¢ A FortiGate accepts the deletion and places the member in the default SD-WAN zone.
¢ B. FortiGate displays an error message. SD-WAN zones must contain at least one member.
¢ C. FortiGate accepts the deletion with no firther action.
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¢ D. FortiGate accepts the deletion and removes static routes as required.
Answer: D

Explanation:

Comprehensive and Detailed Explanation with all FortiSASE and SD-WAN 7.6 Core Administrator curriculum documents:
According to theSD-WAN 7.6 Core Administratorstudy guide andFortiOS 7.6 Admmnistration Guide, the behavior for deleting an
SD-WAN member from the GUI when it is the only member in its zone is governed by the following operational logic:

* Reference Checks: Before allowing the deletion of any SD-WAN member, FortiOS perforis a "check for dependencies." If an
interface is being used in an activePerformance SLAor anSD-WAN Rule, the GUI will typically prevent the deletion or gray out the
option until those references are removed.

However, the question specifies that this member isno longer usedin health-checks or rules.

* Zone Integrity: Unlike some other network objects, an SD-WAN zone is permitted to exist without any members. When you
delete the final member of a user-defined zone through the GUI, the zone itself remains in the configuration as an empty container.

* Route Management: When an SD-WAN member is deleted, any static routes that were specifically tied to that interface's
membership in the SD-WAN bundle are automatically updated or removed by the FortiGate to prevent routing loops or "black-
holing" traffic. This is part of the automated cleanup process handled by the FortiOS management plane.

* GUI vs. CLI: In the GUI, the process is streamlined to allow the removal of the member interface.

Once the member is deleted, the interface returns to being a "regular system interface and can be used for standard firewall policies
or other functions.

Why other options are incorrect:

* Option A: There is no requirement that a zone must contain at least one member; "empty" zones are valid configuration objects in
FortiOS 7.6.

* Option C: While the deletion is accepted, it is not with "no further action'-the system must still reconcile the routing table and
mterface status.

* Option D: FortiGate does not automatically move deleted members into the default zone (virtual-wan- link). Once deleted, the
mterface is simply no longer an SD-WAN member.

NEW QUESTION # 31
How does the FortiSASE security dashboard facilitate vulnerability management for FortiClient endpoints?

e A It shows vulnerabilities only for applications and requires endpoint users to manually check for affected endpoints.

¢ B. It provides a vulnerability summary, identifies affected endpoints, and supports automatic patching for eligible
vulnerabilities.

e C. It displays only critical vulnerabilities, requires manual patching for all endpoints, and does not allow viewing of affected
endpoints.

¢ D. It automatically patches all vulnerabilities without user intervention and does not categorize vulnerabilities by severity.

Answer: B

Explanation:
The FortiSASE security dashboard presents a full vulnerability summary, shows which endpoints are affected, and supports
automatic patching for vulnerabilities that are eligible for automated remediation.

NEW QUESTION # 32
A FortiGate device is in production. To optimize WAN link use and improve redundancy, you enable and configure SD-WAN.
‘What must you do as part of this configuration update process? (Choose one answer)

A. Disable the interface that you want to use as an SD-WAN member.

B. Replace references to mterfaces used as SD-WAN members in the routing configuration.
C. Replace references to interfaces used as SD-WAN members in the firewall policies.

D. Purchase and install the SD-WAN license, and reboot the FortiGate device.

Answer: C

Explanation:

According to theSD-WAN 7.6 Core Administratorstudy guide and theFortiOS 7.6 Admmnistration Guide, when you are migrating a
production FortiGate to use SD-WAN, the most critical step involves reconfiguring how traffic is permitted and routed.

* Reference Removal Requirement: Before an interface (such as wanl or wan2) can be added as anSD- WAN member, it must be



"unreferenced" in most parts of the FortiGate configuration. Specifically, if an interface is currently being used in an activeFirewall
Policy, the system will prevent you from adding it to the SD-WAN bundle.

* Firewall Policy Migration (Option A): In a production environment, you mustreplace the references to the physical interfacesin
your firewall policies with the newSD-WAN virtual interface(or an SD- WAN Zone). For example, if your previous policy allowed
traffic from internal to wanl, you must update that policy so theOutgoing Interfaceis now SD-WAN. This allows the SD-WAN
engine to take over the traffic and apply its steering rules.

* Modern Tools: While this used to be a purely manual process, FortiOS 7.x includes anlnterface Migration Wizard(found
underNetwork > Interfaces). This tool automates the "search and replace" function, moving all existing policy and routing references
from the physical port to the SD-WAN object to ensure minimal downtime.

Why other options are incorrect:

* Option B: While you do need to update your routing (e.g,, creating a static route for 0.0.0.0/0 pointing to the SD-WAN interface),
the curriculum specifically emphasizes the replacement of references in firewall policiesas the primary administrative hurdle, as
policies are often more numerous and complex than the single static route required for SD-WAN.

* Option C: You donotneed to disable the interface. It must be up and configured, just removed from other configuration references
so it can be "absorbed" into the SD-WAN bundle.

* Option D: SD-WAN is abase featureof FortiOS and doesnot require a separate licenseor a reboot to enable.

NEW QUESTION # 33

Refer to the exhibit. An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl fgt generates traffic to
the 10.0.0.0/8 network.

The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1- VPN1.

However, the traffic is routed over HUB1-VPN3.

Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)

Diagnose output F — H -I— I n E T

fgr_A # diagnose sys sdwan serviced

Service(l): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(8), TOS(0x0/0x0), Protocol(0): src(l->65535), Mode(sla), sla-compare-order
Members (3) :
1: Seq num(4 HUB1-VEN1 HUBl), alive, sla(0xl), gid(0), cfg_order(0), local cost(0), selected
2: Seq_num(€ HUB1-VEN3 HUB1), alive, sla(0xl), gid(0), cfg_order(l), local cost(0), selected
3: Seq_num(5 HUB1-VEN2 HUB1), alive, sla(0xl), gid(0), cfg_order(2), local cost(0), selected
Src address(1):
10.0.1.0-10.0.1.255

fgt A # diagnose sys sdwan member | grep HUBL

Member (4) : transpert-group: 0, intexfage:  HUB1-VEN1, flags=0xd may child, gateway: 100.€4.1.1, peer:
192.168.1.29, source 192.168.1.1, priority: 1571024, weight: 0

Member (5) : transport-gedup: O.vinterface: HUBL-VPN2, flags=0xd may child, gateway: 100.€4.1.9, peer:
192.168.1.61, source 192.168.1.33, priority: 10 1024, weight: 0

Mamber (6) : transport-group: 0, interface: HUB1-VEN3, flags=0Oxd may child, gateway: 172.16.1.5, peer:
192.168.1.93, source 192.168.1.65, priority: 1 1024, weight: 0

fgt_A # get router info routing-table all | grep HUBL
s 10.0.0.0/8 [10/0] wvia HUBLl-VPN3 tunnel 172.16.1.5, [1/0]
B 10.0.3.0/24 [200/0] wia 192.168.1.2 [3] (recursive is directly connected, HUB1-VEN1l), 04:11:41,
[(1/0]
[200/0] wia 192.168.1.34 [3] (recursive is directly connected, HUB1-VPN2), 04:11:41
[1/0]
B 10.1.0.0/24 [200/0] vwia 192.168.1.29 (recursive via HUBL-VPNl tunnel 100.64.1.1), 04:11:42. [1/0]
[200/0) wia 192.168.1.61 (recursive wvia HUB1-VPNZ tunnel 100.64.1.9), 04:11:42. [1/0]
[200/0] wia 192.168.1.93 (recursive wia HUB1-VPN3 tunnel 172.16.1.5), 04:11:42. [1/0]
e A HUBI-VPN3 has a higher member configuration priority than HUB1-VPN1.
¢ B. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device.
e C. HUBI-VPN3 has a lower route priority value (higher priority) than HUB1-VPNI.
e D. HUBI-VPNI does not have a valid route to the destination.

Answer: B,D

Explanation:



Key Routing Frinciples

F. SD- I eElii(.routes
2w "Regular pol ﬁl have precedence over SD-WAN rules

3. Route lookup is done for new and dirty sessions
« For original and reply traffic
* Includes policy route lookup

4. SD-WAN rules are skipped if:
« Best route to destination isn't an SD-WAN member

» None of the members have a valid route to destination
« [f the preferred member doesn't have:a valid route to destination, the next member in the rule is checked

5. Implicit SD-WAN rule equals standard forwarding information base (FIB) lookup
+ If lookup matches ECMP routes, traffic is load balanced using the configured algorithm
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