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A2 #28

A company is designing an AWS Organizations structure. The company wants to standardize a process to apply tags across the
entire organization. The company will require tags with specific values when a user creates a new resource. Each of the company's
OUs will have unique tag values.

Which solution will meet these requirements?

e A. Use an SCP to deny the creation of resources that do not have the required tags. Create a tag policy that Includes the tag
values that the company has assigned to each OU. Attach the tag policies to the OUs.

B. Use an SCP to allow the creation of resources only when the resources have the required tags. Create a tag policy that
ncludes the tag values that the company has assigned to each OU. Attach the tag policies to the OUs.

C. Use an SCP to deny the creation of resources that do not have the required tags. Define the list of tags.

Attach the SCP to the OUs

D. Use an SCP to deny the creation of resources that do not have the required tags. Create a tag policy that includes the tag
values that the company has assigned to each OU. Attach the tag policies to the organization's management account.

HE: A

Y.
https//aws.amazon.com/blogs/mt/implement-aws-resource- tagging-strategy-using-aws-tag-policies-and- service-

HEE #29

A large company with hundreds of AWS accounts has a newly established centralized internal process for purchasing new or
modifying existing Reserved Instances. This process requires all business units that want to purchase or modify Reserved Instances
to submit requests to a dedicated team for procurement or execution. Previously, business units would directly purchase or modify
Reserved Instances in their own respective AWS accounts autonomously.

‘Which combination of steps should be taken to proactively enforce the new process in the MOST secure way possible? (Select
TWO.)

e A Ensure all AWS accounts are part of an AWS Organizations structure operating in all features mode.

¢ B. Ineach AWS account, create an IAM policy with a DENY rule to the ec2:PurchaseReservedinstancesOffering and
ec2:ModifyReservedInstances actions.

¢ (. Use AWS Contig lo report on the attachment of an IAM policy that denies access to the
ec2:PurchaseReservedInstancesOffering and ec2:ModifyReservedinstances actions.

e D. Ensure that all AWS accounts are part of an AWS Organizations structure operating in consolidated billing features mode.

¢ E. Create an SCP that contains a deny rule to the ec2:PurchaseReservedinstancesOffering and ec2: Modify Reserved
Instances actions. Attach the SCP to each organizational unit (OU) of the AWS Organizations structure.

HE: AE

MY
https:/docs.aws.amazon.com/organizations/latest/ APIReference/API_EnableAllFeatures.html
https:/docs.aws.amazon.convorganizations/latest/userguide/orgs manage policies_scp-strategies.html

HE #30

A company is running an application in the AWS Cloud. Recent application metrics show inconsistent response times and a
significant increase in error rates. Calls to third-party services are causing the delays.

Currently, the application calls third-party services synchronously by directly mvoking an AWS Lambda fimction.

A solutions architect needs to decouple the third-party service calls and ensure that all the calls are eventually completed.
‘Which solution will meet these requirements?

e A. Use an Amazon EventBridge rule to pass events to the Lambda function.
e B. Use an AWS Step Functions state machine to pass events to the Lambda function.
e (. Use an Amazon Simple Queue Service (Amazon SQS) queue to store events and invoke the Lambda function.



¢ D. Use an Amazon Simple Notification Service (Amazon SNS) topic to store events and Invoke the Lambda function.
¥e: C

Y.

Using an SQS queue to store events and invoke the Lambda finction will decouple the third-party service calls and ensure that all
the calls are eventually completed. SQS allows you to store messages in a queue and process them asynchronously, which eliminates
the need for the application to wait for a response from the third-party service. The messages will be stored in the SQS queue until
they are processed by the Lambda function, even if the Lambda function is currently unavailable or busy. This will ensure that all the
calls are eventually completed, even if there are delays or errors.

AWS Step Functions state machines can also be used to pass events to the Lambda function, but it would require additional
management and configuration to set up the state machine, which would increase operational overhead.

Amazon EventBridge rule can also be used to pass events to the Lambda function, but it would not provide the same level of
decoupling and reliability as SQS.

Using Amazon Simple Notification Service (Amazon SNS) topic to store events and Invoke the Lambda function, is similar to SQS,
but SNS is a publish-subscribe messaging service and SQS is a queue service. SNS is used for sending messages to multiple
recipients, SQS is used for sending messages to a single recipient, so SQS is more appropriate for this use case.

References:

AWS SQS

AWS Step Functions

AWS EventBridge

AWS SNS

AR #31

A company is running a containerized application in the AWS Cloud. The application is running by using Amazon Elastic Container
Service (Amazon ECS) on a set Amazon EC2 instances. The EC2 instances run in an Auto Scaling group.

The company uses Amazon Elastic Container Registry (Amazon ECRJ to store its container images When a new image version is
uploaded, the new image version receives a unique tag

The company needs a solution that inspects new image versions for common vulnerabilities and exposures. The solution must
automatically delete new image tags that have Critical or High severity findings. The solution also must notify the development team
when such a deletion occurs

Which solution meets these requirements?

¢ A. Schedule an AWS Lambda function to start a manual image scan every hour Configure Amazon EventBridge (Amazon
CloudWatch Events) to mvoke another Lambda function when a scan is complete. Use the second Lambda function to delete
the image tag for images that have Cnocal or High severity findings. Notify the development team by using Amazon Sinple
Notification Service (Amazon SNS)

¢ B. Configure periodic image scan on the repository Configure scan results to be added to an Amazon Simple Queue Service
(Amazon SQS) queue Invoke an AWS Step Functions state machine when a new message is added to the SQS queue Use
the Step Functions state machine to delete the image tag for images that have Critical or High severity findings. Notify the
development team by using Amazon Simple Email Service (Amazon SES).

¢ C. Configure scan on push on the repository Configure scan results to be pushed to an Amazon Simple Queue Service
(Amazon SQS) queue Invoke an AWS Lambda function when a new message is added to the SOS queue Use the Lambda
function to delete the image tag for images that have Critical or High seventy findings. Notify the development team by using
Amazon Simple Email Service (Amazon SES).

e D. Configure scan on push on the repository. Use Amazon EventBridge (Amazon CloudWatch Events) to nvoke an AWS
Step Functions state machine when a scan is complete for images that have Critical or High severity findings Use the Step
Functions state machine to delete the image tag for those images and to notify the development team through Amazon Simple
Notification Service (Amazon SNS)

HE:. A

EE #32

A company wants to migrate to AWS. The company wants to use a multi-account structure with centrally managed access to all
accounts and applications. The company also wants to keep the traffic on a private network. Multi-factor authentication (MFA) is
required at login, and specific roles are assigned to user groups.

The company nmust create separate accounts for development, staging, production, and shared network. The production account
and the shared network account must have connectivity to all accounts. The development account and the staging account nust have



access only to each other.
‘Which combination of steps should a solutions architect take to meet these requirements? (Select THREE.)

A. Set up and enable AWS TIAM Identity Center (AWS Single Sign-On). Create appropriate permission sets with required
MFA for existing accounts.

B. Deploy a landing zone environment by using AWS Control Tower. Enroll accounts and invite existing accounts into the
resulting organization in AWS Organizations.

C. Enable AWS Control Tower in all Recounts to manage routing between accounts. Collect findings through AWS
CloudTrail to force MFA login.

D. Create IAM users and groups. Configure MFA for all users. Set up Amazon Cognito user pools and identity pools to
manage access to accounts and between accounts.

E. Create transit gateways and transit gateway VPC attachments in each account. Configure appropriate route tables.

¢ F. Enable AWS Security Hub in all accounts to manage cross-account access. Collect findings through AWS CloudTrail to

force MFA login.

: ABE
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