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Palo Alto Networks Certified Network Security Engineer Exam PCNSE
Prüfungsfragen mit Lösungen (Q165-Q170):
165. Frage 
How would an administrator monitor/capture traffic on the management interface of the Palo Alto Networks NGFW?

A. Use the debug dataplane packet-diag set capture stage firewall file command.
B. Use the debug dataplane packet-diag set capture stage management file command.
C. Enable all four stages of traffic capture (TX, RX, DROP, Firewall).
D. Use the tcpdump command.

Antwort: D

Begründung:
Explanation/Reference:
Reference: https://live.paloaltonetworks.com/t5/Learning-Articles/How-to-Run-a-Packet-Capture/ta- p/62390

166. Frage 
YouTube videos are consuming too much bandwidth on the network, causing delays in mission- critical traffic. The administrator
wants to throttle YouTube traffic.
The following interfaces and zones are in use on the firewall:
- ethernet 1/1, Zone: Untrust (Internet-facing)
- ethernet 1/2, Zone: Trust (client-facing)
A QoS profile has been created, and QoS has been enabled on both interfaces. A QoS rule exists to put the YouTube application
into QoS class 6. Interface Ethernet 1/1 has a QoS profile called Outbound, and interface Ethernet 1/21 has a QoS profile called
Inbound.
Which setting for Class 6 will throttle YouTube traffic?

A. Inbound profile with Guaranteed Egress
B. Inbound profile with Maximum Egress
C. Outbound profile with Guaranteed Ingress
D. Outbound profile with Maximum Ingress

Antwort: B

Begründung:
Identify the egress interface for applications that you identified as needing QoS treatment.
The egress interface for traffic depends on the traffic flow. If you are shaping incoming traffic, the egress interface is the internal-
facing interface. If you are shaping outgoing traffic, the egress interface is the external-facing interface.
https://www.paloaltonetworks.com/documentation/61/pan-os/pan-os/quality-of-service/configure- qos

167. Frage 
An engineer decides to use Panorama to upgrade devices to PAN-OS 10.2.
Which three platforms support PAN-OS 10 2? (Choose three.)

A. PA-3400 Series
B. PA-5000 Series
C. PA-220
D. PA-800 Series
E. PA-500

Antwort: A,C,D
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Begründung:
Explanation
According to the Palo Alto Networks Compatibility Matrix1, the three platforms that support PAN-OS 10.2 are:
* PA-800 Series2
* PA-2202
* PA-3400 Series2
The PA-5000 Series and PA-500 do not support PAN-OS 10.2
To upgrade devices to PAN-OS 10.2 using Panorama, you need to determine the upgrade path3, upgrade Panorama itself4, and
then upgrade the firewalls using Panorama

168. Frage 
A client is deploying a pair of PA-5000 series firewalls using High Availability (HA) in Active/Passive mode. Which statement is true
about this deployment?

A. The management port may be used for a backup control connection
B. The two devices may be different models within the PA-5000 series
C. The two devices must share a routable floating IP address
D. The HA1 IP address from each peer must be on a different subnet

Antwort: A

169. Frage 
Which source is the most reliable for collecting User-ID user mapping?

A. GlobalProtect
B. Syslog Listener
C. Microsoft Exchange
D. Microsoft Active Directory

Antwort: A

Begründung:
User-ID is a feature that enables you to identify and control users on your network based on their usernames instead of their IP
addresses. User mapping is the process of mapping IP addresses to usernames using various sources of information.
The most reliable source for collecting User-ID user mapping is GlobalProtect. GlobalProtect is a solution that provides secure
access to your network and resources from anywhere.
GlobalProtect agents on endpoints send user mapping information directly to the firewall or Panorama, which eliminates the need for
probing other sources. GlobalProtect also supports dynamic IP address changes and roaming users.
https://docs.paloaltonetworks.com/best-practices/10-1/user-id-best-practices/user-id-best- practices/user-id-best-practices-for-
globalprotect

170. Frage
......

Chancen gehören zu den Leuten, wer gut vorbereitet hat. Wenn unsere Chance vor uns vorhanden ist, können wir sie erfolgreich
greifen? Die Palo Alto Networks PCNSE exam Fragen können die Garantie für Sie sein, PCNSE Prüfung abzulegen. Mit diesen
Dumps können Sie viel Zeit sparen und hohe Effektivität haben. Sie können ihre Besonderheit und hohe Qualität kennen, wenn sie
die echten Fragen und Antworten von It-Pruefung benutzen. Es ist wirklich ein kürzester Weg zu Ihrem Erfolg. Damit können Sie
sich auf Palo Alto Networks PCNSE Exam voll vorbereiten.
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