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Palo Alto Networks SSE-Engineer Priifungsplan:

Thema Einzelheiten

¢ Prisma Access Troubleshooting: This section of the exam measures the skills of Technical Support
Engineers and covers the monitoring and troubleshooting of Prisma Access environments. It includes the
use of Prisma Access Activity Insights, real-time alerting, and a Command Center for visibility. Candidates
Thema 1 are expected to troubleshoot connectivity issues for mobile users, remote networks, service connections,
and ZTNA connectors. It also focuses on resolving traffic enforcement problems including security policies,
HIP enforcement, User-1D mismatches, and split tunneling performance issues.

e Prisma Access Services: This section of the exam measures the skills of Cloud Security Architects and
covers advanced features within Prisma Access. Candidates are assessed on how to configure and
inmplement enhancements like App Acceleration, traffic replication, IoT security, and privileged remote

Thema 2 access. It also includes implementing SaaS security and setting up effective policies related to security,

decryption, and QoS. The section further evaluates how to create and manage user-based policies using

tools like the Cloud Identity Engine and User ID for proper identity mapping and authentication.

¢ Prisma Access Planning and Deployment: This section of the exam measures the skills of Network Security

Engineers and covers foundational knowledge and deployment skills related to Prisma Access architecture.

Candidates must understand key components such as security processing nodes, IP addressing, DNS, and

compute locations. It evaluates routing mechanisms including routing preferences, backbone routing, and
Thera 3 traffic steering, The section also focuses on deploying Prisma Access service infrastructure for mobile users
using VPN clients or explicit proxy and configuring remote networks. Additional topics include enabling
private application access using service connections, Colo-Connect, and ZTNA connectors, implementing
identity authentication methods like SAML, Kerberos, and LDAP, and deploying Prisma Access Browser
for secure user access.

¢ Prisma Access Admmistration and Operation: This section of the exam measures the skills of TT
Operations Managers and focuses on managing Prisma Access using Panorama and Strata Cloud
Manager. It tests knowledge of multitenancy, access control, configuration, and version management, and
log reporting. Candidates should be familiar with releasing upgrades and leveraging SCM tools like
Copilot. The section also evaluates the deployment of the Strata Logging Service and its integration with
Panorama and SCM, log forwarding configurations, and best practice assessments to maintain security
posture and compliance.

Thema 4

Palo Alto Networks Security Service Edge Engineer SSE-Engineer
Priifungsfragen mit Losungen (Q32-Q37):

32. Frage

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and
business-to- business (B2B) partners to their data centers.

The solution must meet these requirements:

The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.
The branch locations must have internet filtering and data center connectivity.

The B2B partner connections must only have access to specific data center internally developed applications running on non-
standard ports.

The security team must have access to manage the mobile user and access to branch locations.

The network team must have access to manage only the partner access.

How can the engineer configure mobile users and branch locations to meet the requirements?

e A Use Explicit Proxy and Remote Networks to filter internet traffic and provide access to data center resources using service
connections.
¢ B. Use GlobalProtect and Remote Networks to filter internet traffic and provide access to data center resources using service
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connections.
¢ (. Use Explicit Proxy to filter internet traffic and provide access to data center resources using service connections.
¢ D. Use GlobalProtect to filter internet traffic and provide access to data center resources using service connections.

Antwort: B

Begriindung;

To meet the customer's requirements, GlobalProtect and Remote Networksshould be used as follows:

* GlobalProtect: This enables secure access for mobile users, ensuring internet filtering, data center connectivity, and access to
branch locations.

* Remote Networks: This is used to provide security and connectivity for branch locations, ensuring internet filtering and data center
access.

* Service Connections: These allow both mobile users and branch locations to securely connect to the data center for internal
resources.

This configuration ensures that mobile users and branch locations can securely access the internet while maintaining asegregated and
secureconnection to internal resources. It also aligns with Prisma Access's best practices forsecurity enforcement, traffic filtering, and
centralized management.

33. Frage
When a review of devices discovered by IoT Security reveals network routers appearing mutltiple times with different IP addresses,
which configuration will address the issue by showing only unique devices?

A. Merge individual devices into a single device with multiple interfaces.

B. Add the duplicate entries to the ignore list in IoT Security.

C. Delete all duplicate devices, keeping only those discovered using their management IP addresses.
D. Create a customrole to merge devices with the same hostname and operating system

Antwort: A

Begrindung;

‘When network routers appear multiple times with different IP addresses in [oT Securtty, it is likely because they have multiple
interfaces with separate [Ps. Merging these entries into a single device with multiple interfaces ensures that the system correctly
identifies each router as a unique entity while maintaining visibility across all its interfaces. This approach prevents unnecessary
duplicates, improves asset management, and enhances security monitoring,

34. Frage

An engineer configures User-ID redistribution from an on-premises firewall connected to Prisma Access (Managed by Panorama)
using a service connection. After committing the configuration, traffic from remote network connections is still not matching the
correct user-based policies.

Which two configurations need to be validated? (Choose two.)

¢ A. Confirmthe Collector Pre-Shared Keys match between Prisma Access and the on-premises firewall.

e B. Ensure the Service Conn_Template is selected when adding the User-1ID Agent in Panorama.

e C. Confirmthere is a Security policy configured in Prisma Access to allow the communication on port
5007.

e D. Ensure the Remote Network Template is selected when adding the User-ID Agent in Panorama.

Antwort: B,D

Begriindung;

Ensuring that theRemote Network Templateis selected when adding the User-1D Agent in Panorama is crucial because User-1D
mformation must be associated with the correctRemote Networkconfiguration for policies to apply properly. Additionally,
theService Conn_Templatemust be selected when adding the User- ID Agent in Panorama, as theservice connectionis responsible
for distributing User-ID mappings between the on-premises firewall and Prisma Access. If either of these configurations is incorrect,
the user information will not be properly mapped, and traffic will not match user-based policies.

35. Frage
‘What must be configured to accurately report an application's availability when onboarding a discovered application for ZTNA



Connector?

A. icmp ping
B. tcp ping
C. udp pit?g
D. https ping

Antwort: B

Begriindung;

When onboarding a discovered application forZTNA Connector, configuring aTCP pingallows Prisma Access to accurately report
the application'savailability. TCP ping(also known as aTCP connection check) verifies whether the application's service port isopen
and responsive, ensuring that the application is reachable before allowing user connections. This method is more reliable thanlCMP
ping, as many cloud and SaaS applicationsblock ICMP trafficfor security reasons.

36. Frage

A customer using Prisma Access (Managed by Panorama) wants to monitor traffic patterns across all remote networks and use
Strata Logging Service to gather insights on network usage. An engineer notices that some network data is missing from the
Application Command Center (ACC).

‘What should the engineer do to ensure complete data visibility?

e A Ensure that log forwarding profiles are applied to all Prisma Access policies and directed to Strata Logging Service.

¢ B. Reconfigure the Prisma Access remote networks to log directly to Panorama instead of using Strata Logging Service.

e (. Verify that the Panorama web interface has been configured to aggregate logs from both the Panorama data and RN-
SPNs.

e D. Enable the Use Data for Pre-Defined Reports' setting in the Logging and Reporting configuration on Panorama.

Antwort: A

Begrindung;

For complete data visibility inPrisma Access (Managed by Panorama),log forwarding profilesmust be applied toall security policiesto
ensure that traffic logs are correctly sent toStrata Logging Service. If log forwarding is missing or misconfigured, some traffic data
may not appear in theApplication Command Center (ACC), leading to incomplete insights. Verifying and correctly assigning log
forwarding ensures that all relevant network activity is captured and available for analysis.
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