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CompTIA SecurityX Certification Exam Sample Questions (Q113-Q118):

NEW QUESTION # 113

A company wants to implement hardware security key authentication for accessing sensitive information systems The goal is to
prevent unauthorized users from gaining access with a stolen password Which of the following models should the company
implement to best solve this issue?

A. Context-based
B. Time-based
C. Rule based
D. Role based

Answer: A

Explanation:

Context-based authentication enhances traditional security methods by incorporating additional layers of information about the user's
current environment and behavior. This can include factors such as the user's location, the time of access, the device used, and the
behavior patterns. It is particularly useful in preventing unauthorized access even if an attacker has obtained a valid password.
Rule-based (A) focuses on predefined rules and is less flexible in adapting to dynamic threats.

Time-based (B) authentication considers the time factor but doesn't provide comprehensive protection against stolen credentials.
Role-based (C) is more about access control based on the user's role within the organization rather than authenticating the user
based on current context.

By implementing context-based authentication, the company can ensure that even if a password is compromised, the additional
contextual factors required for access (which an attacker is unlikely to possess) provide a robust defense mechanism

NEW QUESTION # 114

A company migrating to aremote work model requires that company-owned devices connect to a VPN before logging in to the
device itself. The VPN gateway requires that a specific key extension is deployed to the machine certificates in the internal PKI.
Which of the following best explains this requirement?

A. The server connection uses SSL VPN, which uses certificates for secure communication.

B. The internal PK1 certificate deployment allows for Wi-Fi connectivity before logging in to other systemns.
C. The certificate is an additional factor to meet regulatory MFA requirements for VPN access.

D. The VPN client selected the certificate with the correct key usage without user interaction.

Answer: D

NEW QUESTION # 115
A network engineer must ensure that always-on VPN access is enabled Curt restricted to company assets. Which of the following
best describes what the engineer needs to do?

A. Create a wildcard certificate for connections from public networks

B. Add the VPN hostname as a SAN entry on the root certificate

C. Modify signing certificates in order to support IKE version 2

D. Generate device certificates using the specific template settings needed

Answer: D

Explanation:
To ensure always-on VPN access is enabled and restricted to company assets, the network engineer needs to generate device


https://www.validtorrent.com/CAS-005-valid-exam-torrent.html

certificates using the specific template settings required for the company's VPN solution. These certificates ensure that only
authorized devices can establish a VPN connection.

Why Device Certificates are Necessary:

Authentication: Device certificates authenticate company assets, ensuring that only authorized devices can access the VPN.
Security: Certificates provide a higher level of security compared to username and password combinations, reducing the risk of
unauthorized access.

Compliance: Certificates help in meeting security policies and compliance requirements by ensuring that only managed devices can
connect to the corporate network.

NEW QUESTION # 116

A security team determines that the most significant risks within the pipeline are:

* Unauthorized code changes

* The current inability to perform independent verification of software modules Which of the following best addresses these
concerns?

A. Non-repudiation

B. Code signing

C. Digital signatures

D. Lightweight cryptography

Answer: B

Explanation:

* Unauthorized code changesand lack ofindependent verificationare directly mitigated bycode signing, which ensures that code is
froma trusted source and has not been altered.

* While digital signatures are part of code signing, the broader practice of code signing encompasses signature management, version
mtegrity, and trusted sources.

* Lightweight cryptography is irrelevant in this context; it's more about efficiency in constrained devices.

* Non-repudiation is a benefit of digital signatures but doesn't directly solve the verification/mtegrity concerns alone.

* FromCAS-005 Guide, Domain 4: Security Architecture, Tools, and Technologies:

* "Code signing ensures that the code has not been tampered with and originates from a trusted developer." Reference:CAS-005
Official Study Guide, Chapter 10: Secure Development Operations, pg. 201-204

NEW QUESTION # 117
After an incident response exercise, a security administrator reviews the following table:
2 4 P Criticalty | Adert
Sanrace If sk ratiheg rating severity
Public website l Medwm L ow Low
Email |High - "|High |High
:;;T:___L:_:;Lv’m'”cc'j | High Medium Medium
Phone system |High Critical Critical
Intranet |Low Low Low

Which of'the following should the administrator do to beat support rapid incident response in the future?

A. Configure automated Isolation of human resources systems
B. Enable dashboards for service status monitoring

C. Automate alerting to IT support for phone system outages.

D. Send emails for failed log-In attenmpts on the public website

Answer: B

Explanation:

Enabling dashboards for service status monitoring is the best action to support rapid incident response. The table shows various
services with different risk, criticality, and alert severity ratings. To ensure timely and effective incident response, real-time visibility
mto the status of these services is crucial.

‘Why Dashboards for Service Status Monitoring?

Real-time Visibility: Dashboards provide an at-a-glance view of the current status of all critical services, enabling rapid detection of
issues.

CentralizedMonitoring: A single platform to monitor the status of multiple services helps streamline incident response efforts.



Proactive Alerting: Dashboards can be configured to show alerts and anomalies immediately, ensuring that incidents are addressed
as soon as they arise.

Improved Decision Making: Real-time data helps incident response teams make informed decisions quickly, reducing downtime and
mitigating impact.

Other options, while usefil, do not offer the same level of comprehensive, real-time visibility and proactive alerting:

A . Automate alerting to IT support for phone system outages: This addresses one service but does not provide a holistic view.

C . Send emails for failed log-in attempts on the public website: This is a specific alert for one type of issue and does not cover all
services.

D . Configure automated isolation of human resources systens: This is a reactive measure for a specific service and does not provide
real-time status monitoring.

Reference:

CompTIA SecurityX Study Guide

NIST Special Publication 800-61 Revision 2, "Computer Security Incident Handling Guide"

"Best Practices for Implementing Dashboards," Gartner Research

NEW QUESTION # 118
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