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CrowdStrike Certified SIEM Engineer Sample Questions (Q45-Q50):
NEW QUESTION # 45 
You need to provide a colleague the appropriate role to allow for configuration of connectors and creation of SOAR automations in
Next-Gen SIEM.
Which role will provide these permissions while also maintaining least privilege?

A. NG SIEM Security Lead
B. Custom role
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C. NG SIEM Analyst
D. Falcon Security Lead

Answer: B

Explanation:
The best answer is D. Custom role .
CrowdStrike documentation for Store app integrations states that the Falcon Administrator role is required to enable apps and
plugins in the CrowdStrike Store, which is the administrative side of connector configuration. That shows connector configuration is
a privileged task.
At the same time, Falcon Fusion SOAR is the workflow automation capability used to create SOAR automations in the Falcon
platform. CrowdStrike describes Fusion SOAR as the workflow engine used to build and run workflows and automate actions
across security processes.
Because the question specifically asks for the role that allows both actions while maintaining least privilege
, the most appropriate choice is a custom role that grants only the required permissions instead of assigning a broader built-in
administrative role. This is an inference from the documented permission model: connector
/plugin setup requires elevated permissions, and SOAR workflow creation is a separate capability, so a narrowly scoped custom
role is the least-privilege answer among the options.
Why the other options are not the best answer:
NG SIEM Analyst is intended for analyst activity, not configuration and automation administration. Falcon Security Lead is broader
and not the most precise least-privilege answer. NG SIEM Security Lead may have wide SIEM access, but the question asks for
the option that best maintains least privilege across both connector configuration and SOAR automation creation; that is better
satisfied by a custom role . This conclusion is based on the documented need for elevated permissions for plugin configuration and
the separate SOAR workflow capability.

NEW QUESTION # 46 
You notice a larger than expected ingest delay from one of your high-volume streaming log collectors.
Which setting should you increase on the log collector to improve performance?

A. Amount of available disk space
B. Default memory queue size
C. Available source throughput
D. Number of concurrent requests a sink is using

Answer: D

Explanation:
The correct answer is C. Number of concurrent requests a sink is using .
CrowdStrike's Falcon LogScale Collector sizing guidance states that in high throughput scenarios where the ingestion endpoint
becomes a bottleneck, it can be beneficial to increase the number of concurrent requests a sink is using through the workers setting.
The docs explicitly say this helps when the number of parallel requests is limiting throughput.
The same document also explains why D is wrong: increasing the memory queue size does not increase sink throughput. The queue
exists to keep data available for the sink; if throughput is lower than the incoming data rate, the queue will eventually fill up anyway.
So:
* C is correct because more sink workers can improve performance in high-volume conditions.
* D is incorrect because queue size does not fix the throughput bottleneck.
* A and B are not the documented tuning setting for this issue in the collector guidance.

NEW QUESTION # 47 
You notice that the format of incoming logs suddenly changes from JSON format to key-value pairs during log collection.
What action would you take to parse the data correctly?

A. Restart the log collector in debug mode
B. Disable parsing entirely
C. Use a multi-source configuration with different parsers per source
D. Switch to fleet mode and monitor the logs

Answer: C



Explanation:
The correct answer is A. Use a multi-source configuration with different parsers per source .
CrowdStrike's Falcon LogScale Collector documentation states that parsers can be set for each source . The collector configuration
model also explains that the Sources section defines the source of the data, filters to be applied, and parsers . That means when
different log formats are being collected, the correct design is to separate them by source and assign the appropriate parser to each
source.
Why the other options are incorrect:
Switching to fleet mode or monitoring logs does not itself correct parsing logic. Restarting in debug mode may help troubleshoot, but
it does not solve the format mismatch. Disabling parsing would make the data less useful, not more useful. The documented way to
handle parser differences is to apply parsers at the source level.

NEW QUESTION # 48 
You are reviewing logs and find that the content appears as one large block of text within the @rawstring field for incoming firewall
logs. The other expected structured fields are empty.
What is the cause of this issue?

A. The timestamp format is incorrect
B. The parser was incorrect
C. The sink was overloaded
D. The ingestion token is invalid

Answer: B

Explanation:
The correct answer is A. The parser was incorrect .
CrowdStrike LogScale documentation explains that when data is ingested without an appropriate parser , the event still arrives in
LogScale, but it is not automatically parsed into fields . In that case, the event remains as raw text in @rawstring, while the expected
extracted fields stay empty. That matches the exact symptom described in the question.
Why the other options are incorrect:
B is incorrect because if the ingestion token were invalid, the data generally would not be ingested successfully in the first place. C is
incorrect because an overloaded sink may delay or buffer delivery, but it does not explain why only @rawstring is populated while
structured fields are missing. D is incorrect because a timestamp parsing problem may cause time-related errors, but it would not by
itself explain why the entire firewall event remains unparsed as raw text. CrowdStrike's parser error docs show that parse failures
are tracked separately and that @rawstring is what you inspect when events fail to parse correctly.

NEW QUESTION # 49 
What are the four required CPS-compliant Event parser tags?

A. event.category
event.kind
event.module
event.outcome
B. event.dataset
event.kind
event.module
event.outcome
C. event.category
event.dataset
event.kind
event.outcome

Answer: B

Explanation:
The correct answer is C .
CrowdStrike's CPS documentation explicitly lists the CPS-compliant parser tags, and the relevant four event parser tags in that list
are #event.dataset , #event.kind , #event.module , and #event.outcome . That exactly matches option C.
Why the other options are incorrect:
event.category is an important event categorization field in CPS, but it is not one of the four parser tags listed in the CPS tag set that



this question is asking about. The documented parser tag list includes event.dataset , event.kind , event.module , and event.outcome .
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