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Topic 1

Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)
environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid
setups, managing resource allocation, and installing
managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.

Topic 2

Conditions and Remediation: This section measures the skills of Incident Responders and SOAR
Specialists in remediating security incidents. It includes configuring manual and automated remediation
workflows, integrating FortiSOAR with FortiSIEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance

Topic 3

FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation
Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on
event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and
lookup tables for complex threat detection and correlation.

Topic 4

FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat
Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers
creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and insider threats.

Fortinet FCSS—Advanced Analytics 6.7 Architect Sample Questions (Q26-
Q31):
NEW QUESTION # 26 
Why are FortiSIEM baseline and profile reports crucial?

A. They allow for automated software updates?
B. They dictate user access policies within the system?
C. They offer insights into standard and anomalous behaviors within the network?
D. They provide aesthetic visuals for presentations?

Answer: C

NEW QUESTION # 27 
Refer to the exhibit.

Within what time window is the incident auto cleared?

A. 30 minutes
B. Null
C. 1800 seconds
D. 1 day

Answer: B

Explanation:



In the exhibit, the "Clear If" condition does not specify a condition for auto-clearing the incident. If an incident does not have a
specific clear condition, it remains active until manually resolved or cleared by another process.

NEW QUESTION # 28 
Why can collectors not be defined before the worker upload address is set on the supervisor?

A. Collectors receive the worker upload address during the registration process
B. To ensure that the service provider has deployed at least one worker along with a supervisor
C. To ensure that the service provider has deployed a NFS server
D. Collectors can only upload data to a worker, and the supervisor is not a worker

Answer: A

NEW QUESTION # 29 
In the context of incident remediation, how can FortiSOAR assist?

A. By providing a platform for team communication during an incident?
B. By automating specific response actions based on pre-defined playbooks?
C. By orchestrating actions across multiple security tools in the environment?
D. By archiving older logs to save storage space?

Answer: A,B,C

NEW QUESTION # 30 
What is the disadvantage of automatic remediation?

A. External threats or attacks detected by FortiSIEM will need user interaction to take action on an already overworked
SOC team.
B. It is equivalent to running an IPS in monitor-only mode - watches but does not block.
C. Threat behaviors occurring during the night could take hours to respond to.
D. It can make a disruptive change to a user, block access to an application, or disconnect critical systems from the network.

Answer: D

NEW QUESTION # 31
......
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