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NEW QUESTION # 112

What 802.11 network configuration would result in multiple stations broadcasting Beacon frames with the same BSSID but with
different source addresses?
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A. An SCA network is in use.

B. Mutltiple APs have been loaded with the same configuration from an image file.
C. A single AP supports multiple BSSs with different SSIDs.

D. AnIBSS is used instead of a BSS.

Answer: D

Explanation:

An IBSS is used instead of a BSS is a network configuration that would result in multiple stations broadcasting Beacon frames with
the same BSSID but with different source addresses. An IBSS (Independent Basic Service Set) is a type of WLAN that does not
use an AP but rather allows stations to communicate directly with each other in a peer-to-peer manner. An IBSS is also known as
an ad-hoc network or a peer-to-peer network. In an IBSS, each station generates its own Beacon frames to announce its presence
and capabilities to other stations within range. The Beacon frames have the same BSSID, which is randomly generated by one of the
stations when creating the IBSS, but they have different source addresses, which are the MAC addresses of each station's radio
interface. The BSSID is used to identify the IBSS and prevent stations from joining other IBSSs with different BSSIDs. References:
, Chapter 1, page 25; , Section 1.1

NEW QUESTION # 113
You are implementing a multi- AP WLAN and fast secure roaming is essential. Which one of the following methods is an IEEE
802.11 standard method for fast roaming?

A. OKC

B. Band steering
C.FT

D. Load balancing

Answer: C

Explanation:

FT (Fast Transition) is an IEEE 802.11 standard method for fast roammng. FT is defined in the IEEE 802.11r amendment and is also
known as Fast BSS Transition (FBT) or Fast Secure Roaming. FT is a feature that allows a client station to quickly switch from one
AP to another within the same ESS (Extended Service Set) without having to re-authenticate and re-associate with each AP. This
reduces the latency and packet loss that may occur during roaming, thus improving the user experience and maintaining the security
of'the connection. FT works by using pre-authentication and key caching mechanisms that allow the client station and the APs to
exchange security information before the actual roaming occurs. This way, when the client station decides to roamto a new AP, it
can use a fast reassociation request and response that contain only a few fields, instead of a full authentication and association
exchange that require more time and data. References: 1, Chapter 9, page 367; 2, Section 6.3

NEW QUESTION # 114
What feature of 802.1 lax (HE) may impact design decisions related to AP placement and the spacing between same-channel BSS
cells (3SAs) because 1t is designed to reduce overlapping BSS contention?

A. 6 GHz band support
B. BSS Color
C.TWT

D. uplink MU-MIMO

Answer: B

Explanation:

In the 802.11ax (High Efficiency, HE) amendment, one of the key features introduced is BSS (Basic Service Set) Coloring. This
feature is designed to mitigate issues arising fiom overlapping BSSs (OBSS), which can lead to contention and interference in dense
wireless environments. BSS Coloring works by:

* Assigning a "color" (a small number) to each BSS: This helps devices differentiate between frames from their own BSS and those
from neighboring BSSs.

* Reducing Inter-BSS Interference: Devices can ignore frames from different BSSs (with a different

"color") under certain conditions, reducing the impact of OBSS interference.

* Tmproving Spatial Reuse: By distinguishing between transmissions from different BSSs, devices can make more informed decisions
about when to transmit, improving the efficiency of spatial reuse and reducing unnecessary contention.



This feature directly impacts design decisions related to AP placement and the spacing between same-channel BSS cels, as it allows
for closer placement of APs on the same channel without significantly increasing interference, thus improving overall network
capacity and efficiency.

The other options, while features of 802.11ax, do not directly pertain to reducing overlapping BSS contention in the same manner:
* TWT (Target Wake Time)optimizes device sleep schedules to conserve power.

* Uplink MU-MIMOenhances uplink data transmission capabilities but doesn't specifically address

* OBSS contention.

* 6 GHz Band Supportintroduces new spectrum for Wi-Fiuse but is not a feature aimed at reducing OBSS contention within the
802.11ax framework.

Therefore, the correct answer is B, BSS Color.

References:

* IEEE 802.11ax-2021: Enhancements for High Efficiency WLAN.

* CWNA Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109, by David D: Coleman and David A.
Westcott.

NEW QUESTION # 115
‘What factor does not influence the distance at which an RF signal can be effectively received?

A. Free Space Path Loss

B. Receiving station's radio sensitivity
C. Receiving station's output power
D. Transmitting station's output power

Answer: C

Explanation:

In wireless communication, several factors influence the effective reception of RF signals, including the receiving station's radio
sensitivity, the transmitting station's output power, and free space path loss. However, the receiving station's output power does not
influence the distance at which an RF signal can be effectively received. The key factors that impact signal reception distance are:

* Receiving Station's Radio Sensitivity: This refers to the lowest signal strength at which the receiver can process a signal with an
acceptableerror rate. Higher sensitivity allows for better reception at greater distances.

* Transmitting Station's Output Power: This is the power with which a transmitter sends out a signal.

Higher output power can extend the range of transmission, making it easier for distant receivers to detect the signal.

* Free Space Path Loss (FSPL): FSPL represents the attenuation of radio energy as it travels through free space. It increases with
distance and frequency, reducing the signal strength as the distance from the transmitter increases.

The output power of the receiving station is related to how strong a signal it sends out, not how well it can receive or process
incoming signals. Therefore, it does not affect the reception distance of incoming RF signals.

References:

* CWNA Certified Wireless Network Administrator Official Study Guide: Exam PW0-105, by David D.

Coleman and David A. Westcott.

* RF fundamentals and RF design considerations in wireless commumication systemns.

NEW QUESTION # 116
What common feature of MDM solutions can be used to protect enterprise data on mobile devices?

A. Over-the-air registration
B. Self-registration

C. Onboarding

D. Containerization

Answer: D

Explanation:

A common feature of MDM solutions that can be used to protect enterprise data on mobile devices is containerization.
Containerization is a technique that creates a separate and secure environment on the mobile device where enterprise data and
applications are stored and accessed. Containerization isolates the enterprise data from the personal data and prevents unauthorized
access, leakage, or loss of sensitive information. Containerization can also enforce security policies, encryption, authentication, and
remote wipe on the enterprise data and applications. Over-the-air registration, onboarding, and self-registration are features of
MDM solutions that facilitate the enrollment and management of mobile devices, but they do not directly protect enterprise data on



mobile devices. References: [CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page
336; [CWNA: Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 326.

NEW QUESTION # 117
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