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FEY Z Hh R 1
o Security: This section focuses on Security Engineers and Compliance Officers responsible for enforcing
FEw 21 security measures in container storage environments. Topics include managing encryption, access control,

and compliance policies to protect stored data.

¢ Deploy and Install: This domain targets DevOps Engineers and Infrastructure Specialists and focuses on
deploying and installing Portworx storage solutions. It includes configuring and setting up storage clusters to

FEY 72
7 support containerized applications reliably and securely.
¢ Business Continuity: This domain measures the skills of Disaster Recovery Planners and IT Continuity
FEy 23 Managers in implementing backup, recovery, and failover strategies. It ensures candidates understand how

to sustain business operations and data availability using Portworx features.

e Operations and Administration: This section of the exam measures the skills of Storage Administrators and
Kubernetes Operators and covers managing cluster operations and administering container storage

ey 7 4 environments using Portworx. Candidates demonstrate the ability to efficiently manage and operate storage

clusters in production environments.

¢ Observability and Troubleshooting: This section assesses the expertise of Support Engmneers and System
FEy 25 Admmistrators in monitoring storage deployments and troubleshooting issues. Candidates learn to use
observability tools and techniques to mamntain system health and resolve performance problens effectively.
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H #33
An infrastructure admin is troubleshooting a Portworx node that is down.
‘What should be run first to check the Kubernetes cluster status?

e A journalctl -u kubelet to identify the problem on the node.
e B. pxctl status to check the status of Portworx on the node.
e (. kubectl get node -0 wide to ensure cluster nodes are in the Ready status.

Ef: C

A -

Comprehensive and Detailed Explanation From Exact Extract:

‘When troubleshooting a Portworx node that appears down, the first step is to verify the overall Kubernetes cluster health,
particularly the node's readiness. Running kubectl get node -o wide provides detailed information about all cluster nodes, ncluding
therr status, roles, and network details. Ensuring the affected node is marked "Ready" or identifying any abnormal conditions helps
isolate whether the problem is at the Kubernetes level or specific to Portworx. If the node is not Ready, issues may lie with
Kubernetes components or node-level hardware/network problems. After confirming node status, further nvestigation using pxctl
status or examining kubelet logs with journalctl can pnpoint Portworx-specific or system+level failures. Portworx operational best
practices recommend starting with Kubernetes node health checks before delving into Portworx or system logs to effectively triage
issues [ Pure Storage Portworx Troubleshooting Guide source] .

H #34
What step is necessary to start using encrypted PVCs in Portworx?

¢ A StorageClass needs the following parameter: secure: enabled.
¢ B. Configure IO profiles.
o C. Select secret provider.

Ef#: C

A -

Comprehensive and Detailed Explanation From Exact Extract:

Using encrypted Persistent Volume Claims (PVCs) with Portworx requires that an administrator first configure a secret provider
responsible for managing the encryption keys. The secret provider could be an external Key Management System (KMS) such as
AWS KMS, Google Cloud KMS, Hashicorp Vault, or Kubernetes Secrets. This step is critical because encryption keys are
essential to securely encrypt and decrypt data on volumes. Although enabling encryption in the StorageClass via parameters like
secure: enabled is necessary to activate encryption on volumes, it is insufficient without a properly configured secret provider to
manage the keys. The secret provider ensures keys are securely stored, rotated, and accessed, fulfilling compliance and security
requirements. Portworx documentation stresses this as a foundational step to enable encrypted PVCs, highlighting that without a
configured secret provider, encrypted volumes cannot be provisioned or used effectively [ Pure Storage Portworx Encryption Docs
source] .
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H #35
‘What Portworx tool should be used to check the health of the storage cluster?

e A kubectl
e B. pxctl
e C. helm

Ef#: B

fiR e«

Comprehensive and Detailed Explanation From Exact Extract:

The pxctl command-line interface is the primary tool for managing and monitoring Portworx clusters. It provides detailed health
information, including node status, volume health, storage pools, and alerts. Running commands like pxctl status or pxctl cluster
status offers real-time visibility into the cluster's operational state. While kubectl manages Kubernetes resources and helm handles
package deployment, neither provides the specialized insight into Portworx storage internals that pxctl delivers. Portworx operational
best practices emphasize using pxctl for health checks, troubleshooting, and maintenance tasks to ensure cluster reliability and
performance [Pure Storage Portworx CLI Guide source] .

M #36
An admmnistrator deploys Portworx in the "portworx" namespace.
What command should the administrator use to check status of only the Portworx pods?

e A kubectl -n portworx get storagecluster
¢ B. kubectl -n portworx get pods -1 name=portworx
¢ C. kubectl -n portworx get pods -o wide

Ef#: B

fEEL:

Comprehensive and Detailed Explanation From Exact Extract:

To view the status of only Portworx pods within the "portworx" namespace, administrators should use label selectors with kubectl.
The command kubectl -n portworx get pods -1 name=portworx filters pods by the label name=portworx, showing only pods related
to the Portworx deployment. This is more precise than simply listing all pods with -0 wide, which includes unrelated pods. Checking
Portworx pods' status is crucial for monitoring cluster health, identifying pod restarts, or troubleshooting failures. The Portworx
installation manifests and documentation specify labels applied to Portworx pods, enabling operators to filter efficiently. Using this
command supports focused operational monitoring and streamlined debugging within Kubernetes environments running

Portworx [Pure Storage Portworx Kubernetes Guide source] .

H #37
Which platform is supported by Portworx for deployment?

o A AWS
e B. Docker Swarm
e C.DCOS

IEf#E: A

AR

Comprehensive and Detailed Explanation From Exact Extract:

Portworx primarily supports deployment on Kubernetes and is well-integrated with major cloud platforns including Amazon Web
Services (AWS). AWS offers native infrastructure and storage services that complement Portworx's capabilities for cloud-native
storage, including integration with Elastic Block Store (EBS) and S3 Object Storage. While Portworx historically supported
container orchestrators like Docker Swarm and Mesosphere DC/OS (DCOS), the primary and recommended platform for
production deployments today is Kubernetes on cloud providers such as AWS, Azure, and Google Cloud. AWS's ecosystem
allows Portworx to leverage scalable compute and storage infrastructure, advanced networking, and cloud security features, making
it a preferred platform Portworx official platform support documentation lists AWS as a key supported environment for its container
storage solutions [ Pure Storage Portworx Platform Support Guide source] .
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