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Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q319-Q324):
NEW QUESTION # 319 
A group requires permissions to list an Amazon S3 bucket and delete objects from that bucket An administrator has created the
following IAM policy to provide access to the bucket and applied that policy to the group. The group is not able to delete objects in
the bucket. The company follows least-privilege access rules.
A)

B)
C)

A. Option C
B. Option D
C. Option B
D. Option A

Answer: B

Explanation:
{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:DeleteObject"
],
"Resource": [
"arn:aws:s3:::<bucket-name>"
],
"Effect": "Allow",
},
{
"Action": "s3:*DeleteObject",
"Resource": [
"arn:aws:s3:::<bucket-name>/*" # <- The policy clause kludge "added" to match the solution (Q248.1) example
],
"Effect": "Allow"
}
]
}

NEW QUESTION # 320 
A solutions architect is designing a two-tiered architecture that includes a public subnet and a database subnet.
The web servers in the public subnet must be open to the internet on port 443. The Amazon RDS for MySQL D6 instance in the
database subnet must be accessible only to the web servers on port 3306.
Which combination of steps should the solutions architect take to meet these requirements? (Select TWO.)

A. Create a security group for the DB instance Add a rule to deny all traffic except traffic from the web servers' security
group on port 3306
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B. Create a security group for the web servers in the public subnet Add a rule to allow traffic from 0 0 0 O'O on port 443
C. Create a security group for the DB instance Add a rule to allow traffic from the public subnet CIDR block on port 3306
D. Create a security group for the DB instance Add a rule to allow traffic from the web servers' security group on port 3306
E. Create a network ACL for the public subnet Add a rule to deny outbound traffic to 0 0 0 0/0 on port
3306

Answer: B,C

Explanation:
Explanation
Security groups are virtual firewalls that protect AWS instances and can be applied to EC2, ELB and RDS1
. Security groups have rules for inbound and outbound traffic and are stateful, meaning that responses to allowed inbound traffic are
allowed to flow out of the instance2. Network ACLs are different from security groups in several ways. They cover entire subnets,
not individual instances, and are stateless, meaning that they require rules for both inbound and outbound traffic2. Network ACLs
also support deny rules, while security groups only support allow rules2.
To meet the requirements of the scenario, the solutions architect should create two security groups: one for the DB instance and one
for the web servers in the public subnet. The security group for the DB instance should allow traffic from the public subnet CIDR
block on port 3306, which is the default port for MySQL3. This way, only the web servers in the public subnet can access the DB
instance on that port. The security group for the web servers should allow traffic from 0 0 0 O'O on port 443, which is the default
port for HTTPS4. This way, the web servers can accept secure connections from the internet on that port.

NEW QUESTION # 321 
A transaction processing company has weekly scripted batch jobs that run on Amazon EC2 instances. The EC2 instances are in an
Auto Scaling group. The number of transactions can vary, but the baseline CPU utilization that is noted on each run is at least 60%.
The company needs to provision the capacity 30 minutes before the jobs run.
Currently, engineers complete this task by manually modifying the Auto Scaling group parameters. The company does not have the
resources to analyze the required capacity trends for the Auto Scaling group counts. The company needs an automated way to
modify the Auto Scaling group's desired capacity.
Which solution will meet these requirements with the LEAST operational overhead?

A. Create a dynamic scaling policy for the Auto Scaling group. Configure the policy to scale based on the CPU utilization
metric. Set the target value for the metric to 60%.
B. Create a predictive scaling policy for the Auto Scaling group. Configure the policy to scale based on forecast. Set the
scaling metric to CPU utilization. Set the target value for the metric to 60%. In the policy, set the instances to pre-launch 30
minutes before the jobs run.
C. Create an Amazon EventBridge event to invoke an AWS Lambda function when the CPU utilization metric value for the
Auto Scaling group reaches 60%. Configure the Lambda function to increase the Auto Scaling group's desired capacity and
maximum capacity by 20%.
D. Create a scheduled scaling policy for the Auto Scaling group. Set the appropriate desired capacity, minimum capacity, and
maximum capacity. Set the recurrence to weekly. Set the start time to 30 minutes before the batch jobs run.

Answer: B

Explanation:
Predictive scaling in EC2 Auto Scaling uses machine learning to analyze historical load and forecast future capacity needs, then pre-
scales capacity before the demand occurs. It is specifically designed for recurring, cyclical workloads such as weekly batch jobs.
In this scenario:
* The workload pattern is known and recurring (weekly scripted jobs).
* The company explicitly does not want to manually analyze trends.
* They need capacity to be ready 30 minutes before jobs start.
Predictive scaling lets you:
* Set the metric (CPU utilization) and target (60%).
* Configure the policy to pre-launch instances 30 minutes in advance, satisfying the requirement automatically with minimal
operational overhead.
Dynamic scaling (Option A) reacts after CPU increases, not before.
Scheduled scaling (Option B) requires manual analysis and ongoing adjustment of capacity values.
EventBridge + Lambda (Option D) introduces unnecessary custom logic and still reacts after CPU reaches
60%, not 30 minutes before.



NEW QUESTION # 322 
A company plans to store sensitive user data on Amazon S3. Internal security compliance requirements mandate encryption of data
before sending it to Amazon S3.
What should a solutions architect recommend to satisfy these requirements?

A. Client-side encryption with a key stored in AWS Key Management Service (AWS KMS)
B. Server-side encryption with keys stored in AWS Key Management Service (AWS KMS)
C. Server-side encryption with customer-provided encryption keys
D. Client-side encryption with Amazon S3 managed encryption keys

Answer: B

Explanation:
Explanation (AWS Docs):
Although the question says "before sending it," AWS best practice for sensitive data is SSE-KMS (Server- side encryption with
AWS KMS keys), which gives full key usage auditing. It integrates with AWS KMS and provides compliance-friendly encryption at
rest automatically.
"SSE-KMS uses AWS Key Management Service to manage encryption keys. SSE-KMS also provides an audit trail of key usage."
- Protecting Data Using Server-Side Encryption
Why not D?
Client-side encryption requires custom key management and adds operational overhead. C is simpler and compliant.

NEW QUESTION # 323 
A company uses an organization in AWS Organizations to manage AWS accounts that contain applications.
The company sets up a dedicated monitoring member account in the organization. The company wants to query and visualize
observability data across the accounts by using Amazon CloudWatch.
Which solution will meet these requirements?

A. Enable CloudWatch cross-account observability for the monitoring account. Deploy an AWS CloudFormation template
provided by the monitoring account in each AWS account to share the data with the monitoring account.
B. Configure a new 1AM user in the monitoring account. In each AWS account, configure an 1AM policy to have access to
query and visualize the CloudWatch data in the account. Attach the new 1AM policy to the new I AM user.
C. Create a new 1AM user in the monitoring account. Create cross-account 1AM policies in each AWS account. Attach the
1AM policies to the new 1AM user.
D. Set up service control policies (SCPs) to provide access to CloudWatch in the monitoring account under the Organizations
root organizational unit (OU).

Answer: A

Explanation:
CloudWatch cross-account observability is a feature that allows you to monitor and troubleshoot applications that span multiple
accounts within a Region. You can seamlessly search, visualize, and analyze your metrics, logs, traces, and Application Insights
applications in any of the linked accounts without account boundaries1.
To enable CloudWatch cross-account observability, you need to set up one or more AWS accounts as monitoring accounts and link
them with multiple source accounts. A monitoring account is a central AWS account that can view and interact with observability
data shared by other accounts. A source account is an individual AWS account that shares observability data and resources with
one or more monitoring accounts1.
To create links between monitoring accounts and source accounts, you can use the CloudWatch console, the AWS CLI, or the
AWS API. You can also use AWS Organizations to link accounts in an organization or organizational unit to the monitoring
account1. CloudWatch provides a CloudFormation template that you can deploy in each source account to share observability data
with the monitoring account. The template creates a sink resource in the monitoring account and an observability link resource in the
source account. The template also creates the necessary IAM roles and policies to allow cross-account access to the observability
data2.
Therefore, the solution that meets the requirements of the question is to enable CloudWatch cross-account observability for the
monitoring account and deploy the CloudFormation template provided by the monitoring account in each AWS account to share the
data with the monitoring account.
The other options are not valid because:
* Service control policies (SCPs) are a type of organization policy that you can use to manage permissions in your organization.
SCPs offer central control over the maximum available permissions for all
* accounts in your organization, allowing you to ensure your accounts stay within your organization's access control guidelines3.



SCPs do not provide access to CloudWatch in the monitoring account, but rather restrict the actions that users and roles can
perform in the source accounts. SCPs are not required to enable CloudWatch cross-account observability, as the CloudFormation
template creates the necessary IAM roles and policies for cross-account access2.
* IAM users are entities that you create in AWS to represent the people or applications that use them to interact with AWS. IAM
users can have permissions to access the resources in your AWS account4.
Configuring a new IAM user in the monitoring account and an IAM policy in each AWS account to have access to query and
visualize the CloudWatch data in the account is not a valid solution, as it does not enable CloudWatch cross-account observability.
This solution would require the IAM user to switch between different accounts to view the observability data, which is not seamless
and efficient. Moreover, this solution would not allow the IAM user to search, visualize, and analyze metrics, logs, traces, and
Application Insights applications across multiple accounts in a single place1.
* Cross-account IAM policies are policies that allow you to delegate access to resources that are in different AWS accounts that
you own. You attach a cross-account policy to a user or group in one account, and then specify which accounts the user or group
can access5. Creating a new IAM user in the monitoring account and cross-account IAM policies in each AWS account is not a
valid solution, as it does not enable CloudWatch cross-account observability. This solution would also require the IAM user to
switch between different accounts to view the observability data, which is not seamless and efficient. Moreover, this solution would
not allow the IAM user to search, visualize, and analyze metrics, logs, traces, and Application Insights applications across multiple
accounts in a single place1.
References: CloudWatch cross-account observability, CloudFormation template for CloudWatch cross-account observability,
Service control policies, IAM users, Cross-account IAM policies
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