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NEW QUESTION # 110 
Which method is frequently used to protect software?

A. GNU General Public License
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B. Copyrights
C. Trademarks
D. Fair use

Answer: B

Explanation:
* Copyrightsare a common legal method used to protect software.
* A copyright gives the creator of the software exclusive rights to use and distribute the software.
* It protects against unauthorized copying, modification, and distribution of the software.
* Software creators can enforce their copyrights to prevent others from infringing on their intellectual property.
* Example:Copyright law is often invoked in cases of software piracy.
References:
* "Copyright Law for the Internet and Information Technology" by Geraldine Collins.
* "Understanding Copyright Law" by Marshall A. Leaffer.

NEW QUESTION # 111 
An organization wants to ensure that its website is free of certain vulnerabilities before the final hand-off to the client.
What testing method should the organization use to inspect traffic to detect potential issues?

A. HTTP interceptor
B. Domain interceptor
C. Port scanner
D. Bastion scanner

Answer: A

Explanation:
The correct answer is C - HTTP interceptor.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), an HTTP interceptor is a tool or method used to
capture, inspect, and manipulate HTTP/S traffic between a client and server. It allows testers to identify security vulnerabilities such
as improper input validation, session management flaws, and exposure of sensitive data.
A Bastion scanner (A) is not a standard tool for traffic inspection. Port scanners (B) check for open ports but do not inspect HTTP
traffic content. Domain interceptors (D) are not a recognized testing tool in this context.
Reference Extract from Study Guide:
"HTTP interceptors allow for the inspection and manipulation of web traffic, helping to identify application vulnerabilities prior to
deployment."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Web Application Security Testing

NEW QUESTION # 112 
A retail company wants to establish the frequency at which it needs to backup its critical data to ensure it can be restored in case of
a disruption with the least amount of acceptable loss in recovery.
What is the term used to describe this metric?

A. Business impact analysis (BIA)
B. Disaster recovery (DR)
C. Recovery point objective (RPO)
D. Continuous data protection (CDP)

Answer: C

Explanation:
The correct answer is D - Recovery point objective (RPO).
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the RPO defines the maximum amount of data
loss that is tolerable in terms of time. It sets the backup frequency to ensure that in the event of a disruption, no more than the
specified amount of data is lost.
Continuous data protection (A) is a method but not the term for the metric. BIA (B) identifies impacts but does not define backup
timing. DR (C) refers to the overall recovery process, not backup frequency.
Reference Extract from Study Guide:



"Recovery point objective (RPO) defines the maximum age of files that must be recovered from backup storage for normal
operations to resume after a failure."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Disaster Recovery and Recovery Objectives

NEW QUESTION # 113 
A cybersecurity analyst at a manufacturing company is tasked with analyzing the indicators of compromise (IOCs) to identify
potential threats and vulnerabilities within the organization. While viewing the security information and event management (SIEM), the
analyst notices an unknown IP address logging on to the company's Secure Shell (SSH) server.
Which potential vulnerability is the manufacturing company facing?

A. Exfiltration
B. Enumeration
C. Weak passwords
D. Unpatched software

Answer: C

Explanation:
The correct answer is D - Weak passwords.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), unauthorized SSH access from an unknown IP
address often suggests that the attacker exploited weak or compromised passwords to gain access. Weak passwords are a
common vulnerability for services exposed to the internet, especially SSH servers.
Exfiltration (A) refers to data theft after access, not initial unauthorized access. Unpatched software (B) might lead to other
vulnerabilities but is not indicated here. Enumeration (C) is gathering information but not gaining login access directly.
Reference Extract from Study Guide:
"Weak or compromised passwords are a primary cause of unauthorized access, particularly for remote management interfaces such
as SSH."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Authentication Security BestPractices

NEW QUESTION # 114 
The security team has been notified about multiple man-in-the-middle (MITM) attacks happening on the wireless network over the
past thirty days. Management has agreed to upgrade the network infrastructure to help eliminate these attacks.
Which solution fulfills these requirements?

A. Security information and event management (SIEM)
B. Inline network encryptor
C. Wireless intrusion prevention system (WIPS)
D. Layer 3 switch

Answer: C

Explanation:
The correct answer is B - Wireless intrusion prevention system (WIPS).
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), a WIPS actively monitors wireless networks for
unauthorized access points and malicious activity, such as man-in-the-middle (MITM) attacks. It can automatically detect, alert, and
prevent wireless threats in real time, which is exactly what the organization requires to counteract MITM attacks on the wireless
network.
A SIEM (A) collects logs and generates alerts but does not prevent wireless attacks. An inline encryptor (C) encrypts data but does
not prevent wireless attacks. A Layer 3 switch (D) operates at the network layer and does not prevent wireless-specific threats.
Reference Extract from Study Guide:
"A wireless intrusion prevention system (WIPS) detects and prevents unauthorized access points and malicious wireless activity,
including man-in-the-middle attacks."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Wireless Security and Threat Prevention

NEW QUESTION # 115
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