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3.Whnat term reders Lo a pastially equipped, envinonmontally conditoned work space used to relocate
operalions in the evert of a significant dismplion?

A, Hot site

B. Warm sila

. Mirmar site

. Secondary site

Answer: B

A.WWNat common process conducted by organiEatans when prolecting dignal asets is outside (he scope
af thar MIST Cytarsecunty Framewark?

A Recover

B. Idanilify

. Pratect

0. Imnestigate

Answor: D

5.5Vha! ane the main components of the NIST Cybersecurity Framewerk?
A Core, Calegories, and Ters

B. Funcboms, Profies, and Tieds

. Calegaries, Tiors, and Prafies

0. Cawe, Teers, and Fraliles

Answer: D

6. The Disasler Recovery Plan musl docurnant what alfor in oder 1o address unrécaverable assets?
A RTO savings

B. Recovery prority

C. Recovory resowscos

0. Recovary resoscas

Angwoer: D

7.To generds an accuraie fisk assessment, organizations need to gather information in what areas?
A Assels, Thoats, Vidnerabiltips, and impact

B. Assels, Vulnerabibties, Securily. and Response

C. Imvendony, Securly. Response, and brgact

0. Invanicry, Threats, Security. and Impact

Answoer: A

8. You need 1o feview your current secarily baseling pobicy for your company and daterming wiich securily
conlrols need 10 be applied to the baseling and what changes have occurred snce the lasl update,
Which calegory addresses this need?

A IDAM

B. PRIP

. PR.MA

0. IDSC
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EMC Dell NIST Cybersecurity Framework 2.0 Sample Questions (Q97-
Q102):

NEW QUESTION # 97
Which of'the following are key components of an Incident Response Plan? (Select two)

A. Inventory and classification of assets

B. Budget allocation for new technology

C. Identification and containment procedures
D. Communication guidelines

Answer: C,D

NEW QUESTION # 98

The mformation security manager for a major web based retailer has determined that the product catalog database is corrupt. The
business can still accept orders online but the products cannot be updated. Expected downtime to rebuild is roughly four hours.
What type of asset should the product catalog database be categorized as?

A. Safety critical
B. Non-critical

C. Mission critical
D. Business critical

Answer: D

NEW QUESTION # 99
Which NIST Cybersecurity Framework tier describes an organization that adapts its cybersecurity practices based on evolving
threats?

A. Tier 1: Partial

B. Tier 3: Repeatable

C. Tier 4: Adaptive

D. Tier 2: Risk-Informed

Answer: C

NEW QUESTION # 100
When should event analysis be performed?

A. Only when requested by an auditor

B. After an event is triggered by the detection system

C. Routinely for all events collected on a mission critical system
D. Only at the discretion of an authorized security analyst

Answer: C

NEW QUESTION # 101
After a cybersecurity incident, which Respond Function activity focuses on assessing what went well and what could be improved?
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A. After-action review

B. Root cause analysis

C. Continuous monitoring

D. Threat intelligence gathering

Answer: A

NEW QUESTION # 102
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