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Palo Alto Networks Cybersecurity Practitioner Sample Questions (Q10-
Q15):
NEW QUESTION # 10 
Which protocol is used by both internet service providers (ISPs) and network service providers (NSPs)?

A. Split horizon
B. Border Gateway Protocol (BGP)
C. Open Shortest Path First (OSPF)
D. Routing Information Protocol (RIP)

Answer: B

Explanation:
Border Gateway Protocol (BGP) is a protocol that enables ISPs and NSPs to exchange routing information among themselves.
BGP is used to determine the best path for sending data packets across the Internet. BGP is also known as the protocol of the
Internet backbone, as it connects different autonomous systems (ASes) that form the Internet. BGP is not used by end systems or
local networks, but only by routers that operate at the border of ASes. BGP is a complex and dynamic protocol that can handle
changes in network topology, traffic load, and policy requirements. BGP is also a scalable protocol that can support the growth of
the Internet1234 Reference:
1: Internet service provider - Wikipedia
2: 1.8: Internet Backbones, NAPs, and ISPs - cs.huji.ac.il
3: Lecture Notes - Unit 2 How does the Internet work?
4: Border Gateway Protocol - Wikipedia

NEW QUESTION # 11 
Which two statements apply to SaaS financial botnets? (Choose two.)

A. They are a defense against spam attacks.
B. They are sold as kits that allow attackers to license the code.
C. They are used by attackers to build their own botnets.
D. They are larger than spamming or DDoS botnets.

Answer: B,C

Explanation:
SaaS financial botnets are often sold as kits, enabling attackers to license and reuse the malicious code easily.
These kits allow attackers to build and operate their own botnets, often targeting financial data or systems.
Financial botnets are typically smaller but more targeted than spamming or DDoS botnets. Botnets are not a defense mechanism, but
rather a threat.

NEW QUESTION # 12 
Which architecture model uses virtual machines (VMs) in a public cloud environment?

A. Host-based
B. Serverless
C. Kubernetes
D. Docker

Answer: A

Explanation:
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A host-based architecture uses virtual machines (VMs) to run workloads on a shared host, commonly found in public cloud
environments. Each VM operates independently with its own OS, making this model suitable for traditional and isolated application
deployments.

NEW QUESTION # 13 
Which technology grants enhanced visibility and threat prevention locally on a device?

A. IDS
B. EDR
C. SIEM
D. DLP

Answer: B

Explanation:
Endpoint Detection and Response (EDR) technologies provide comprehensive visibility and real-time threat prevention directly on
endpoint devices. EDR continuously monitors process activities, file executions, and system calls to detect malware, suspicious
behaviors, and zero-day threats at the source. Palo Alto Networks' Cortex XDR platform exemplifies this by correlating endpoint
telemetry with network and cloud data to provide a holistic defense against attacks. Operating locally on endpoints allows EDR to
prevent lateral movement and respond to threats quickly, filling security gaps that network-centric tools alone cannot address. This
endpoint-level insight is critical to identifying sophisticated threats that initiate or manifest on user devices.

NEW QUESTION # 14 
Which feature is part of an intrusion prevention system (IPS)?

A. Automated security actions
B. API-based coverage of apps
C. Protection of data at rest
D. Real-time web filtering

Answer: A

Explanation:
An Intrusion Prevention System (IPS) includes automated security actions, such as blocking malicious traffic, resetting connections,
or alerting administrators when it detects suspicious activity, helping to stop attacks in real time.

NEW QUESTION # 15
......
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