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R #709

A network engineer is trying to figure out whether FlexVPN or DMVPN would fit better in their environment.

They have a requirement for more stringent security multiple security associations for the connections, more efficient VPN
establishment as well consuming less bandwidth. Which solution would be best for this and why?

e A. DMVPN because it supports IKEv2 and FlexVPN does not
¢ B. FlexVPN because it uses multiple SAs and DMVPN does not
e C. DMVPN because it uses multiple SAs and FlexVPN does not
¢ D. FlexVPN because it supports IKEv2 and DMVPN does not

E&: B
TR
Explanation

FlexVPN supports IKEv2 -> Answer A is not correct.
DMVPN supports both IKEvl & IKEv2 -> Answer B is not correct.
FlexVPN support multiple SAs -> Answer D is not correct.

H #710
Which CoA response code is sent if an authorization state is changed successfully on a Cisco IOS device?

A. CoA-ACK
B. CoA-NAK
C. COA-AB

D. CoA-NCL

Ef: A

HE #7111
An administrator is trying to determine which applications are being used in the network but does not want the network devices to
send metadata to Cisco Firepower. Which feature should be used to accomplish this?

A. Access Control

B. NetFlow

C. Network Discovery
D. Packet Tracer

EfE: C

fiR .-

Explanation Explanation NetFlow is a network protocol developed by Cisco for the collection and monitoring of network traffic flow
data generated by NetFlow-enabled routers and switches. The flows do not contain actual packet data, but rather the metadata for
communications. It is a standard form of session data that details who, what, when, and where of network traffic -> Answer A is not
correct. Reference: https://www.cisco.conmvc/en/us/solutions/collateral/enterprise-networks/enterprise-network-security/ white-
paper-c11-736595.html Explanation NetFlow is a network protocol developed by Cisco for the collection and monitoring of
network traffic flow data generated by NetFlow-enabled routers and switches. The flows do not contain actual packet data, but
rather the metadata for communications. It is a standard form of session data that details who, what, when, and where of network
traffic -> Answer A is not correct.

Reference:

Explanation Explanation NetFlow is a network protocol developed by Cisco for the collection and monitoring of network traffic flow
data generated by NetFlow-enabled routers and switches. The flows do not contain actual packet data, but rather the metadata for
communications. It is a standard form of session data that details who, what, when, and where of network traffic -> Answer A is not
correct. Reference: https’//www.cisco.convc/en/us/solutions/collateral/enterprise-networks/enterprise-network-security/ white-
paper-c11-736595.html

R #712
DRAG DROP
Drag and drop the capabilities from the left onto the correct technologies on the right.



Select and Place:

detection, blocking, tracking, analysis,
and remediation to protect against
targeted persistent malware attacks

1 [ NextGeneration
lﬁt_lfusion Prevenﬁon System

superior threat prevention and mitigation R anced Malware
for known and unknown threats Protection

application-layer control and ability to
enforce usage and tailor detection poiicies
based on custom applications and URLs

combined integrated solufion oi strong
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defense and web proteciion, visibility, and : .
controlling solutionps- Y Web Security Appliance

application
control and URL filtering
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detection, blocking, fracking, m——
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HME #713
‘When choosing an algorithm to us, what should be considered about Diffie Hellman and RSA for key establishment?

A. RSA is a symmetric key establishment algorithm intended to output asymmetric keys
B. RSA is an asymmetric key establishment algorithm intended to output symmetric keys
C. DH is an asymmretric key establishment algorithm intended to output symmetric keys
D. DH is a symmetric key establishment algorithm intended to output asymmetric keys

Ef#: C
iR

Diffie Hellman (DH) uses a private-public key pair to establish a shared secret, typically a symmetric key. DH is not a symmetric
algorithm - it is an asymmetric algorithm used to establish a shared secret for a symmetric key algorithm

B #714
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