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applications. Salesforce Certified Identity and Access Management Architect certification is particularly relevant for professionals
who work in IT security, compliance, and governance roles and are responsible for ensuring the security and privacy of sensitive
data.
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Our Identity-and-Access-Management-Architect test questions are compiled by domestic first-rate experts and senior lecturer and
the contents of them contain all the important information about the test and all the possible answers of the questions which maybe
appear in the test. You can use the practice test software to check your learning outcomes. Our Identity-and-Access-Management-
Architect test practice guide’ self-learning and self-evaluation functions, the statistics report function, the timing function and the
function of stimulating the test could assist you to find your weak links, check your level, adjust the speed and have a warming up for
the real exam. You will feel your choice to buy Identity-and-Access-Management-Architect Exam Dump is too right.

Salesforce IAM architects are responsible for designing and implementing secure access and identity management solutions for
organizations that use Salesforce. They are expected to have a deep understanding of Salesforce’s security model, as well as the
ability to design custom solutions that meet their clients’ specific needs. Salesforce Certified Identity and Access Management
Architect certification exam tests candidates on a wide range of topics, including identity management, access management, single
sign-on, and security protocols.

Salesforce Certified Identity and Access Management Architect Sample
Questions (Q116-Q121):
NEW QUESTION # 116 
Universal containers (UC) has a mobile application that calls the salesforce REST API. In order to prevent users from having to
enter their credentials everytime they use the app, UC has enabled the use of refresh Tokens as part of the salesforce connected
App and updated their mobile app to take advantage of the refresh token. Even after enabling the refresh token, Users are still
complaining that they have to enter their credentials once a day. What is the most likely cause of the issue?

A. The users forget to check the box to remember their credentials.
B. The app is requesting too many access Tokens in a 24-hour period
C. The refresh token expiration policy is set incorrectly in salesforce
D. The Oauth authorizations are being revoked by a nightly batch job.

Answer: C

Explanation:
Explanation
The most likely cause of the issue is that the refresh token expiration policy is set incorrectly in Salesforce. A refresh token is a
credential that allows a connected app to obtain a new access token when the previous one expires1. The refresh token expiration
policy determines how long a refresh token is valid for2. If the policy is set to a short duration, such as 24 hours, the users have to
enter their credentials once a day to get a new refresh token. To prevent this, the policy should be set to a longer duration, such as
"Refresh token is valid until revoked" or "Refresh token expires after 90 days of inactivity"2.
References: OAuth 2.0 Refresh Token Flow, Manage OAuth Access Policies for a Connected App

NEW QUESTION # 117 
Northern Trail Outfitters (NTO) uses a Security Assertion Markup Language (SAML)-based Identity Provider (idP) to authenticate
employees to all systems. The IdPauthenticates users against a Lightweight Directory Access Protocol (LDAP) directory and has
access to user information. NTO wants to minimize Salesforce license usage since only a small percentage of users need Salesforce.
What is recommended to ensure new employees have immediate access to Salesforce using their current IdP?

A. Install Salesforce Identity Connect to automatically provision new users in Salesforce the first time they attempt to login.
B. Build an integration that queries LDAP periodically and creates new active users in Salesforce.
C. Configure Just-in-Time provisioning using SAML attributes to create new Salesforce users as necessary when a new user
attempts to login to Salesforce.
D. Build an integration that queries LDAP and creates new inactive users in Salesforce and use a login flow to activate the
user atfirst login.

Answer: C
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Explanation:
Just-in-Time (JIT) provisioning is a feature that allows Salesforce to create or update user records on the fly when users log in
through an external identity provider, such as a SAML-based IdP. This eliminates the need for manual or batch user provisioning in
Salesforce and minimizes license usage. To use JIT provisioning, the identity architect needs to configure the SAML settings in
Salesforce and include the user attributes in the SAML assertion sent by the IdP. References: Just-in-Time Provisioning for SAML
and OpenID Connect, Identity 101: Design Patterns for Access Management

NEW QUESTION # 118 
The security team at Universal Containers (UC) has identified exporting reports as a high-risk action and would like to require users
to be logged into Salesforce with their Active Directory (AD) credentials when doing so. For all other users of Salesforce, users
should be allowed to use AD Credentials or Salesforce credentials. What solution should be recommended to prevent exporting
reports except when logged in using AD credentials while maintaining the ability to view reports when logged in with Salesforce
credentials?

A. Use SAML Federated Authentication and block access to reports when accessed through a Standard Assurance session.
B. Use SAML federated Authentication with a Login Flow to dynamically add or remove a Permission Set that grants the
Export Reports Permission.
C. Use SAML Federated Authentication and Custom SAML JIT Provisioning to dynamically and or remove a permission set
that grants the Export Reports Permission.
D. Use SAML federated Authentication, treat SAML Sessions as High Assurance, and raise the session level required for
exporting reports.

Answer: D

NEW QUESTION # 119 
Which two things should be done to ensure end users can only use single sign-on (SSO) to login in to Salesforce?
Choose 2 answers

A. Request Salesforce Support to enable delegated authentication.
B. Assign user "is Single Sign-on Enabled" permission via profile or permission set.
C. Enable My Domain and select "Prevent login from https://login.salesforce.com".
D. Once SSO is enabled, users are only able to login using Salesforce credentials.

Answer: B,C

Explanation:
Explanation
To ensure end users can only use single sign-on (SSO) to log in to Salesforce, two things should be done:
Enable My Domain and select "Prevent login from https://login.salesforce.com". My Domain is a feature that allows administrators to
customize the Salesforce login URL with a unique domain name.
By preventing login from the standard login URL, administrators can enforce SSO and restrict users from logging in with their
Salesforce credentials.
Assign user "is Single Sign-on Enabled" permission via profile or permission set. This permission allows users to log in to Salesforce
using SSO. Users who do not have this permission will not be able to access Salesforce even if they have valid Salesforce
credentials. References: My Domain, User Permissions for Single Sign-On

NEW QUESTION # 120 
Northern Trail Outfitters would like to automatically create new employee users in Salesforce with an appropriate profile that maps
to its Active Directory Department.
How should an identity architect implement this requirement?

A. Use a login flow to collect Security Assertion Markup Language attributes and assign the appropriate profile during Just-
In-Time (JIT) provisioning.
B. Use the updateUser method in the Just-in-Time (JIT) provisioning registration handler to assign the appropriate profile.
C. Use the createUser method in the Just-in-Time (JIT) provisioning registration handler to assign the appropriate profile.
D. Make a callout during the login flow to query department from Active Directory to assign the appropriate profile.



Answer: B

NEW QUESTION # 121
......
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