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F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q44-Q49):

NEW QUESTION # 44
A BIG-IP Admnistrator needs to verify system time synchronization. Where should this be checked?

A. System> Platform

B. System> Logs

C. System> Software Management
D. System> Configuration > Device

Answer: D

Explanation:

Time synchronization is a critical component of Control Plane management, as it ensures that logs are accurately timestamped and
that High Availability (HA) trust relationships remain valid1.

* Configuration Location: The list of configured NTP (Network Time Protocol) servers and their status is managed under System >
Configuration > Device > NTP .

* Procedural Importance: If the system clock drifts significantly between two devices in an HA pair, the Control Plane may
experience a '"Time Delta" error33. This drift often causes a failure in device trust, preventing the ConfigSyne process from
functioning correctly.

* System Integrity: Accurate time is also essential for the validity of SSL/TLS certificates used for both administrative management
access and high availability communication.

* Verification: Administrators can use this section of the Configuration Utility to confirm that the BIG- IP is commumnicating with its
designated upstream time sources and that the local clock is correctly synchronized to the network environment .

NEW QUESTION # 45

Users are unable to reach an application. The BIG-IP Administrator checks the Configuration Utility and observes that the Virtual
Server has a red diamond i front of the status.

What is causing this issue? (Choose one answer)

A. All pool members are down

B. The Virtual Server is disabled

C. All pool members have been disabled

D. The Virtual Server is receiving HTTPS traffic over an HTTP virtual

Answer: B

Explanation:

In the BIG-IP Configuration Utility, status icons provide immediate health information. A red diamond specifically indicates that the
object itself is administratively disabled. When a virtual server is disabled, BIG-IP will not accept or process traffic for that virtual
server, regardless of pool or node state.

* Ifall pool members were down, the virtual server would typically show a yellow triangle (available but no resources).

* Ifall pool members were disabled, the virtual server would usually still be enabled but unavailable due to pool status, not shown as
a red diamond.

* Protocol mismatch (HTTPS sent to HTTP) does not change the administrative status icon of the virtual server.

Therefore, the red diamond clearly indicates the virtual server is disabled, making D the correct answer.

NEW QUESTION # 46
The BIG-IP appliance fails to boot. The BIG-IP Admmistrator needs to run the End User Diagnostics (EUD) utility to collect data to
send to F5 Support. Where can the BIG-IP Admmistrator access this utility?

e A. Management Port
e B. External VLAN interface
e (. Internal VLAN mterface



e D. Console Port
Answer: D

Explanation:

The EUD is a 33hardware-level diagnostic tool that runs outside of the TMOS operating system. Because it is used when the system
cannot boot or is in a pre-boot state, it cannot be accessed via the GUI or management network. The administrator must connect
physically via the serial Console Port to interact with the boot menu and initiate the hardware tests.

NEW QUESTION # 47
Administrative user accounts have been defined on the remote LDAP server and are unable to log in to the BIG-IP device.
Which log file should the BIG-IP Administrator check to find the related messages? (Choose one answer)

A. var/log/user.log
B. var/log/ttm

C. /var/log/messages
D. /var/log/secure

Answer: D

Explanation:

‘When BIG-IP is configured to use remote authentication (such as LDAP), all authentication and authorization attempts-including
successes and failures-are logged to /var/log/secure.

For LDAP-based administrative logn issues, /var/log/secure contains:

* LDAP authentication failures

* PAM authentication errors

* Authorization and access-denied messages

* Details explaining why a remote user could not log in

Why the other options are incorrect:

* /var/log/user.log is not a standard BIG-IP log file for authentication.

* /var/log/ltm logs traffic management events, not user authentication.

* /var/log/messages contains general system messages but not detailed authentication failure information.
Therefore, the correct log file to troubleshoot LDAP administrative login failures is /var/log/secure.

NEW QUESTION # 48

As an organization grows, more people have to log into the BIG-IP. Instead of adding more local users, the BIG-IP Administrator is
asked to configure remote authentication against a central authentication server.

Which two types of remote server can be used here? (Choose two answers)

A. OAUTH
B. SAML
C. RADIUS
D. LDAP

Answer: C,D

Explanation:

BIG-IP supports remote authentication by integrating with centralized authentication services through its AAA framework. The
supported and commonly used remote authentication servers include:

* LDAP (A)Used to authenticate users against directory services such as Active Directory or other LDAP-compliant directories.
* RADIUS (C)Commonly used for centralized authentication, authorization, and accounting, especially in network and security
environments.

Why the other options are incorrect:

* OAUTH (B) is an authorization framework, not supported as a direct administrative authentication backend for BIG-1P
management access.

* SAML (D) is primarily used for single sign-on (SSO) in application authentication scenarios, not for BIG-IP administrative login
authentication.

Thus, the correct remote authentication server types are LDAP and RADIUS.
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