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Palo Alto Networks SSE-Engineer Exam Syllabus Topics:

Topic Details

Topic 1

Prisma Access Planning and Deployment: This section of the exam measures the skills of Network Security
Engineers and covers foundational knowledge and deployment skills related to Prisma Access architecture.
Candidates must understand key components such as security processing nodes, IP addressing, DNS, and
compute locations. It evaluates routing mechanisms including routing preferences, backbone routing, and
traffic steering. The section also focuses on deploying Prisma Access service infrastructure for mobile users
using VPN clients or explicit proxy and configuring remote networks. Additional topics include enabling
private application access using service connections, Colo-Connect, and ZTNA connectors, implementing
identity authentication methods like SAML, Kerberos, and LDAP, and deploying Prisma Access Browser
for secure user access.

Topic 2

Prisma Access Administration and Operation: This section of the exam measures the skills of IT
Operations Managers and focuses on managing Prisma Access using Panorama and Strata Cloud
Manager. It tests knowledge of multitenancy, access control, configuration, and version management, and
log reporting. Candidates should be familiar with releasing upgrades and leveraging SCM tools like
Copilot. The section also evaluates the deployment of the Strata Logging Service and its integration with
Panorama and SCM, log forwarding configurations, and best practice assessments to maintain security
posture and compliance.

Topic 3

Prisma Access Troubleshooting: This section of the exam measures the skills of Technical Support
Engineers and covers the monitoring and troubleshooting of Prisma Access environments. It includes the
use of Prisma Access Activity Insights, real-time alerting, and a Command Center for visibility. Candidates
are expected to troubleshoot connectivity issues for mobile users, remote networks, service connections,
and ZTNA connectors. It also focuses on resolving traffic enforcement problems including security policies,
HIP enforcement, User-ID mismatches, and split tunneling performance issues.
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Topic 4

Prisma Access Services: This section of the exam measures the skills of Cloud Security Architects and
covers advanced features within Prisma Access. Candidates are assessed on how to configure and
implement enhancements like App Acceleration, traffic replication, IoT security, and privileged remote
access. It also includes implementing SaaS security and setting up effective policies related to security,
decryption, and QoS. The section further evaluates how to create and manage user-based policies using
tools like the Cloud Identity Engine and User ID for proper identity mapping and authentication.
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Palo Alto Networks Security Service Edge Engineer Sample Questions (Q39-
Q44):
NEW QUESTION # 39 
How can a network security team be granted full administrative access to a tenant's configuration while restricting access to other
tenants by using role-based access control (RBAC) for Panorama Managed Prisma Access in a multitenant environment?

A. Create a custom role enabling all privileges within the specific tenant's scope and assign it to the security team's user
accounts.
B. Create a custom role with Device Group and Template privileges and assign it to the security team's user accounts.
C. Set the administrative accounts for the security team to the "Superuser" role.
D. Create an Access Domain and restrict access to only the Device Groups and Templates for the Target Tenant.

Answer: D

Explanation:
In aPanorama Managed Prisma Access multitenant environment,Access Domainsprovide granularrole- based access control
(RBAC). By defining anAccess Domain, the network security team can be granted full administrative privileges for aspecific tenant's
configurationwhile ensuring theycannot access or modify other tenants. This method enforces proper segmentation andensures
compliance with multitenant security policies.

NEW QUESTION # 40 
A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and
business-to- business (B2B) partners to their data centers.
The solution must meet these requirements:
The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.
The branch locations must have internet filtering and data center connectivity.
The B2B partner connections must only have access to specific data center internally developed applications running on non-
standard ports.
The security team must have access to manage the mobile user and access to branch locations.
The network team must have access to manage only the partner access.
How should Prisma Access be implemented to meet the customer requirements?

A. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all connection types, and use
the specific configuration scope for the connection type to manage access.
B. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private access for all internal
connection types, and the second with remote networks and private application access for B2B connections - and use the
Strata Multitenant Cloud Manager Prisma Access configuration scope to manage access.
C. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private access for all internal
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connection types, and the second with remote networks and private application access for B2B connections - and use the
specific configuration scope for the connection type to manage access.
D. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all connection types, and use
the Prisma Access Configuration scope to manage all access.

Answer: C

Explanation:
To meet the customer's requirements, two separate Prisma Access instances should be deployed:
* Instance 1should includemobile users, remote networks, and private accessfor internal connectivity.
This ensures that mobile users can access the internet, data centers, and remote branch locations while enforcing security policies.
* Instance 2should be configured withremote networks and private application accessfor B2B connections. This instance will restrict
access to only the required internally developed applications using non-standard ports, ensuring that partners cannot access other
corporate resources.
By usingspecific configuration scopes for different connection types, the security team can manage access to mobile users and
branch locations, while the network team can manage B2B partner connections. This ensuresproper segmentation of management
responsibilitieswhile maintaining security and compliance.

NEW QUESTION # 41 
Based on the image below, which two statements describe the reason and action required to resolve the errors? (Choose two.)

A. Create a do not decrypt rule for the hostname "certificates.godaddy.com."
B. The client is misconfigured.
C. Create a do not decrypt rule for the hostname "google.com."
D. The server has pinned certificates.

Answer: C,D

Explanation:
The error messages indicate that Prisma Access is encountering certificate issues while attempting to decrypt traffic to "google.com."
This suggests that theserver has pinned certificates, meaning it does not allow man- in-the-middle (MITM) decryption by Prisma
Access. Since pinned certificates prevent traffic decryption, a solution is tocreate a "do not decrypt" rule for the hostname
"google.com."This will allow traffic to flow without triggering certificate errors while maintaining secure communication with Google's
servers.

NEW QUESTION # 42 
Which feature can help address a customer concern about the length of time it takes to update their SaaS- allowed IP addresses
while onboarding to Prisma Access?

A. Dynamic IP pooling
B. Traffic steering
C. DNS-based load balancing
D. Dedicated IP addresses

Answer: B

Explanation:
When onboarding toPrisma Access, usingDedicated IP addresseshelps address concerns about the time required to updateSaaS-
allowed IP lists. Withdedicated egress IPs, the customer receivesfixed, predictable IP addressesthat do not change dynamically. This
eliminates the need to frequently updateSaaS providers' allowlists, ensuring seamless access to cloud applications without
interruptions due to IP address changes.

NEW QUESTION # 43 
An engineer deploys a new branch connected to Prisma Access. From the customer premises equipment (CPE) device at the
branch, Phase 1 on the tunnel is established, but Phase 2-encrypted packets are not coming back from Prisma Access.
Which Strata Logging Service log facility should the engineer review to determine why Phase 2-encrypted traffic is not being
received?



A. System logs
B. Traffic logs
C. Decrypt logs
D. Tunnel logs

Answer: D

Explanation:
SincePhase 1 of the IPSec tunnel is establishedbutPhase 2 traffic is not being received, theTunnel logsin Strata Logging
Serviceshould be reviewed.Tunnel logsprovide visibility into IPSec tunnel establishment, Phase 2 negotiation, and any errors or
dropped packets related to encrypted traffic. This will help identify whetherESP (Encapsulating Security Payload) traffic is being
blocked, mismatched security associations (SAs) exist, or if there are other issues with Prisma Access responding to Phase 2-
encrypted packets.

NEW QUESTION # 44
......
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