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e Security Program Management and Oversight: Finally, this topic discusses elements of effective security
governance, the risk management process, third-party risk assessment, and management processes.
FA 1

Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.

Security Architecture: Here, you'll learn about security implications across different architecture models,
applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
= 2

concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.
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¢ Security Operations: This topic delves into applying common security techniques to computing resources,
addressing security implications of proper hardware, software, and data asset management, managing
vulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses

FH 3
T enhancing enterprise capabilities for security, implementing identity and access management, and utilizing
automation and orchestration for secure operations.
¢ General Security Concepts: This topic covers various types of security controls, findamental security
= 4 concepts, the importance of change management processes in security, and the significance of using

suitable cryptographic solutions.

o Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and
motivations, explaining common threat vectors and attack surfaces, and outlining different types of

FH 5 wulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and

exploring mitigation techniques used to secure enterprises against threats.

>>SY)-701=2 SHE HEMERA <<

HEE FSSY0-701E2 SHE HEYEEN HZZEXE CompTIA
Security+ Certification Exam A&l £ H|XI =

ZY 0| A&t ITAICHIConpTIA SYO-701 A B Al E WA S0 A ASE FSEHZ ITHAH &# XS0l SAtst
Iz stE BEEMAHE ofF 2 JHitHol 2 I RHARH| RIx|E EF s AHOSolE S#E HE a2 7
g UASE A&LICH ConpTIA SYO-701 HZZE CompTIA SY0-701 AlRoM ATsH HEHIEE ESH=E
7|0l et ASt T AR E HIStA{oF BLICH

Z| Al CompTIA Security+ SY0-701 F 2 MEZF 2 A (Q255-Q260):

BB #255
Which of'the following best describes why me SMS DIP authentication method is more risky to implement than the TOTP method?

A. The SMS OTP method requires an end user to have an active mobile telephone service and SIM card.

B. The SMS OTP is more likely to be intercepted and lead to unauthorized disclosure of the code than the TOTP method.
C. The algorithmused to generate on SMS OTP code is weaker than the one used to generate a TOTP code

D. Generally. SMS OTP codes are valid for up to 15 minutes while the TOTP time frame is 30 to 60 seconds

e B

ME:

The SMS OTP (One-Time Password) method is more vulnerable to mnterception compared to TOTP (Time- based One-Time
Password) because SMS messages can be intercepted through various attack vectors like SIM swapping or SMS phishing, TOTP,
on the other hand, generates codes directly on the device and does not rely on a communication channel like SMS, making it less
susceptible to interception.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of identity and access management.

EE #256
Which of the following should a systems administrator use to ensure an easy deployment of resources within the cloud provider?

A. Infrastructure as code

B. Software as a service

C. Software-defined networking
D. Internet of Things

HE:. A

Y.
Infrastructure as code (IaC) is a method of using code and autormation to manage and provision cloud resources, such as servers,
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networks, storage, and applications. IaC allows for easy deployment, scalability, consistency, and repeatability of cloud
environments. [aC is also a key component of DevSecOps, which integrates security into the development and operations
processes.

EAE #257

After a company was compromised, custorers initiated a lawsuit. The company's attorneys have requested that the security team
initiate a legal hold in response to the lawsuit. Which of the following describes the action the security team will most likely be
required to take?

A. Retain all emails from the company to affected customers for an indefinite period of time.
B. Retain any communications between security members during the breach response.

C. Retain the emails between the security team and affected customers for 30 days.

D. Retain any communications related to the security breach until flrther notice.

HE: D

dE:

A legal hold (also known as a litigation hold) is a notification sent from an organization's legal team to employees instructing them not
to delete electronically stored information (ESI) or discard paper documents that may be relevant to a new or imminent legal case. A
legal hold is intended to preserve evidence and prevent spoliation, which is the intentional or negligent destruction of evidence that
could harma party's case. A legal hold can be triggered by various events, such as a lawsuit, a regulatory investigation, or a
subpoena.

In this scenario, the company's attorneys have requested that the security team initiate a legal hold in response to the lawsuit filed by
the customers affer the company was compromised. This means that the security team will most likely be required to retain any
communications related to the security breach until further notice. This could include emails, instant messages, reports, logs, memos,
or any other documents that could be relevant to the lawsuit. The security team should also inform the relevant custodians (the
employees who have access to or control over the ESI) of their preservation obligations and monitor their compliance. The security
team should also document the legal hold process and its scope, as well as take steps to protect the ESI from alteration, deletion, or
loss.

EE #258
A vendor needs to remotely and securely transfer files from one server to another using the command line.
Which of'the following protocols should be Implemented to allow for this type of access? (Select two).

A. SMTP
B. SNMP
C. SFTP
D. SMIME
E. SSH

F. RDP

He. CE

dE:

Secure Shell (SSH) is a protocol used for secure command-line access to remote systems, while Secure File Transfer Protocol
(SFTP) is an extension of SSH used specifically for securely transferring files. Both SSH and SFTP ensure that data is encrypted
during transmission, protecting it from interception or tampering.

References =

* CompTIA Security+ SY0-701 Course Content: Domain 03 Security Architecture.

* CompTIA Security+ SY0-601 Study Guide: Chapter on Secure Protocols and Encryption.

EE #259

A business uses Wi-Fi with content filleting enabled. An employee noticed a coworker accessed a blocked sue from a work
computer and repotted the issue. While Investigating the issue, a security administrator found another device providing internet
access to certain employees. Which of the following best describes the security risk?

e A, Arogue access point Is allowing users to bypass controls.



¢ B. A valid access point is being jammed to limit availability.
¢ (. The host-based security agent Is not running on all computers.
¢ D. Enployees who have certain credentials are using a hidden SSID.

HE: A

Y.

The presence of another device providing internet access that bypasses the content filtering system indicates the existence of a rogue
access point. Rogue access points are unauthorized devices that can create a backdoor into the network, allowing users to bypass
security controls like content filtering, This presents a significant security risk as it can expose the network to unauthorized access
and potential data breaches.

References =

* CompTIA Security+ SY0-701 Course Content: Rogue access points are highlighted as a major security risk, allowing
unauthorized access to the network and bypassing security measures.
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