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CompTIA Linux+ Certification Exam Sample Questions (Q73-Q78):
NEW QUESTION # 73 
A systems administrator wants to prevent the current contents of a file from being overwritten and wants to allow new additions at
the end of the file. Which of the following commands should the administrator use?

A. chattr +a file
B. setenforce file
C. setfacl -m m::t file
D. chmod +t file

Answer: A

Explanation:
The chattr +a command sets the append-only attribute on a file. This prevents overwriting or deletion of existing contents, while still
allowing new data to be appended to the end of the file.
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NEW QUESTION # 74 
A systems administrator manages multiple Linux servers and needs to set up a reliable and secure way to handle the complexity of
managing event records on the OS and application levels.
Which of the following should the administrator do?

A. Implement a centralized log aggregation solution.
B. Deploy log rotation procedures to manage the records.
C. Create an automated process to retrieve logs from the server by demand.
D. Configure daily automatic backups of logs to remote storage.

Answer: A

Explanation:
A centralized log aggregation solution (such as Elasticsearch, Graylog, or Splunk) provides reliable and secure management of logs
across multiple servers. It consolidates OS and application logs, simplifies analysis, and improves monitoring and security compared
to on- demand retrieval, backups, or simple log rotation.

NEW QUESTION # 75 
A Linux administrator needs to analyze a compromised disk for traces of malware. To complete the analysis, the administrator wants
to make an exact, block-level copy of the disk. Which of the following commands accomplishes this task?

A. tar cvzf /tmp/image /dev/sdc
B. dd if=/dev/sdc of=/tmp/image bs=8192
C. cp -rp /dev/sdc/* /tmp/image
D. cpio -i /dev/sdc -ov /tmp/image

Answer: B

Explanation:
The dd command performs a low-level, block-by-block copy of a device. Using if=/dev/sdc (input file) and of=/tmp/image (output
file) with a block size (bs) ensures an exact replica of the disk, suitable for forensic analysis.

NEW QUESTION # 76 
A systems administrator needs to check the statuses of all the services on a Linux server. Which of the following commands
accomplishes this task?

A. systemctl list-units --type-services
B. systemctl is-enabled --services
C. systemctl list-sockets --type-services
D. systemctl is-active --services

Answer: A

Explanation:
The systemctl list-units --type=service command displays all loaded service units and their statuses (running, exited, failed, etc.),
allowing the administrator to check the state of all services on the server.

NEW QUESTION # 77 
Which of the following passwords is the most complex?

A. HeSaidShetold
B. he$@ID$heTold
C. H3sa1dt01d
D. H3s@1dSh3t0|d

Answer: D



Explanation:
This password is the most complex because it uses uppercase and lowercase letters, numbers, and multiple special characters,
making it significantly harder to guess or brute-force compared to the others.
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