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R #279

Your Google Cloud environment has one organization node, one folder named Apps." and several projects within that folder The
organizational node enforces the constraints/iam allowedPolicyMemberDomains organization policy, which allowsmembers from the
terramearth.com organization The "Apps" folder enforces the constraints/iam allowedPolicyMemberDomains organization policy,
which allows members from the flowlogistic.com organization. It also has the inheritFromParent: false property.

You attempt to grant access to a project in the Apps folder to the user testuser@terramearth.com.

What is the result of your action and why?

¢ A The action succeeds and the new member is successfully added to the project's Identity and Access Management (1AM)
policy because all policies are inherited by underlying folders and projects.

¢ B. The action fails because a constraints/iam allowedPolicyMemberDomains organization policy must be defined on the
current project to deactivate the constraint temporarily.

e C. The action succeeds because members from both organizations, terramearth. com or flowlogistic.com, are allowed on
projects in the "Apps" folder

¢ D. The action fails because a constraints/iam allowedPolicyMemberDomains organization policy is in place and only members
from the flowlogistic.com organization are allowed.

Ef#: D
AR :
Explanation

The action fails because a constraints/iam.allowedPolicyMemberDomains organization policy is in place and only members from the
flowlogistic.com organization are allowed. The nheritFromParent: false property on the "Apps" folder means that it does not inherit
the organization policy from the organization node. Therefore, only the policy set at the folder level applies, which allows only
members from the flowlogistic.com organization. As a result, the attempt to grant access to the user testuser@terramearth.com fails
because this user is not a member of the flowlogistic.com organization.

B #280

A customer deploys an application to App Engine and needs to check for Open Web Application Security Project (OWASP)
vulnerabilities.

Which service should be used to accomplish this?

A. Google Cloud Audit Logs
B. Cloud Armor

C. Cloud Security Scanner
D. Forseti Security

Ef: C

R :
Explanation/Reference: https:/cloud.google.conysecurity-scanner/

H R #281
An application log's data, including customer identifiers such as email addresses, needs to be redacted. However, these logs also

include the email addresses of internal developers from company.com, and these should NOT be redacted. Which solution should
you use to meet these requirements?

e A Create a custom infoType called COMPANY EMAIL to match (@company.com.


https://www.xhs1991.com/Professional-Cloud-Security-Engineer.html

¢ B. Create a regular custom dictionary detector that lists a subset of the developers' email addresses.
¢ (. Create a regular custom dictionary detector to match all email addresses listed in Cloud Identity.
e D. Create a regular expression (regex) custom infoType detector to match on (@company.com.

IEf#: D
R -

A is not correct because as all company.com email addresses are sensitive and should be filtered, a static list is hard to maintain and
can easily miss sensitive data.

B is correct because the regex will detect all company.com email addresses that need to be protected and written to the log file.

C is not correct because as the user base in Cloud Identity might only be a subset of all emails that need to be protected.

D is not correct because you need to specify a detector within the custom infoType and the detector should be a regular expression
to match all @company.com email addresses.

https/cloud.google.convdlp/docs/infotypes-reference

https/cloud.google.convdlp/docs/creating-custonm+-infotypes

H #282

Your teamuses a service account to authenticate data transfers froma given Compute Engine virtual machine instance of to a
specified Cloud Storage bucket. An engineer accidentally deletes the service account, which breaks application fimctionality. You
want to recover the application as quickly as possible without compromising security.

‘What should you do?

A. Create a new service account with the same name as the deleted service account.

B. Use the undelete command to recover the deleted service account.

C. Update the permissions of another existing service account and supply those credentials to the applications.
D. Temporarily disable authentication on the Cloud Storage bucket.

Ef#: B

fER L2

Objective: Quickly recover a deleted service account used for data transfers.

Solution: Use the undelete command available in the gcloud command-line tool to recover the service account.
Steps:

Step 1: Open the Cloud Shell in the Google Cloud Console.

Step 2: Run the following command to list the deleted service accounts:

gcloud iam service-accounts list --filter="deleted: true"

Step 3: Identify the name and ID of'the deleted service account.

Step 4: Use the undelete command to recover the service account:

gcloud iam service-accounts undelete [SERVICE. ACCOUNT ID]

Step 5: Verify that the service account has been restored and reassign any necessary permissions.

By using the undelete command, you can quickly restore the service account and resume application finctionality without
compromising security.

Reference:

Restoring a Deleted Service Account

gcloud iam service-accounts undelete

H R #283

You have been tasked with configuring Security Command Center for your organization's Google Cloud environment. Your security
team needs to receive alerts of potential crypto mining in the organization's compute environment and alerts for common Google
Cloud misconfigurations that impact security. Which Security Command Center features should you use to configure these alerts?
(Choose two.)

A. Security Health Analytics

B. Google Cloud Armor

C. Cloud Data Loss Prevention
D. Contamer Threat Detection
E. Event Threat Detection

EfE: AL E



R -

Explanation

https/cloud.google.comvsecurity-command-center/docs/concepts-event-threat-detection-overview Event Threat Detection is a
built-in service for the Security Command Center Premium tier that continuously monitors your organization and identifies threats
within your systerrs in near-real time.

https/cloud. google.comvsecurity-command-center/docs/concepts-security-sources#security- health-analytics

B #284
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