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iR (Q43-Q48):

H #43
What is the flow impact of updating the Cloud Services plugin on existing traffic flows in Prisma Access?

A. They will be unaffected only if Panorama is deployed in high availability (HA) mode.
B. They will automatically terminate when the upgrade begins.

C. They willexperience latency during the plugin upgrade process.

D. They will be unaffected because the plugin upgrade is transparent to users.

Ef#E: D

AR -

Updating theCloud Services plugininPrisma Accessdoes not disrupt existing traftic flows because the upgrade process is designed to
beseamless and transparent. Prisma Access ensures high availability by mantainingactive sessions and policieswhile applying the
update in the background. This allows ongoing connections to continue without interruptions, minimizing impact on user experience.

B #44




A user connected to Prisma Access reports that traffic intermittently is denied after matching a Catch- All Deny rule at the bottom
and bypassing HIP-based policies. Refreshing VPN connection restores the access.
What are two reasons for this behavior? (Choose two.)

A. "Collect HIP data' needs to be enabled in the configuration.

B. User mapping is learned from sources other than gateway authentication.
C. Firewall loses user mapping due to missed HIP report checks.

D. HIP-enforced policy is scheduled for certain hours of the day.

Eﬁ: B\ C

TR

User mapping learned from sources other thangateway authenticationcan cause intermittent access issues if it conflicts with the
expected user identity used in HIP-based policies. If the firewall is associatingthe user with an outdated or incorrect mapping, traffic
may not match the intended security policies, leading todenials by the Catch- All Deny rule.

Ifthefirewall loses user mapping due to missed HIP report checks, the user may temporarily lose access to policies that require a
validHost Information Profile (HIP)match. When the VPN connection is refreshed, the HIP check is re-initiated, restoring access
until the issue repeats.

HM #45
How can a senior engineer use Strata Cloud Manager (SCM) to ensure that junior engineers are able to create compliant policies
while preventing the creation of policies that may result in security gaps?

e A. Use security checks under posture settings and set the action to "deny" for all checks that do not meet the compliance
standards.

¢ B. Configure an auto tagging rule in SCM to trigger a Security policy review workflow based on a security rule tag, then
instruct junior engineers to use this tag for all new Security policies.

e C. Configure role-based access controls (RBACs) for all junior engineers to limit them to creating policies in a disabled state,
manually review the policies, and enable them using a senior engineer role.

¢ D. Runa Best Practice Assessment (BPA) at regular ntervals and manually revert any policies not meeting company
compliance standards.

EfE: A

fiR .-

By usingsecurity checks under posture settingsinStrata Cloud Manager (SCM), the senior engineer can enforcepolicy compliance
standardsbyautomatically denyingany security policy that does notalign with best practices. This ensures that junior engineers can
create policies while preventing configurations that might introduce security gaps. This proactive approachelimnates manual
oversightand enforces compliance at the time of policy creation, reducing risk and ensuring consistent security enforcement.

E Y #46
In addition to creating a Security policy, how can an Al Access Security be used to prevent users from uploading financial

information to ChatGPT?

A. Configure an Enterprise DLP rule to block uploads containing financial information.

B. Apply a vulnerability profile to stop attempts to exploit system flaws or gain unauthorized access to financial systers.
C. Add the ChatGPT domains using URL Filtering to block uploads containing financial information.

D. Apply File Blocking to stop file uploads containing financial information.

IEf#: A

AR :

Palo Alto Networks Al Access Security integrates with Enterprise Data Loss Prevention (DLP) capabilities to control sensitive data
within Al applications like ChatGPT. The most effective way to prevent users from uploading financial information is to:

* Define an Enterprise DLP rule:This rule would be configured to identify content that matches patterns or keywords associated with
financial information (e.g., credit card numbers, bank account details, tax identifiers, financial statements).

* Apply the DLP rule to the Al Access Security policy:This policy would be specifically configured to inspect traffic to and from
ChatGPT. When the DLP rule detects a user attempting to upload content containing financial information, it can take a defined
action, such as blocking the upload.



Let's analyze why the other options are incorrect based on official documentation:

* A. Apply File Blocking to stop file uploads containing financial information. While File Blocking can prevent the upload of certain
file types, it is not content-aware. It cannot inspect thecontentof a file to determine if it contains financial information. Therefore, it's
not a granular or effective solution for this specific requirement.

* C. Add the ChatGPT domains using URL Filtering to block uploads containing financial information. URL Filtering controls access
to specific websites or categories of websites. While you could potentially block access to ChatGPT entirely, it does not provide the
capability to inspect the content being uploaded to a permitted domain and prevent the transfer of sensitive financial data.

* D. Apply a vulnerability profile to stop attempts to exploit system flaws or gain unauthorized access to financial

systes. Vulnerability profiles are designed to detect and prevent attempts to exploit known security vulnerabilities in systerms. They
are not designed to inspect the content of user uploads for sensitive data like financial information. While importantfor overall
security, they do not directly address the requirement of preventing financial data uploads to ChatGPT.

Therefore, configuring an Enterprise DLP rule within Al Access Security is the correct and most effective method to prevent users
from uploading financial information to ChatGPT by inspecting the content of the uploads.

B #47
Which Cloud Identity Engine capability will create a Security policy that uses Entra ID attributes as the source identification?

e A Entra ID Group Attribute

¢ B. Attribute Group Mapping

¢ C. Cloud Dynamic User Group
e D. Entra ID Cloud Group

Ef#: C

fEEHL:

TheCloud Dynamic User Groupcapability inCloud Identity Engineenables the creation ofSecurity policies that useEntra ID (formerly
Azure AD) attributesfor user identification. This allows PrismaAccess to dynamically applyuser-based security rulesbased onreal-
time Entra ID attributes, ensuring that access policies adapt to user changes such asgroup membership, device compliance, or role
updates.
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