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HM #20
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can be assigned to endpoint profiles based on user groups.
B. Zero-trust tags can be used to allow or deny access to network resources.
C. Zero-trust tags can help monitor endpoint system resource usage.
D. Zero-trust tags can determine the security posture of an endpoint.

iEﬁ: B\ D

AR -
Zero-trust tags assess endpoint compliance based on defined posture rules and are used in access policies to control whether a
device is permitted or denied access to specific network resources.

HME#21
Refer to the exhibits.
Managed Endpoints F m
Endpoint ZTNA Tags (Detailed] \ Management Connection Software OS FortiChent Versit
£ Jumpbox ¢ FortiSASE-Compliant @ Online M Microsoft Windows 11 Professional Edition, 64-bit (build 26100) © 7.2.8Mm40
0O BEwindows-AD M FortiSASE-Compliant © Online o wVicrosoft Windows Server 2019 Datacenter Edition, 64-bit (buila 17763) 4 7.2.61076
HH FortiSASE-Non-Compliant
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ZTNA Tagging Rules
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| + create | #Eat W D2let
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El Windows ‘D
(1 osversicn M Windows 11 Al least cne parameter must pass

&= Windaws Server 2019
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Tag Name 3% FoffiSASE -Gompliant v
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|+Cr£ﬂ!ﬂ| FEdit W
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O  aAntivirus CEED /v Software is installed and running  All paramelers must pass
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Tag Nama

Secure internet Access Policy

SRTINET .

er Group % Remote_SIA_Users

[E] system defined @ members & useri@fortinertraining 13

=) Custom @ 2 user2@fortinatiraining lab

Non-Compliant ﬂ FOruSASE-Non-Compl Al Intarnat Tralfic (o] Dany All VPN Users & Eait

i web Traffic ¥ FortiSASE-Compki AllInternet Teaffic ~ Accep! # Remote_SIA_Users I ca—Q

Jumpbox and Windows-AD are endpoints fiom the same remote location. Jumpbox can access the internet through FortiSASE,
while Windows-AD can no longer access the internet.
Based on the information in the exhibits, which reason explains the outage on Windows-AD?

e A. The remote VPN user on Windows-AD no longer matches any VPN policy.
¢ B. The FortiClient version installed on Windows AD does not match the expected version on FortiSASE.
e C. Windows-AD is excluded from FortiSASE management.




¢ D. The device posture for Windows-AD has changed.
EfE: D

RN -

The Windows-AD endpoint now has both "FortiSASE-Compliant" and "FortiSASE-Non-Conpliant" tags due to failing the antivirus
software check. As a result, the Secure Internet Access Policy matches the "Non- Conpliant” rule, which is set to Deny, causing the
device to lose mternet access.

H #22

Your FortiSASE customer has a small branch office in which ten users will be using their personal laptops and mobile devices to
access the mnternet.

‘Which deployment should they use to secure their internet access with minimal configuration?

¢ A. Deploy FortiAP to secure internet access.

¢ B. Deploy SD-WAN on-ramp to secure internet access.

¢ C. Deploy FortiClient endpoint agent to secure internet access.

¢ D. Deploy FortiGate as a LAN extension to secure internet access.

EfE: A

AR :
Deploying FortiAP enables secure internet access for unmanaged personal devices in small branch offices with minimal configuration
by automatically directing traffic through FortiSASE, elimmnating the need for endpoint nstallation or complex setup.

B #23
‘When configuring FortiSASE administration settings, which option is critical for ensuring compliance with data protection
regulations?

A. Setting up geographic restrictions
B. Limiting the number of user sessions

C. Enabling file sharing
D. Disabling encryption

EfE: A

B #24
Refer to the exhibit.
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The daily report for application usage shows an unusually high number of unknown applications by category. What are two possible
explanations for this? (Choose two.)

A. Deep inspection is not being used to scan traffic.

B. Certificate inspection is not being used to scan application traffic.

C. Zero trust network access (ZTNA) tags are not being used to tag the correct users.

D. The mline-CASB application control profile does not have application categories set to Monitor

IEf#: A. D
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