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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q408-Q413):
NEW QUESTION # 408 
An attacker has installed a RAT on a host. The attacker wants to ensure that when a user attempts to go to
"www.MyPersonalBank.com", the user is directed to a phishing site.
Which file does the attacker need to modify?

A. Boot.ini
B. Hosts
C. Sudoers
D. Networks

Answer: B
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Explanation:
The hosts file on a computer maps domain names to IP addresses locally. By modifying this file, an attacker can redirect traffic
destined for legitimate sites (e.g., www.MyPersonalBank.com) to malicious IP addresses (e.g., a phishing server).
The hosts file takes precedence over DNS queries, making it a simple but powerful tool for local redirection.
Windows hosts file location: C:\Windows\System32\drivers\etc\hosts
Linux/Unix hosts file location: /etc/hosts
Reference - CEH v13 Official Study Guide:
Module 6: Malware Threats
Quote:
"Attackers can redirect users to phishing or malware sites by altering the local hosts file, bypassing DNS resolution." Incorrect
Options:
A: boot.ini is for boot configuration, not DNS resolution.
B: sudoers controls administrative privileges in Linux.
C: networks is for defining network names, not URL resolution.

NEW QUESTION # 409 
Which type of attack attempts to overflow the content-addressable memory (CAM) table in an Ethernet switch?

A. DDoS attack
B. DNS cache flooding
C. MAC flooding
D. Evil twin attack

Answer: C

Explanation:
MAC flooding is a Layer 2 attack in which an attacker sends a large number of fake MAC addresses to a switch, filling up its CAM
(Content Addressable Memory) table. Once the table is full:
The switch enters "fail-open" mode and broadcasts traffic to all ports
The attacker can then sniff sensitive traffic
This attack effectively turns a switch into a hub, facilitating data sniffing.
Incorrect Options:
A). Evil twin is a wireless attack using rogue access points.
B). DNS cache flooding corrupts DNS entries, unrelated to Ethernet.
D). DDoS attacks are about overwhelming systems/services, not Layer 2 memory overflows.
Reference - CEH v13 Official Courseware:
Module 11: Sniffing
Section: "Switch Port Stealing and MAC Flooding"
Subsection: "Layer 2 Attacks and CAM Table Poisoning"
=

NEW QUESTION # 410 
A network admin contacts you. He is concerned that ARP spoofing or poisoning might occur on his network.
What are some things he can do to prevent it? Select the best answers.

A. Use a tool like ARPwatch to monitor for strange ARP activity.
B. Use a firewall between all LAN segments.
C. Use only static IP addresses on all PC's.
D. If you have a small network, use static ARP entries.
E. Use port security on his switches.

Answer: A,D,E

Explanation:
ARP (Address Resolution Protocol) spoofing/poisoning is a common attack in which an attacker sends falsified ARP messages to
associate their MAC address with the IP address of another host. To defend against ARP spoofing:
* A. Port Security: Limits the number of MAC addresses per port; prevents MAC flooding and spoofing.
* B. ARPwatch: Monitors ARP traffic and alerts on unusual changes.
* D. Static ARP Entries: Prevent ARP responses from overwriting MAC-IP mappings, effective in small networks.



From CEH v13 Official Courseware:
* Module 8: Sniffing
* Module 11: Session Hijacking
* Module 20: Network Security
Incorrect Options:
* C: Firewalls operate at Layer 3+; ARP is a Layer 2 protocol, so firewalls don't prevent ARP spoofing.
* E: Static IP addresses do not prevent ARP poisoning.
Reference:CEH v13 Study Guide - Module 8: ARP Spoofing Mitigation TechniquesNIST SP 800-115 - Technical Guide to
Information Security Testing and Assessment

NEW QUESTION # 411 
Roma is a member of a security team. She was tasked with protecting the internal network of an organization from imminent threats.
To accomplish this task, Roma fed threat intelligence into the security devices in a digital format to block and identify inbound and
outbound malicious traffic entering the organization's network.
Which type of threat intelligence is used by Roma to secure the internal network?

A. Strategic threat intelligence
B. Technical threat intelligence
C. Operational threat intelligence
D. Tactical threat intelligence

Answer: D

Explanation:
In CEH v13 Module 01: Information Security Fundamentals, the types of threat intelligence are categorized as Strategic, Tactical,
Operational, and Technical, each serving different security roles.
Tactical Threat Intelligence - Correct Answer
Definition: Provides information in a machine-readable format such as indicators of compromise (IOCs) - including IP addresses, file
hashes, URLs, domains, and signatures.
Purpose: Used to update security appliances like firewalls, IDS/IPS, endpoint protection to automatically detect and block threats in
real-time.
Roma used threat intelligence in this exact way - automating detection and blocking via security tools.
Why Other Options Are Incorrect:
A: Technical Threat Intelligence: Often overlaps with tactical but usually refers to low-level indicators used for internal analysis, not
device-ready feeds.
B: Operational Threat Intelligence: Focuses on specific campaigns, attacker TTPs, and is generally not automated or directly used in
security appliances.
D: Strategic Threat Intelligence: High-level, non-technical insights for executives and decision-makers - used for long-term planning,
not immediate threat blocking.
Reference:
Module 01 - Threat Intelligence Types and Usage Scenarios
CEH iLabs: Ingesting IOCs into a Firewall for Tactical Threat Defense
CEH v13 eBook: Threat Intelligence Integration into Defensive Systems

NEW QUESTION # 412 
Nicolas just found a vulnerability on a public-facing system that is considered a zero-day vulnerability. He sent an email to the owner
of the public system describing the problem and how the owner can protect themselves from that vulnerability. He also sent an email
to Microsoft informing them of the problem that their systems are exposed to. What type of hacker is Nicolas?

A. Gray hat
B. Black hat
C. Red hat
D. white hat

Answer: D

Explanation:
A white hat (or a white hat hacker) is an ethical computer hacker, or a computer security expert, who focuses on penetration testing
and in other testing methodologies that ensures the safety of an organization's information systems. Ethical hacking may be a term



meant to imply a broader category than simply penetration testing. Contrasted with black hat, a malicious hacker, the name comes
from Western films, where heroic and antagonistic cowboys might traditionally wear a white and a black hat respectively. While a
white hat hacker hacks under good intentions with permission, and a black hat hacker, most frequently unauthorized, has malicious
intent, there's a 3rd kind referred to as a gray hat hacker who hacks with good intentions but sometimes without permission.
White hat hackers can also add teams called "sneakers and/or hacker clubs",red teams, or tiger teams.
While penetration testing concentrates on attacking software and computer systems from the beginning - scanning ports, examining
known defects in protocols and applications running on the system and patch installations, as an example - ethical hacking may
include other things. A full-blown ethical hack might include emailing staff to invite password details, searching through executive's
dustbins and typically breaking and entering, without the knowledge and consent of the targets. Only the owners, CEOs and Board
Members (stake holders) who asked for such a censoring of this magnitude are aware. to undertake to duplicate a number of the
destructive techniques a true attack might employ, ethical hackers may arrange for cloned test systems, or organize a hack late in the
dark while systems are less critical. In most up-to-date cases these hacks perpetuate for the long-term con (days, if not weeks, of
long-term human infiltration into an organization). Some examples include leaving USB/flash key drives with hidden auto-start
software during a public area as if someone lost the tiny drive and an unsuspecting employee found it and took it.
Some other methods of completing these include:
* DoS attacks
* Social engineering tactics
* Reverse engineering
* Network security
* Disk and memory forensics
* Vulnerability research
* Security scanners such as:
- W3af
- Nessus
- Burp suite
* Frameworks such as:
- Metasploit
* Training Platforms
These methods identify and exploit known security vulnerabilities and plan to evade security to realize entry into secured areas.
they're ready to do that by hiding software and system 'back-doors' which will be used as a link to information or access that a non-
ethical hacker, also referred to as 'black-hat' or 'grey-hat', might want to succeed in .

NEW QUESTION # 413
......
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