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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q40-Q45):
NEW QUESTION # 40 
Refer to the exhibit. Two hub-and-spoke groups are connected through redundant site-to-site IPsec VPNs between Hub 1 and Hub
2.
Which two configuration settings are required for the spoke A1 to establish an ADVPN shortcut with the spoke B2? (Choose two.)

A. On hubs, auto-discovery-receiver must be enabled on the IPsec VPNs to spokes.
B. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNs to hubs.
C. On hubs, auto-discovery-sender must be enabled on the IPsec VPNs to spokes.
D. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNs to spokes.

Answer: B,C

Explanation:

NEW QUESTION # 41 
Refer to the exhibits. The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of
Facebook and YouTube along with the firewall policy configuration and the underlay zone status. Which two statements are true
about the health and performance of SD-WAN members 3 and 4? (Choose two.)



A. Only related TCP traffic is used for performance measurement.
B. Encrypted traffic is not used for the performance measurement.
C. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.
D. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.

Answer: A,C

Explanation:
Based on the SD-WAN configuration exhibit for health checks and service with application IDs for Facebook (15832) and
YouTube (31077) and health-check set to "Passive" mode for members 3 and 4, the following conclusions about the health and
performance of SD-WAN members 3 and 4 are true:
Only related TCP traffic is used for performance measurement



The passive health-check mode measures performance based on real application traffic, which generally includes TCP traffic
affecting the monitored applications.
The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member The
configured service includes both Facebook and YouTube app IDs, and performance measurement aggregates data from these
applications.

NEW QUESTION # 42 
Which three characteristics apply to provisioning templates available on FortiManager? (Choose three.)

A. A CLI template can be of type CLI script or Perl script.
B. CLI templates are applied in order, from top to bottom.
C. A CLI template group can contain CLI templates of both types.
D. Each template group can contain up to three IPsec tunnel templates.
E. A template group can include a system template and an SD-WAN template.

Answer: B,C,E

Explanation:
Template groups can include both system and SD-WAN templates to streamline configuration deployment.
A CLI template group can include both CLI Script and CLI Snippet types.
CLI templates are applied in top-to-bottom order, which affects configuration precedence.

NEW QUESTION # 43 
When you configure FortiGate for SD-WAN, what is the impact when you assign a priority to the SD-WAN members?

A. It is used by the SD-WAN rules configured with the lowest cost strategy to select between members with similar
performances.
B. It is used by the SD-WAN rules configured with the manual strategy to determine the preferred member when all are alive.
C. It is used by SD-WAN rules that allow load balancing to determine the proportion of traffic steered to each link.
D. It is used to prioritize one static route over another in the case of ECMP routes.

Answer: D

Explanation:
SD-WAN priority acts similarly to static route priority. It is used to assign an order of preference among SD-WAN members and
affects routing decisions including static routes under ECMP scenarios.

NEW QUESTION # 44 
Refer to the exhibits. You use FortiManager to configure SD-WAN on three branch devices.
When you install the device settings. FortiManager prompts you with the error "Copy Failed" for the device branch1_fat When you
click the log button. FortiManager displays the message shown in the exhibit.
Based on the exhibits, which statement best describes the issue and how you can resolve it?





A. Check the metadata variable definitions, and review the per-device mapping configuration.
B. Check the connection between branch1_fgt and FortiManager
C. Gateways for all members in a zone must be defined the same way. Specify the gateway of the SD-WAN member port!
without metadata variables.
D. Remove the installation target for the SD-WAN member port4. You cannot combine metadata variable and installation
targets.

Answer: A

Explanation:
The error message clearly states invalid ip addr for the metadata variable ${sdwan_port1_gw}, which means the per-device value
for this variable is not defined or is incorrectly mapped. You must verify the metadata mapping for branch1_fgt to ensure that
${sdwan_port1_gw} is assigned a valid IP address.

NEW QUESTION # 45
......
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