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Cisco 100-160 Exam Syllabus Topics:

Topic Details

Topic 1
Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

Topic 2
Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems

Topic 3
Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

Topic 4
Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPNs, and intrusion detection
prevention systems, providing insight into how threats are mitigated within network environments.

Topic 5

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systems.

Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q212-Q217):
NEW QUESTION # 212 
Which of the following operating systems includes a built-in antivirus software called Windows Defender?

A. Windows and macOS
B. macOS
C. Windows
D. Linux

Answer: C

Explanation:
Windows operating system includes a built-in antivirus software called Windows Defender. It provides real-time protection against
various types of malware, including viruses, spyware, and ransomware. Windows Defender is automatically enabled and updated on
Windows computers to help keep the system secure. Note: macOS and Linux operating systems have their own security features,
but they do not include Windows Defender. macOS has a built-in security tool called XProtect, which provides some protection
against malware, and Linux offers various security features such as SELinux (Security-Enhanced Linux) and AppArmor.

NEW QUESTION # 213 
What is malware?

A. A form of cyber attack that attempts to gain unauthorized access to a network.
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B. A technique used by attackers to obtain sensitive information through deception.
C. A network of compromised computers used to carry out coordinated attacks.
D. A software program that is designed to damage, disrupt, or gain unauthorized access to a computer system.

Answer: D

Explanation:
Malware is a term used to describe any type of malicious software that is specifically designed to damage, disrupt, or gain
unauthorized access to a computer system. This can include viruses, worms, trojan horses, spyware, and adware.

NEW QUESTION # 214 
Which of the following is a key requirement for conducting a security compliance audit?

A. A certified auditor with expertise in security compliance
B. A comprehensive understanding of security compliance standards and regulations
C. Compliance monitoring tools and systems
D. A detailed audit plan and checklist

Answer: B

Explanation:
Option 1: Correct. A certified auditor with expertise in security compliance is a key requirement for conducting a security
compliance audit. The auditor should have a deep understanding of security compliance standards and regulations to ensure that the
audit is performed effectively.
Option 2: Incorrect.
While having a comprehensive understanding of security compliance standards and regulations is important, it is not a key
requirement for conducting a security compliance audit. The main requirement is a certified auditor with expertise in security
compliance.
Option 3: Incorrect.
Compliance monitoring tools and systems can be helpful during a security compliance audit, but they are not a key requirement. The
main requirement is a certified auditor with expertise in security compliance.
Option 4: Incorrect. While having a detailed audit plan and checklist is important, it is not a key requirement for conducting a security
compliance audit. The main requirement is a certified auditor with expertise in security compliance.

NEW QUESTION # 215 
During a vulnerability assessment, what is the purpose of making recommendations?

A. To allocate responsibility for fixing the vulnerabilities.
B. To mitigate identified vulnerabilities.
C. To obtain management approval for security measures.
D. To justify the need for additional cybersecurity resources.

Answer: B

Explanation:
The purpose of making recommendations during a vulnerability assessment is to provide guidance on how to mitigate or fix the
identified vulnerabilities. These recommendations may include suggested actions, such as applying patches, updating configurations,
or implementing additional security controls.

NEW QUESTION # 216 
Your supervisor suspects that someone is attempting to gain access to a Windows computer by guessing user account IDs and
passwords. The supervisor asks you to use the Windows Event Viewer security logs to verify the attempts.
Which two audit policy events provide information to determine whether someone is using invalid credentials to attempt to log in to
the computer? (Choose 2.) Note: You will receive partial credit for each correct selection.

A. Object access failure
B. Account logon failure
C. Account lockout success



D. Account logoff success

Answer: B,C

Explanation:
According to the CCST Cybersecurity course, Windows Event Viewer's Security logs record authentication-related events that can
help identify password-guessing attempts (also known as brute force attacks).
"The Account logon failure event indicates that an authentication attempt has failed, which may suggest incorrect credentials were
used. Multiple such events in a short time frame can indicate a brute-force attack. The Account lockout success event confirms that
an account has been locked due to repeated failed logon attempts, which further supports the suspicion of password-guessing
attacks." (CCST Cybersecurity, Incident Handling, Monitoring and Analyzing Security Events section, Cisco Networking Academy)
Object access failure relates to unauthorized attempts to open or modify files, not login attempts.
Account logon failure (B) shows failed login attempts due to invalid credentials.
Account lockout success (C) confirms that repeated login failures have triggered a lockout.
Account logoff success is a normal event and does not indicate malicious activity.

NEW QUESTION # 217
......
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