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R #32
In the context of the threat hunting process, what is an indicator of compromise (IOC)?

A. Anonnlies in system behavior

B. Known malware signatures

C. Weaknesses in network defenses
D. Threat intelligence reports
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HP #33
During the Threat Hunting Process, what is the goal of the Data Analysis phase?

A. Identify anomalies
B. Gather more data
C. Verify formed patterns
D. Formulate hypotheses

EfE: A

H #34
‘Which phase of the threat hunting process involves analyzing security logs, network traffic, and endpoint data?

A. Data Visualization
B. Data Collection
C. Data Processing
D. Data Analysis

Ef#: D

B #35
What is the primary goal of threat hunting outcomes?

A. To remove all existing threats from the network

B. To enhance the overall security posture of the organization

C. To identify all potential threats in the environment

D. To produce actionable intelligence to guide future defense strategies

IEf#: D

B #36
Enhancing a detection methodology could involve:

¢ A Eliminating the review of false positives

¢ B. Focusing exclusively on historical data

e (. Incorporating user and entity behavior analytics (UEBA)

¢ D. Reducing the frequency of updates to the threat intelligence database
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