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FeEY 71

Given a scenario, review basic stats to confirm functionality: This section involves interpreting traffic object
statistics and network configuration statistics to validate system functionality.

fEY 72

Identify the reason load balancing is not working as expected: This domain addresses troubleshooting load
balancing by analyzing persistence, priority groups, rate limits, health monitor configurations, and availability
status.

Y 73

Identify the reason a pool is not working as expected: This domain focuses on troubleshooting pools
including health monitor failures, priority group membership, and configured versus availability status of
pools and members.

FEY 7 4

Given a scenario, interpret traffic flow: This domain covers understanding traffic patterns through client-
server communication analysis and interpreting traffic graphs and SNMP resuilts.

fEYZ5

Identify network level performance issues: This section focuses on diagnosing network problems including
packet capture needs, interface availability, packet drops, speed and duplex settings, and TCP profile
optimization.,

FEY Z6

Determine resource utilization: This domain covers analyzing system resources including control plane
versus data plane usage, CPU statistics per virtual server, interface statistics, and disk and memory
utilization.
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I #65
Users are unable to reach an application. The BIG-IP Administrator checks the Configuration Utility and observes that the Virtual
Server has a red diamond in front of the status. What is causing this issue?

A. All pool members are down.

B. The Virtual Server is receiving HTTPS traffic over HTTP virtual.
C. The Virtual Server is disabled.

D. All pool members have been disabled.

EfE: A

A -

In the BIG-IP Configuration Utility, the status icon (shape and color) provides immediate feedback on why a virtual server is not
working as expected. A "Red Diamond" indicates that the object is

"Offline" and unavailable to process traffic. For a virtual server, this specific status typically means it has inherited an offline state from
its mandatory backend resources. If all pool members associated with the virtual server have failed their health monitors, the virtual
server will transition to a red diamond status because it has no healthy destination for incoming requests. This is distinct froma

"Black Circle," which would indicate the virtual server has been manually

"Disabled" by an administrator. To troubleshoot a red diamond, the administrator must examine the associated pool and its members
to determine why the health monitors are failing (e.g., server crashes, network path failures, or incorrect monitor strings). Resolving
the health check failures on the pool members will return the virtual server to an "Available" (Green) status.

B # 66

A BIG-IP Administrator needs to determine why only one pool member is showing connections from the virtual server, resulting in
uneven load balancing,

What two reasons would cause uneven load balancing? (Choose two answers)

e A. All pool members are marked down.

¢ B. The pool has a persistence profile configured.

e (. Monitors have marked down multiple pool members.
e D. The virtual server is marked down.

EM#: B. C

R

Uneven load balancing on a BIG-IP system typically occurs when traffic is not distributed evenly across all available pool members.
One common reason is that monitors have marked down multiple pool members (Option B). When health monitors fail for specific
pool members, BIG-IP automatically removes those members from load-balancing decisions. As a resullt, traffic is sent only to the
remaining healthy member, creating the appearance that load balancing is not functioning correctly. This behavior is expected and
aligns with BIG-IP's design to ensure traffic is sent only to healthy resources.

Another frequent cause is the presence of a persistence profile on the pool or virtual server (Option C). Persistence (such as source
address or cookie persistence) forces subsequent client connections to be sent to the same pool member for session continuity.
While persistence is critical for certain applications, it can override the load-balancing algorithm and cause most or all traffic to be
directed to a single pool member, especially during low traffic volumes or testing scenarios.

The other options are incorrect because a virtual server marked down (Option A) would not pass traffic at all, and all pool members
marked down (Option D) would result in no connections rather than uneven distribution. This analysis follows standard BIG-IP
troubleshooting methodology using pool status, monitor results, and persistence configuration review.

HH #67
A BIG-IP Admnistrator configured the following virtual server to pass traffic on all addresses and ports.
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After configuration is completed, the BIG-IP Administrator notices that the virtual server is unable to pass traffic.
Plamtext

ltm virtual forwarding_any vs {
destination 0.0.0.0:any
ip-forward

mask 255.255.255.255
profiles {

fastl4 {}

}

serverssl-use-sni disabled
source 0.0.0.0/0
translate-address disabled
translate-port disabled

}
Which part of the configuration is the cause of the issue?

e A Incorrect translate-address configured
¢ B. Incorrect destination configured
e C. Incorrect mask 255.255.255.255

EfE: C

A -

The failure of the Forwarding (IP) virtual server is caused by an incorrect Network Mask configuration for a wildcard destination.
* Wildcard Destination: The admmistrator ntends to create a "Wildcard" Virtual Server that listens for any destination IP address
(0.0.0.0).

* The Mask Conflict: A mask 0f255.255.255.255 (or /32) tells the BIG-IP to look for a specific, single host address. When
combined with 0.0.0.0, the system s literally looking for traffic destined for the IP

0.0.0.0, which is not a valid routable destination for standard traffic.

* Correct Configuration: To allow the virtual server to catch traffic for any IP address, the mask must be changed to 0.0.0.0 (or /0).
This signifies that the system should ignore all bits of the destination address and match everything,

* Forwarding Logic: The rest of the configuration-including ip-forward (Forwarding IP type), translate-address disabled, and
translate-port disabled-is correct for a BIG-IP acting as a router

/gateway.

B # 68
Which two methods should the BIG-IP Administrator use to troubleshoot a pool member that has been marked DOWN by its
health monitor? (Choose two answers)

A. Review the pool and pool-member statistics table for error data.

B. Collect a TCPdump packet capture for the DOWN pool member.
C. Review the BIG-IP routing table using netstat -rn to show all routes.
D. Enable monitor logging for the pool member that is DOWN.

IEf#: B. D

AR

When a pool member is marked DOWN, it indicates that the configured health monitor is failing,

The most effective troubleshooting approach is to focus on the monitor behavior and the actual traffic between BIG-IP and the pool
member.

Enabling monitor logging (Option B) is a recommended first step. Monitor logging provides detailed information about why the health
check is failing, such as timeouts, connection refliisals, incorrect responses, or unexpected status codes. This directly correlates with
BIG-IP troubleshooting best practices and allows administrators to confirm whether the failure is due to application behavior,
incorrect monitor configuration, or network reachability.

Collecting a TCPdump packet capture (Option D) is also a highly effective method. A packet capture allows the administrator to
verify whether the monitor probes are being sent, whether responses are received, and whether packets are being dropped, reset, or
malformed. This is especially valuable when diagnosing firewall issues, SSL problens, or application-level failures.

HR #69



An organization is reporting slow performance accessing their Intranet website, hosted in a public cloud. All employees use a single
Proxy Server with the public IP of 104.219.110.168 to connect to the Internet. What should the BIG-IP Administrator of the
Intranet website do to fix this issue?

A. Change Default Persistence Profile to cookie

B. Change Fallback Persistence Profile to source addr
C. Change Source Address to 104.219.110.168/32

D. Change Load Balancing Method to Least Connection

EfE: A
fEE N -

This scenario describes a classic network performance issue known as the "Mega-Proxy" problem. When an organization routes all
employee traffic through a single proxy server, the BIG-IP sees thousands of unique users as having the exact same source [P
address. If the admnistrator has configured "Source Address Affinity" persistence, the BIG-IP will correctly follow the rule but
incorrectly route all users to the same single backend pool member. This creates a severe load imbalance where one server is
overwhelmed while others remain idle, leading to poor application response times. To resolve this, the administrator must change the
persistence profile to "HTTP Cookie". Cookie-based persistence allows the BIG-IP to place a unique identifier in each user's
browser, allowing the system to distinguish between individual sessions even if they share the same source IP. This fix ensures that
traffic is distributed evenly across the pool members, restoring4 the expectSed load balancing functionality and resolving the slow
performance reported by users behind the corporate proxy.
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