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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q285-Q290):
NEW QUESTION # 285 
Which of following responsibilities can never be transferred. even during cloud adoption?

A. Application Development
B. Infrastructure
C. Governance
D. Security

Answer: C

Explanation:
The primary issue to remember when governing cloud computing is that an organization can never outsource responsibility for
governance, even when using external providers. This is always true, cloud or not, but is useful to keep in mind when navigating
cloud computing's concepts of shared responsibility models Ref: CSA Security Guidelines V4.0
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Why is it important to control traffic flows between networks in a cybersecurity context?

A. To reduce the amount of data stored
B. To simplify network architecture
C. To increase the speed of data transmission
D. To reduce the blast radius of attacks

Answer: D

Explanation:
Controlling traffic flows between networks is critical in a cybersecurity context toreduce the blast radius of attacks. By segmenting
networks and implementing controls such as firewalls, organizations can limit the lateral movement of attackers, containing breaches
and minimizing their impact.
From theCCSK v5.0 Study Guide, Domain 9 (Network Security), Section 9.2:
"Controlling traffic flows between networks is a fundamental cybersecurity practice to reduce the blast radius of attacks. Network
segmentation and micro-segmentation limit an attacker's ability to move laterally within the environment, containing breaches and
protecting critical assets." Option B (To reduce the blast radius of attacks) is the correct answer.
* Option A (To increase the speed of data transmission) is incorrect because traffic control focuses on security, not speed.
* Option C (To simplify network architecture) is incorrect because segmentation may increase complexity.
* Option D (To reduce the amount of data stored) is incorrect because traffic control does not directly affect data storage.
References:
CCSK v5.0 Study Guide, Domain 9, Section 9.2: Network Segmentation and Traffic Control.

NEW QUESTION # 287 
A company plans to shift its data processing tasks to the cloud. Which type of cloud workload best describes the use of software
emulations of physical computers?

A. Virtual Machines (VMs)
B. Platform as a Service (PaaS)
C. Serverless Functions (FaaS)
D. Containers

Answer: A

Explanation:
The correct answer isD. Virtual Machines (VMs). In the context of cloud computing,Virtual Machines (VMs)are software-based
emulations of physical computers. They run an operating system (OS) and applications just like a physical machine would. VMs are
often hosted on physical servers using hypervisors, which allow multiple VMs to run on a single physical machine, thereby sharing
resources like CPU, memory, and storage.
Why Virtual Machines (VMs) are Suitable for Data Processing:
Full OS Environment:VMs provide a complete operating system environment, making them suitable for running complex data
processing tasks that require specific OS configurations.
Isolation:Each VM operates independently, providing isolation between different workloads, which is essential when processing
sensitive or diverse data sets.
Scalability:Cloud providers offer VM scaling options to meet the demands of data processing workloads.
Compatibility:VMs can run legacy applications that may not be compatible with newer cloud-native technologies.
Why Other Options Are Incorrect:
A . Platform as a Service (PaaS):PaaS provides a platform for developing and deploying applications without managing underlying
infrastructure. It is not directly related to VM-based processing.
B . Serverless Functions (FaaS):Serverless computing abstracts the infrastructure and is used for running discrete functions rather
than emulating entire machines.
C . Containers:Containers package applications and dependencies but share the host OS kernel. They are lightweight compared to
VMs and do not fully emulate physical computers.
Real-World Example:
If a company moves a data processing application that was traditionally run on an on-premises physical server to the cloud, they
might choose VMs on services like AWS EC2, Azure Virtual Machines, or Google Compute Engine to maintain the same OS
environment and application compatibility.
Reference:
CSA Security Guidance v4.0, Domain 7: Infrastructure Security
Cloud Computing Security Risk Assessment (ENISA) - Virtualization Risks Cloud Controls Matrix (CCM) v3.0.1 - Infrastructure



as a Service (IaaS) Domain

NEW QUESTION # 288 
To understand their compliance alignments and gaps with a cloud provider, what must cloud customers rely on?

A. EDiscovery tools
B. Provider run audits and reports
C. Provider and consumer contracts
D. Provider documentation
E. Third-party attestations

Answer: E

NEW QUESTION # 289 
ENISA: A reason for risk concerns of a cloud provider being acquired is:

A. Provider may change physical location
B. Resource isolation may fail
C. Arbitrary contract termination by acquiring company
D. Mass layoffs may occur
E. Non-binding agreements put at risk

Answer: E

NEW QUESTION # 290
......
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