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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q273-Q278):

NEW QUESTION # 273

An end user is unable to access the mtranet. A technician needs to confirm whether the Windows web server is online and
functioning. Which of the following default remote access technologies would the technician most likely use to remotely connect to
the server?

A. VNC
B. SSH
C. RDP
D. SPICE

Answer: C

Explanation:

The correct answer is C. RDP (Remote Desktop Protocol), because RDP is the default remote access technology for Windows
servers. It allows technicians to remotely connect to the graphical desktop environment of a Windows server to verify services, logs,
and system status.

According to the Quentin Docter - CompTIA A+ Complete Study Guide, RDP is built into Windows operating systens and is
commonly used by administrators to manage Windows servers and workstations. It provides full access to the desktop, making it
ideal for checking whether services such as IIS (Internet Information Services) are rumning properly.

The Travis Everett & Andrew Hutz - All-in-One Exam Guide explains that while SSH is commonly used for Linux and network
devices, Windows servers typically rely on RDP for administrative access. VNC is a third-party remote desktop solution and is not
enabled by default on Windows systens.

The Mike Meyers / Mark Soper Lab Manual reinforces that SPICE is primarily used in virtualized environments and is not a
standard Windows remote access tool

Because the technician needs to verify a Windows web server's operational status using a built-in method, RDP is the most
appropriate and likely technology, making C the correct answer.

NEW QUESTION # 274
A user receives a new personal computer but is unable to run an application. An error displays saying that .
NET Framework 3.5 is required and not found. Which of the following actions is the best way to resolve this issue?

A. Forward the trouble ticket to the SOC team because the issue poses a great security risk.
B. Download the dependency via a third-party repository.

C. Ignore the dependency and mnstall the latest version 4 instead.

D. Resolve the dependency through the ' Turn Windows features on or oft" menu.

Answer: D

Explanation:

NET Framework versions are often required for applications to run. If an older app requires .NET Framework

3.5, it must be explicitly installed as it is not included by default in newer versions of Windows. The best method to do this safely is
through the built-in " Turn Windows features on or off " utility, which downloads and installs 1t via official Microsoft services.

B). Using third-party repositories is unsafe and not recommended.

O). Installing .NET 4 does not include 3.5; versions are not fully backward compatible.

D). The issue is technical, not a security incident for the SOC team.

Reference:

CompTIA A+ 220-1102 Objective 3.3: Troubleshoot common software, application, and OS security issues.

Study Guide Section: Managing application dependencies (e.g., .NET Framework, Java)

NEW QUESTION # 275

A user reports that while their laptop performs well for general office tasks, it experiences significant lag and low frame rates when
running a newly installed high-end 3-D game. The laptop is equipped with a high-end CPU and 16 GB of RAM, but the user
suspects the system is not utilizing its full potential for gaming. Which of the following should the technician do to resolve this issue?

e A Overclock the RAM.
e B. Enable NIC teaming.
e C. Activate CPU hyperthreading.



e D. Select dedicated graphics.
Answer: D

Explanation:

This is a classic symptom of graphics performance limitations : modern games stress GPU/VRAM far more than older or lightweight
titles. The All-in-One guide explains that "graphically demanding applications...

state specific graphics requirements," and highlights that CompTIA focuses on "dedicated graphics cards versus integrated ones." It
further clarifies that integrated GPUs are typically less powerful than dedicated GPUs and that demanding software (including games)
often assumes dedicated graphics, with VRAM requirements frequently included.

On many "gaming-ready" laptops, the system may have both integrated and discrete graphics, and performance issues occur if the
game runs on the integrated GPU instead of the discrete GPU. Selecting dedicated graphics (for the application or globally,
depending on the platform) forces the workload onto the more capable GPU and typically resolves lag. Overclocking RAM is not
the first-line fix and adds instability risk, NIC teaming is irrelevant to local rendering performance, and hyperthreading helps some
CPU workloads but won't solve a GPU-bound modern game. Therefore, Select dedicated graphics (C) is best.

NEW QUESTION # 276
‘Which of the following describes an attack in which an attacker sets up a rogue AP that tricks users into connecting to the rogue AP
instead of the legitimate network?

A. Shoulder surfing
B. Tailgating

C. BEvil twin

D. Stalkerware

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

An evil twin is a rogue wireless access point set up to mimic a legitimate Wi-Fi network. Unsuspecting users may connect to it, giving
attackers the opportunity to intercept traffic, steal credentials, or install malware.

The evil twin often uses the same SSID as the real network to ool users.

A: Stalkerware is spyware installed to track user activity, typically on personal devices.

C: Tailgating is a physical security breach nvolving unauthorized entry behind someone with access.

D: Shoulder surfing involves observing a person entering confidential data, such as PINs or passwords.
Reference:

CompTIA A+ 220-1102 Objective 2.3: Compare and contrast social engineering and wireless attacks.
Study Guide Section: Wireless threats - rogue APs and evil twin scenarios

NEW QUESTION # 277
MFA for a custom web application on a user's smartphone is no longer working, The last time the user remembered it working was
before taking a vacation to another country. Which of the following should the technician do first?

A. Verify the date and time settings

B. Escalate to the website developer
C. Uninstall and reinstall the application
D. Apply mobile OS patches

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Multi-Factor Authentication (MFA) apps, especially time-based one-time password (TOTP) apps (e.g., Google Authenticator,
Authy), rely on accurate time synchronization between the device and the authentication server. If the user recently traveled
internationally, the device may have incorrect date/time settings due to time zone changes or failed synchronization, leading to MFA
failure.

The most logical and non-intrusive first step is to verify and correct the date and time settings. This aligns with basic troubleshooting
principles-start with the simplest and most likely cause before taking more drastic action.

Reference:



CompTIA A+ 220-1102 Objective 2.6: Given a scenario, apply cybersecurity best practices to secure a workstation.
Study Guide Section: Authentication technologies and MFA troubleshooting

NEW QUESTION # 278
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