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Nutanix Certified Professional - Cloud Native v6.10 Sample Questions (Q32-
Q37):
NEW QUESTION # 32

A company is required by NIST to follow FIPS guidelines for compliance.
What is the first step for enabling FIPS in NKP?

¢ A Click Enable in the NKP Kommander Web UI, Global Workspace -> Settings -> FIPS menu.

¢ B. Run the command nkp cluster create <provisioner> <options™> --fips

¢ C. Run the command export FIPS ENABLED=true

¢ D. Follow the OS vendor's instructions to ensure that the OS or OS images are prepared for operating in FIPS mode.
Answer: D
Explanation:

According to the NKPA 6.10 documentation under the "Preparing for FIPS Compliance" section, the first step for enabling FIPS in
an NKP environment is to ensure that the underlying operating system (OS) or OS images are correctly configured for FIPS mode.
The Nutanix Kubernetes Platform can only leverage FIPS- compliant cryptographic modules if the underlying OS is already
configured for FIPS operation.

Specifically, the documentation states:

"Before enabling FIPS in NKP, ensure that the OS or OS images are prepared and configured to operate in FIPS mode, following
the vendor’s guidelines. Once the OS is in FIPS mode, the NKP cluster components can be provisioned with FIPS support." This
foundational step is critical to ensure cryptographic consistency and compliance throughout the NKP stack.

Reference:

Nutanix Kubernetes Platform Administration (NKPA) 6.10 - "FIPS Compliance”" NCP-CN 6.10 Study Guide - "Preparing OS
Images for FIPS"

NEW QUESTION # 33
A Platform Engineer is going to deploy NKP to a Nutanix cluster on-premas well as Amazon EKS. What is the finction of the
bootstrap cluster for this architecture?

A. Simplifies the networking requirements for Kubernetes.

B. Increases security froma single point of entry.

C. Saves cost by minimizing resources required for provisioning,
D. Uses Cluster API for infrastructure-agnostic provisioning,

Answer: D

Explanation:

The NKPA course explains the role of a bootstrap cluster in NKP deployments, particularly in hybrid architectures involving
Nutanix on-prem and Amazon EKS. A bootstrap cluster is a temporary Kubernetes cluster created during the deployment process
to mitialize Cluster API (CAPI) components, which manage the lifecycle of the target NKP clusters. The primary fimction of the
bootstrap cluster is to use Cluster API for infrastructure-agnostic provisioning (Option D).

CAPI enables NKP to provision clusters across different infrastructures (e.g., Nutanix AHV, AWS EKS) in a consistent,
infrastructure-agnostic manner. The bootstrap cluster runs the CAPI controllers (e.g., CAPX for Nutanix, CAPA for AWS) that
orchestrate the creation of the target clusters, abstracting the underlying infrastructure details. The Nutanix Cloud Native (NCP-CN)
6.10 Study Guide states: "The bootstrap cluster in NKP uses Cluster API to provide infrastructure-agnostic provisioning, enabling
consistent cluster creation across diverse environments like Nutanix AHV and Amazon EKS." This ensures that the same CAPI-
based workflow can deploy clusters on both on-prem Nutanix and cloud-based EKS.

Incorrect Options:

* A. Increases security froma single point of entry: A bastion host, not a bootstrap cluster, provides a single point of entry for
security. The bootstrap cluster is temporary and focuses on provisioning,

* B. Sinplifies the networking requirements for Kubernetes: Networking is managed by the target cluster's CNI (e.g, Calico), not
the bootstrap cluster.
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* C. Saves cost by minimizing resources required for provisioning: The bootstrap cluster is temporary and does not significantly
impact costs; its purpose is provisioning, not cost-saving.

Nutanix Kubernetes Platform Administration (NKPA) Course, Section on Bootstrap Cluster Functionality.

Nutanix Cloud Native (NCP-CN) 6.10 Study Guide, Chapter on Building NKP Clusters.

Nutanix Cloud Bible, NutanixKubermetesPlatform Section: https//www.nutanixbible.com Cluster API Docurmentation:
httpsy/cluster-api.sigs.k8s.io

NEW QUESTION # 34

A company was using a test application called temp-shop developed in the temp-ecommerce NKP Starter cluster. Now, the cluster
has just been taking up valuable resources that could be used for other projects, so the development team has decided to remove it.
Before proceeding, they verified that they had the cluster configuration file temp-ecommerce.conf.

What command should the development team execute to delete the cluster with its nodes and application?

¢ A nkp delete cluster --cluster-name=temp-shop --self-managed --kubeconfig=temp-shop.conf
¢ B. nkp delete cluster --cluster-name=temp-ecommerce --self-managed --kubeconfig=temp-ecommerce.conf
e C. nkp delete cluster --all
¢ D. nkp delete cluster --application-name=temp-shop --self-managed --kubeconfig=temp-ecommerce.conf
Answer: B
Explanation:

As per the NKPA 6.10 documentation, the correct approach for deleting an entire NKP-managed cluster (including nodes and
deployed applications) is to use the nkp delete cluster command with the cluster name and --kubeconfig parameter. The --self-
managed flag ensures the deletion of resources provisioned by the cluster.

Exact extract:

"Use nkp delete cluster --cluster-name=<name> --self- managed --kubeconfig=<config> to delete a cluster and its associated
resources." Reference:

Nutanix Kubernetes Platform Admmnistration (NKPA) 6.10 - "Cluster Deletion Workflow" NCP-CN 6.10 Study Guide - "Deleting
a Managed Cluster"

NEW QUESTION # 35
A Platform Engineer is getting started with NKP and has created a bastion host with all needed prerequisites.
How should the engineer install Kommander?

A. NKP CLI
B. Ansible

C. AWS CLI
D. Terraform

Answer: A

NEW QUESTION # 36
Which two statements are true regarding deploying NKP on an Azure Kubernetes Service (AKS) Infrastructure? (Choose two.)

A. Existing AKS clusters must be attached to the Management cluster.

B. AKS best practices encourage building customized images.

C. NKP Management cluster with the Kommander component must be installed before installing NKP on AKS cluster.
D. AKS clusters can be deployed as Management or Pro NKP clusters.

Answer: A,C

Explanation:

The NKPA course outlines the specifics of integrating Azure Kubernetes Service (AKS) with NKP, focusing on fleet management
and the deployment architecture. The correct statements are:

* Existing AKS clusters must be attached to the Management cluster (Option A)INKP does not provision AKS clusters directly
because AKS is a managed Kubernetes service. Instead, NKP attaches existing AKS clusters to its management plane for



centralized management. The Nutanix Cloud Native (NCP-CN) 6.10 Study Guide states: "For AKS integration, existing AKS
clusters must be attached to the NKP Management cluster using the Attach Cluster finctionality, as NKP does not provision AKS
clusters." This mvolves creating a service account with cluster-admin permissions in the AKS cluster and providing its kubeconfig to
NKP.

* NKP Management cluster with the Kommander component must be installed before mstalling NKP on AKS cluster (Option
C):The Kommander component is part of the NKP Management cluster and provides the centralized management plane for fleet
management, including AKS clusters. The NKPA course specifies that an NKP Management cluster with Kommander must be
deployed before attaching or managing external clusters like AKS. The NCP-CN 6.10 Study Guide notes: "An NKP Management
cluster with Kommander must be installed prior to integrating AKS clusters, as Kommander enables the fleet management
capabilities for external clusters." Incorrect Options:

* B. AKS best practices encourage building customized images: AKS best practices recommend using the default node images
provided by Azure, which are optimized for AKS features like autoscaling and security. Custom images can lead to loss of
functionality, as noted in previous questions (e.g., Q91).

* D. AKS clusters can be deployed as Management or Pro NKP clusters: AKS clusters are attached, not deployed, by NKP.
Additionally, AKS clusters cannot serve as NKP Management clusters; the Management cluster must be deployed on supported
infrastructure like Nutanix AHV, AWS, or vSphere. "Pro NKP clusters" is not a valid term in NKP documentation-Pro refers to a
license tier, not a cluster type.

Nutanix Kubernetes Platform Administration (NKPA) Course, Section on Fleet Management with AKS.
Nutanix Cloud Native (NCP-CN) 6.10 Study Guide, Chapter on Attaching External Clusters.
Nutanix Cloud Bible, NutanixKubernetesPlatform Section: https//www.nutanixbible.com

NEW QUESTION # 37
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