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WGU Managing Cloud Security (JY02) Sample Questions (Q139-Q144):

NEW QUESTION # 139

An accountant in an organization is allowed access to a company's human resources database only to adjust the number of hours
that the organization's employees have worked in a fiscal year. However, the accountant modifies an employee's personal
information. Which part of the STRIDE model describes this situation?

A. Tampering
B. Elevation of privilege
C. Denial of service

D. Spoofing
Answer: A

Explanation:

The STRIDE threat model identifies six categories: Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, and
Elevation of privilege. In this scenario, the accountant modified data they were not authorized to change. This is an act ofTampering,
which refers to unauthorized alteration of data or systemns.

Spoofing would involve impersonating another identity, denial of service would block availability, and elevation of privilege would
mnvolve gaining higher access rights. The accountant already had legitimate access but misused it to alter data outside their scope of
responsibility.

Tampering compromises data integrity, one of the pillars of the CIA triad. In cloud and enterprise systens, safeguards against
tampering include role-based access control, least privilege, and auditing to detect unauthorized changes. Recognizing this as
tampering helps in identifying insider misuse and implementing compensating controls.

NEW QUESTION # 140
‘Which open-source software (OSS) cloud computing platform provides a full set of features and components for a cloud
environment?

A. VMware vSphere

B. Hypervisor

C. Open Web Application Security Project
D. Apache OpenStack

Answer: D

Explanation:

Apache OpenStack is an open-source cloud computing platform that provides a comprehensive set of features and components for
building and managing cloud environments. Managing Cloud principles explain that OpenStack supports conmpute, storage,
networking, identity, and orchestration services.

It enables organizations to deploy private and hybrid clouds with full control over infrastructure and security configurations. The
modular architecture allows flexibility and scalability.

The other options are not full cloud platforns. A hypervisor provides virtualization, VMware vSphere is proprietary, and OWASP
focuses on application security guidance. Therefore, Apache OpenStack is the correct answer.

NEW QUESTION # 141
Which data destruction technique involves encrypting the data, followed by encrypting the resulting keys with a different engine, and
then destroying the keys resulting from the second encryption round?

¢ A. Cryptographic erasure
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¢ B. Degaussing

¢ C. Overwriting
¢ D. One-way hashing

Answer: A

Explanation:

Cryptographic erasure is a secure data sanitization technique that relies on encryption. The process involves encrypting the data,
encrypting the keys with a second layer, and then destroying the encryption keys.

Without the keys, the encrypted data becomes unreadable and is effectively destroyed, even though the storage media remains
mtact.

One-way hashing is used for password storage, not full data destruction. Degaussing is for magnetic media, and overwriting involves
physically writing new data over existing sectors.

Cryptographic erasure is widely used in cloud environments where physical media cannot be easily destroyed or reclaimed by
customers. It ensures compliance with data retention and privacy regulations while maintaining environmental sustainability by
allowing reuse of storage hardware.

NEW QUESTION # 142
Which technology is increasingly deployed in enterprise environments for applications such as digital tracking of the supply chain?

A. Internet of Things
B. Bigdata

C. Machine learning
D. Cloud computing

Answer: A

Explanation:

The Internet of Things (IoT) is increasingly deployed in enterprise environments for digital tracking of supply chains. Managing Cloud
principles explain that IoT enables physical objects-such as sensors, tags, and devices-to collect and transmit data in real time.

In supply chain scenarios, loT devices track location, temperature, humidity, and movement of goods throughout manufacturing,
transportation, and storage. This continuous data collection improves visibility, efficiency, and accountability across the supply chain.
Cloud platforms commonly support loT by aggregating, storing, and analyzing the collected data.

Cloud computing provides infrastructure, big data analyzes large datasets, and machine learning derives insights, but IoT is the
enabling technology that perforns real-time tracking. Therefore, Internet of Things is the correct answer.

NEW QUESTION # 143
Which regulation defines requirements for the electronic transfer of healthcare data to a cloud service provider?

A. Healthcare Quality Improvement Law

B. Gramm+Leach-Bliley Act

C. Health Insurance Portability and Accountability Act
D. Stark Law

Answer: C

Explanation:

The Health Insurance Portability and Accountability Act (HIPAA) defines requirements for the electronic transfer of healthcare data
to a cloud service provider. Managing Cloud documentation explains that HIPAA governs the protection, transmission, and storage
of protected health information (PHI).

HIPAA establishes admnistrative, technical, and physical safeguards to ensure confidentiality, ntegrity, and availability of healthcare
data. When healthcare organizations use cloud services, both the organization and the cloud provider must ensure compliance with
HIPAA requirements.

The other regulations do not apply to healthcare data transfer. Stark Law addresses physician self-referral, the Healthcare Quality
Improvement Law focuses on peer review, and GLBA applies to financial institutions.

Therefore, HIPAA is the correct answer.

NEW QUESTION # 144
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