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Fortinet NSE5_SSE_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
members, zones, and performance SLAs to monitor network quality.

Topic 2
Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing
security profiles for content inspection and deploying compliance rules to managed endpoints.

Topic 3
SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
integration with SD-WAN infrastructure.

Topic 4
Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
security threats, and generate reports.

Topic 5
Rules and Routing: This section addresses configuring SD-WAN rules and routing policies to control and
direct traffic flow across different links.
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Fortinet NSE 5 - FortiSASE and SD-WAN 7.6 Core Administrator Sample
Questions (Q27-Q32):
NEW QUESTION # 27 
An SD-WAN member is no longer used to steer SD-WAN traffic. You want to update the SD-WAN configuration and delete the
unused member.
Which action should you take first? (Choose one answer)

A. Remove the member from the performance service-level agreement (SLA) definitions.
B. Move the SD-WAN member to the virtual-wan-link zone.
C. Disable the interface.
D. Delete static route definitions for that interface.

Answer: A

Explanation:
According to theSD-WAN 7.6 Core Administratorstudy guide and theFortinet Document Library, FortiOS maintains strict
referential integrity for SD-WAN objects. An SD-WAN member interface cannot be deleted or removed from the configuration if it
is still being "used" or referenced by other features.
* Reference Locking: In the FortiOS GUI, the "Delete" button for an SD-WAN member is typically grayed out or an error message
appears if the interface is part of an active service or monitoring tool.
* Performance SLA Dependency: Performance SLAs (health checks) monitor specific member interfaces. If an interface is a
participant in an SLA, it is considered "active" by the system. Therefore, a critical first step in the decommissioning process is
toremove the member from all Performance SLA definitions. Once the health check is no longer polling that interface, one major
reference lock is released.
* Other Dependencies: While firewall policies and SD-WAN rules (service rules) also create references, the question specifies the
member is "no longer used to steer traffic," implying it may have already been removed from steering rules. However, Performance
SLAs often remain active in the background, making their removal the essential next step to permit the deletion of the member itself.
Why other options are incorrect:
* Option A: Moving a member between zones doesn't help you delete it; it just changes its logical grouping. It still remains an active
SD-WAN member.
* Option B: Disabling the physical interface does not remove the configuration references within the SD- WAN engine. The
FortiGate will simply report the member as "Down," but it will still exist in the configuration as a member.
* Option D: In modern SD-WAN deployments, static routes usually point to theSD-WAN Zone(like virtual-wan-link) rather than
individual physical interfaces. Therefore, you don't typically need to delete the static route to remove a single member from the zone.

NEW QUESTION # 28 
How is the Geofencing feature used in FortiSASE? (Choose one answer)

A. To restrict access to applications based on the time of day in specific countries.
B. To monitor user behavior on websites and block non-work-related content from specific countries
C. To allow or block remote user connections to FortiSASE POPs from specific countries.
D. To encrypt data at rest on mobile devices in specific countries.

Answer: C
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Explanation:
FortiSASE geofencing controls connectivity by permitting or denying remote user and edge device access to its Points of Presence
(PoPs) based on the originating country, enhancing security through location-based restrictions.
Administrators configure country lists in the FortiSASE portal to enforce compliance or mitigate regional threats, applying uniformly
to VPN tunnels or agent connections without affecting post- connection traffic.

NEW QUESTION # 29 
Which statement is true about FortiSASE supported deployment?

A. FortiSASE supports VPN mode and Agentless mode, based on user requirements.
B. FortiSASE supports both Endpoint mode and SWG mode, depending on deployment.
C. FortiSASE relies on ZTNA-only mode, which replaces SWG and endpoint functions.
D. FortiSASE operates only in SWG mode, where all traffic is forced through FortiSASE POPs.

Answer: B

Explanation:
According to theFortiSASE 7.6 Administration Guideand theFCP - FortiSASE 24/25 Administrator curriculum, FortiSASE is
designed with a hybrid deployment architecture to support various user and device requirements. It primarily operates in two modes:
* Endpoint Mode (Agent-based): This mode requires the installation ofFortiClienton the user's laptop or device. The agent
establishes an "always-up" secure VPN tunnel to the nearest FortiSASE Point of Presence (PoP), providing full Secure Internet
Access (SIA), Secure Private Access (SPA), and endpoint posture checks (ZTNA).
* Secure Web Gateway (SWG) Mode (Agentless): This mode is used for users or devices where installing an agent is not feasible
(e.g., unmanaged devices or Chromebooks). It relies on explicit web proxy settings or a PAC (Proxy Auto-Configuration) file to
redirect web traffic (HTTP/HTTPS) to the SASE PoP for inspection.
Why other options are incorrect:
* Option A: While it supports VPN, "VPN mode" is not the formal name of the deployment type; it is
"Endpoint mode".
* Option C: FortiSASE is not limited to SWG; it is a full SSE (Security Service Edge) solution including FWaaS and ZTNA.
* Option D: ZTNA is a capability within the platform, not a replacement for the overall endpoint or SWG functions.

NEW QUESTION # 30 
Which two delivery methods are used for installing FortiClient on a user's laptop? (Choose two.)

A. Send an invitation email to selected users containing links to FortiClient installers.
B. Configure automatic installation through an API to the user's laptop.
C. Use zero-touch installation through a third-party application store.
D. Download the installer directly from the FortiSASE portal.

Answer: A,D

NEW QUESTION # 31 
Refer to the exhibit. The exhibit shows output of the command diagnose sys sdwan service collected on a FortiGate device.
The administrator wants to know through which interface FortiGate will steer traffic from local users on subnet
10.0.1.0/255.255.255.192 and with a destination of the social media application Facebook.
Based on the exhibits, which two statements are correct? (Choose two.)



A. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member of rule 3,
HQ_T1.
B. FortiGate steers traffic for social media applications according to the service rule 2 and steers traffic through port2.
C. There is no service defined for the Facebook application, so FortiGate applies service rule 3 and directs the traffic to
headquarters.
D. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels HQ_T1,
HQ_T2, HQ_T3.

Answer: B,D

Explanation:
"If a flow is identified as belonging to a defined application category (such as social media), FortiGate will match it to the
corresponding service rule (rule 2) and route it through the specified interface, such as port2. However, if the application is not
recognized during the session setup, the system defaults to load balancing the traffic using the available tunnels according to the
policy for unclassified traffic, ensuring continuous connectivity while waiting for application classification." This guarantees both
performance and resilience.

NEW QUESTION # 32
......
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