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Microsoft GH-100 Exam Syllabus Topics:

Topic Details

Topic 1

Enable secure software development and ensure compliance: This section of the exam measures skills of
GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

Topic 2

Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
internally versus those needing GitHub Support, and generating support bundles and diagnostics. It also
involves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI
CD strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

Topic 3

Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of
GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,
Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered
services, support options, and monitoring license usage across users and machine accounts.
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helper. Take a look at the development of GH-100 Guide quiz and you will certainly be attracted to it. The advantages of GH-100
study materials are numerous and they are all you need!

Microsoft GitHub Administration Sample Questions (Q12-Q17):
NEW QUESTION # 12 
When a user becomes a member of multiple GitHub organizations, which THREE of the following are important considerations for
administrators? (Choose three.)

A. The user will need to authorize credentials separately for each SAML-enabled organization.
B. The user will automatically have the same role across all organizations.
C. The user's profile information becomes private to non-organization members.
D. The user's personal repositories will become accessible to all organizations.
E. The user's repository access and/or team membership needs to be managed separately for each organization.
F. The user will have different permission levels in each organization.

Answer: A,E,F

Explanation:
A user's repository access and team memberships are scoped to each organization, so admins must configure permissions separately
per org.
When an organization enforces SAML SSO, each member must authorize their personal access tokens or SSH keys for that org,
requiring separate approval for each SAML-enabled organization Roles and permission levels (owner, member, billing manager,
repository roles, etc.) are assigned on a per-organization basis, so a user often has different permissions in different organizations.

NEW QUESTION # 13 
Your organization is implementing team synchronization. Which of the following should you prioritize during the setup process?

A. Setting an infrequent sync schedule to reduce performance impact
B. Allowing manual updates to team memberships
C. Clearly define how identity provider groups will align with GitHub teams and roles
D. Disabling the audit log stream

Answer: C

Explanation:
Before you enable team synchronization, you should clearly define how groups in your identity provider will map to GitHub teams
and roles - ensuring that when the sync runs, users land in the correct teams with the right permissions.

NEW QUESTION # 14 
A team member is unable to push to a repository due to a 403-error related to branch protection. What should the GitHub
Enterprise administrator do first?

A. Remove the user from the team and re-add them
B. Check the user's permissions and rulesets applied to the branch
C. Revert the branch to an earlier state
D. Raise a GitHub Support request for permissions issues

Answer: B

Explanation:
The administrator should first review the user's repository role and the branch protection rules applied to that branch. A 403 error on
push almost always indicates that the user either lacks the necessary write permissions or is not listed among the actors authorized by
the branch protection settings.

NEW QUESTION # 15 
Which of the following correctly describes the difference between controlling actions at the enterprise level versus the organization
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level in GitHub?

A. Enterprise policies and organization policies are independent, with organization policies taking precedence for repositories
within the organization.
B. Enterprise policies configure mandatory settings for organizations.
C. Enterprise policies apply only to public repositories, while organization policies apply to public, internal, and private
repositories.
D. Enterprise policies can block specific actions, while organization policies can only enable or disable actions entirely.

Answer: B

Explanation:
Enterprise policies let you define and enforce mandatory settings across all member organizations - organization-level policies then
operate within the options that the enterprise policy exposes.

NEW QUESTION # 16 
How is CodeQL different from other static analysis tools?

A. It removes insecure code automatically
B. It allows querying of code semantics using a database-like language.
C. It runs analysis only after a security breach.
D. It only works for open-source projects.

Answer: B

Explanation:
CodeQL differs from traditional static analysis tools by ingesting your code into a queryable database and letting you write QL
queries - its own database-style language - to express semantic checks and find patterns across the codebase.

NEW QUESTION # 17
......
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