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Linux Foundation Kubernetes and Cloud Native Associate Sample Questions
(Q159-Q164):

NEW QUESTION # 159
‘Which component in Kubernetes is responsible to watch newly created Pods with no assigned node, and selects a node for themto
run on?

A. kube-proxy

B. kube-scheduler

C. kube-controller-manager
D. etcd
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Answer: B

Explanation:

The correct answer is D: kube-scheduler. The kube-scheduler is the control plane component responsible for assigning Pods to
nodes. It watches for newly created Pods that do not have a spec.nodeNane set (i.e., unscheduled Pods). For each such Pod, it
evaluates the available nodes against scheduling constraints and chooses the best node, then performs a "bind" operation by setting
the Pod's spec.nodeName.

Scheduling decisions consider many factors: resource requests vs node allocatable capacity, taints/tolerations, node selectors and
affinity/anti-affinity, topology spread constraints, and other policy inputs. The scheduler typically runs a two-phase process: filtering
(find feasible nodes) and scoring (rank feasible nodes) before selecting one.

Option A (etcd) is the datastore that persists cluster state; it does not make scheduling decisions. Option B (kube-controller-
manager) runs controllers (Deployment, Node, Job controllers, etc.) but not scheduling. Option C (kube-proxy) is a node
component for Service networking; it doesn't place Pods.

Understanding this separation is key for troubleshooting, If Pods are stuck Pending with "no nodes available," the scheduler's
feasibility checks are failing (insufficient CPU/memory, taints not tolerated, affinity mismatch). If Pods schedule but land
unexpectedly, it's often due to scoring preferences or missing constraints. In all cases, the component that performs the node
selection is the kube-scheduler.

Therefore, the verified correct answer is D.

NEW QUESTION # 160
Which statement about Secrets is correct?

A. A Secret is part of a Pod specification.

B. Secret data is base64 encoded and stored unencrypted by default.
C. A Secret can only be used for confidential data.

D. Secret data is encrypted with the cluster private key by default.

Answer: B

Explanation:

The correct answer is C. By default, Kubernetes Secrets store their data as base64-encoded values in the API (backed by etcd).
Base64 is an encoding mechanism, not encryption, so this does not provide confidentiality. Unless you explicitly configure encryption
at rest for etcd (via the API server encryption provider configuration) and secure access controls, Secret contents should be treated
as potentially readable by anyone with sufficient API access or access to etcd backups.

Option A is misleading; a Secret is its own Kubernetes resource (kind: Secret). While Pods can reference Secrets (as environment
variables or mounted volumes), the Secret itself is not "part of the Pod spec" as an embedded object. Option B is incorrect because
Kubernetes does not automatically encrypt Secret data with a cluster private key by default; encryption at rest is optional and must
be enabled. Option D is incorrect because Secrets can store a range of sensitive or semi-sensitive data (tokens, certs, passwords),
but Kubernetes does not enforce "only confidential data" semantics; it's a storage mechanism with size and format constraints.
Operationally, best practices include: enabling encryption at rest, limiting access via RBAC, avoiding broad "list/get secrets"
permissions, using dedicated service accounts, auditing access, and considering external secrets managers (Vault, cloud KMS-
backed solutions) for higher assurance. Also, don't confuise "Secret” with "secure by default." The default protection is mainly about
avoiding accidental plaintext exposure in manifests, not about cryptographic security.

So the only correct statement in the options is C.

NEW QUESTION # 161
Notary and the update framework leading security projects in CNCF

e A FALSE
e B. TRUE

Answer: B

Explanation:
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NEW QUESTION # 162
Kubernetes  allows you to automatically manage the number of nodes in your cluster to meet demand.

¢ A. Node Autoscaler

e B. Horizontal Pod Autoscaler
e C. Vertical Pod Autoscaler

e D. Cluster Autoscaler

Answer: D
Explanation:

Kubernetes supports multiple autoscaling mechanisims, but they operate at different layers. The question asks specifically about
automatically managing the number of nodes in the cluster, which is the role of the Cluster Autoscaler-therefore B is correct.



Cluster Autoscaler monitors the scheduling state of the cluster. When Pods are pending because there are not enough resources
(CPU/memory) available on existing nodes-meaning the scheduler cannot place them+ Cluster Autoscaler can request that the
underlying infrastructure (typically a cloud provider node group / autoscaling group) add nodes. Conversely, when nodes are
underutilized and Pods can be rescheduled elsewhere, Cluster Autoscaler can drain those nodes (respecting disruption constraints
like PodDisruptionBudgets) and then remove them to reduce cost. This aligns with cloud-native elasticity: scale infrastructure up and
down automatically based on workload needs.

The other options are different: Horizontal Pod Autoscaler (HPA) changes the number of Pod replicas for a workload (like a
Deployment) based on metrics (CPU utilization, memory, or custom metrics). It scales the application layer, not the node layer.
Vertical Pod Autoscaler (VPA) changes resource requests/limits (CPU

/memory) for Pods, effectively "scaling up/down" the size of individual Pods. It also does not directly change node count, though its
adjustments can influence scheduling pressure. "Node Autoscaler is not the canonical Kubernetes component name used in
standard terminology; the widely referenced upstream component for node count is Cluster Autoscaler.

In real systens, these autoscalers often work together: HPA increases replicas when traffic rises; that may cause Pods to go Pending
if nodes are full; Cluster Autoscaler then adds nodes; scheduling proceeds; later, traffic drops, HPA reduces replicas and Cluster
Autoscaler removes nodes. This layered approach provides both performance and cost efficiency.

NEW QUESTION # 163
‘Which Kubernetes-native deployment strategy supports zero-downtime updates of a workload?

A. RollingUpdate
B. Canary

C. BlueGreen

D. Recreate

Answer: A

Explanation:

D (RollingUpdate) is correct. In Kubernetes, the Deployment resource's default update strategy is RollingUpdate, which replaces
Pods gradually rather than all at once. This supports zero-downtime updates when the workload is properly configured (sufficient
replicas, correct readiness probes, and appropriate maxUnavailable / maxSurge settings). As new Pods come up and become
Ready, old Pods are terminated in a controlled way, keeping the service available throughout the rollout.

RollingUpdate's "zero downtime" is achieved by maintaining capacity while transitioning between versions. For example, with
nmultiple replicas, Kubernetes can create new Pods, wait for readiness, then scale down old Pods, ensuring traffic continues to flow
to healthy instances. Readiness probes are critical: they prevent traffic from being routed to a Pod until it's actually ready to serve.
Why other options are not the Kubernetes-native "strategy" answer here:

Recreate (B) explicitly stops old Pods before starting new ones, causing downtime for most services.

Canary (A) and BlueGreen (C) are real deployment patterns, but in "Kubernetes-native deployment strategy" terns, the built-in
Deployment strategies are RollingUpdate and Recreate. Canary/BlueGreen typically require additional tooling/controllers (service
mesh, ingress controller features, or progressive delivery operators) to manage traffic shifting between versions.

So, for a Kubernetes-native strategy that supports zero-downtime updates, the correct and verified choice is RollingUpdate (D).

NEW QUESTION # 164
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