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(Q12-Q17):

NEW QUESTION # 12
The new CTO has set a standard of using a passphrase TACACS for the switch that is 64 characters long for advanced security.
What is the issue with this policy?

A. The standard should be 128 characters long

B. Most organizations use simple words

C. This is not technically possible

D. The organization should not be using TACACS for security policy

Answer: C

Explanation:
On AOS-CX, the maximum supported TACACS+ key length is 32 characters. A 64-character passphrase cannot be configured,
so the CTO's policy is not technically possible.

NEW QUESTION # 13

An IT administrator uses AOS-CX switches to send TCP 22 traffic fiom the switch port to a remote server to analysis. The
administrator now wants to save it locally to be downloaded and used later in case the admin changes their mind about the approach
to take.

A. destination file tshark-pcap

B. destination cpu

C. destination tunnel file tshark-pcpap

D. destination flash//my-mirror.pcpap policy Policy Mirror22

Answer: A

Explanation:
To save mirrored packets locally on an AOS-CX switch for later download and analysis, use the command destination file tshark-
pcap. This will save the mirrored traffic in a pcap file, which you can then download from the switch and analyze as needed.

NEW QUESTION # 14
You are configuring an HPE Aruba Networking gateway cluster with AOS-10. What is true about gateway functionality? (Choose
two.)

A. PAPI traffic is traversing through an IPSEC tunnel.

B. Multiversioning between AP and gateways is not supported.

C. LACP is not supported when manually provisioning gateways.

D. User traffic in tunneled mode is encrypted per default.

E. AOS-10 only supports high-value client session synchronization for the first failover.

Answer: A,D

Explanation:

PAPI traffic is traversing through an [PSEC tunnel — Correct. In AOS-10, AP-gateway control traffic (PAPI) is protected using
IPsec.

User traffic in tunneled mode is encrypted per default — Correct. Client traffic sent in tunneled SSID mode is automatically
encrypted over the AP-gateway tunnel.

NEW QUESTION # 15
When trying to add a new access switch to the network, the switch port at the aggregation switch is automatically disabled.

‘What needs to be done to fix this issue?

¢ A Disable spanning tree loop-guard at the interface level.
e B. Disable spanning tree bpdu-guard at the interface level.



¢ C. Disable spanning tree bpdu-filter at the interface level.
¢ D. Disable spanning tree root-guard at the interface level

Answer: B

Explanation:

The port shows Disabled Bpdu-Error, which indicates BPDU Guard was triggered. BPDU Guard disables a port if it receives a
BPDU, protecting against unauthorized switches connecting to access ports. To allow the new access switch, disable spanning tree
bpdu-guard on that interface.

NEW QUESTION # 16
What is the best practice for using Dynamic Segmentation?

¢ A. Use UBT to create isolated networks for specific types of devices.

¢ B. Use Dynamic Segmentation only on devices that are connected to the network via Wi-Fi.

e (. Use LUR to assign roles to devices based on their location and DUR to assign roles to devices based on their user
identity.

¢ D. Use a combination of role-based access and overlay technologies to create a layered security approach

Answer: D

NEW QUESTION # 17
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