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HE#73
Given the source code for an AWS Lambda function in the local store.py containing a handler finction called get store and the
following AWS CloudFormation template:

‘What should be done to prepare the template so that it can be deployed using the AWS CLI command aws cloudformation deploy?

e A. Use aws lambda zip to package the source file together with the CloudFormation template and deploy the resulting zip
archive.

¢ B. Use aws cloudformation compile to base64 encode and embed the source file into a modified CloudFormation template.

e (. Use aws serverless create-package to embed the source file directly into the existing CloudFormation template.

e D. Use aws cloudformation package to upload the source code to an Amazon S3 bucket and produce a modified
CloudFormation tenmplate.

EfE: C

HE #74

The Security Engineer is managing a traditional three-tier web application that is running on Amazon EC2 instances. The application
has become the target of increasing numbers of malicious attacks from the Internet.

What steps should the Security Engineer take to check for known vulnerabilities and limit the attack surface? (Choose two.)

A. Review the application security groups to ensure that only the necessary ports are open.

B. Use AWS Certificate Manager to encrypt all traffic between the client and application servers.

C. Use AWS Key Management Services to encrypt all the traffic between the client and application servers.
D. Use Elastic Load Balancing to offload Secure Sockets Layer encryption.

E. Use Amazon Inspector to periodically scan the backend instances.

IEf#: A\ E

B #75

An AWS Lambda finction generates a 3MB JSON file and then uploads it to an Amazon S3 bucket daily. The file contains
sensitive information, so the Developer must ensure that it is encrypted before uploading to the bucket.

Which of'the following modifications should the Developer make to ensure that the data is encrypted before uploading it to the
bucket?

A. Use a custom KMS customer master key created for S3 in the Lambda function code.

B. Use the GenerateDateKey API, then use that data key to encrypt the file in the Lambda function code.
C. Use the default AWS KMS customer master key for S3 in the Lambda function code.

D. Use the S3 managed key and call the GenerateDataKey API to encrypt the file.

EfE: B

i #76

A company maintains a REST service using Amazon API Gateway and the API Gateway native API key validation. The company
recently launched a new registration page, which allows users to sign up for the service. The registration page creates a new API key
using Create ApiKey and sends the new key to the user. When the user attenpts to call the API using this key, the user receives a
403 Forbidden error. Existing users are unaffected and can still call the APL.

What code updates will grant these new users access to the API?

e A The createUsagePlanK ey method must be called to associate the newly created API key with the correct usage plan.
e B. The importApiKeys method must be called to import all newly created API keys into the current stage of the API.
e C. The createDeployment method must be called so the API can be redeployed to include the newly created API key.



¢ D. The updateAuthorizer method must be called to update the API's authorizer to include the newly created API key.
Ef#: C

fi .-
https//stackoverflow.com/questions/3906104 1 /using-an-api-key-in-amazon-api- gateway

R #77

An application has hundreds of users. Each user may use muiltiple devices to access the application. The Developer wants to assign
unique identifiers to these users regardless of the device they use.

Which of'the following methods should be used to obtain unique identifiers?

A. Assign IAM users and roles to the users. Use the unique IAM resource ID as the unique identifier.

B. Implement developer-authenticated identities by using Amazon Cognito, and get credentials for these identities.

C. Use IAM-generated access key IDs for the users as the unique identifier, but do not store secret keys.

D. Create a user table in Amazon DynamoDB as key-value pairs of users and their devices. Use these keys as unique
identifiers.

IEf#E: A
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