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B E (Q27-Q32):

B #27
Which command would you use to verify the status of an [Psec VPN tunnel on a FortiGate?

A. show crypto ipsec sa
B. diagnose ipsec status
C. diagnose vpn tunnel list
D. get vpn ipsec status
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IEf: C

RN -

The 'diagnose vpn tunnel list' command on FortiGate displays detailed status information about [Psec VPN tunnels, including phase 1
and phase 2 states, uptime, and traffic statistics. Options B, C, and D are not valid FortiGate commands for this purpose. Exact
extract: "Use diagnose vpn tunnel list to view the status of IPsec VPN tunnels, including phase 1 and phase 2 details, such as SA
status, uptime, and traffic counters."

HM #28
Which of'the below technology(ies) could reduce CPU load and memory utilization used by an IPS engine?

A. TPS does not compare traffic to each signature individually. Instead it compiles theminto a decision tree

B. Using regular instead of extended database, to reduce memory footprint

C. All of the above

D. Using muiltiple engines, aligned with load balancing technologies like Turbo that uses round robin algorithis to dispatch
traffic up to specific IPS engine

e E. Using IPS sensors and IPS filter to determine which traffic should be examined for which signatures, instead of examine
network traffic for all signatures

IE%: A\ B\ E

R -

IPS efficiency is improved by: A) Conmpiling signatures into a decision tree to reduce comparison overhead; B) Using IPS
sensors/filters to selectively apply signatures to relevant traffic, reducing unnecessary processing; D) Using a regular database instead
of an extended one to lower memory usage. Option C's

"Turbo" and round-robin load balancing is not a standard Fortinet IPS feature. Option E is incorrect as C is not valid. Exact extract:
"IPS efficiency is improved by compiling signatures into decision trees to minimize CPU usage... IPS sensors and filters allow
selective signature application to reduce processing... Using the regular signature database instead of extended reduces memory
footprint."

B #29
In Active FTP who sends the PORT command?

e A Both

e B. The FTP Server

e (. There is no PORT command in Active FTP
e D. The FTP Client

IEfE: D

fE L

In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the I[P address and port number for the data connection... The server then nitiates the data connection to the
client's specified port."

HR #30
Which of the following is a network monitoring protocol?

A. Telnet
B. SSH
C.RDP
D. SNMP

IEf#: D



SNMP (Simple Network Management Protocol) is specifically designed for monitoring and managing network devices, allowing
administrators to query device status, performance metrics, and configure alerts for issues. It operates by using agents on devices
that report to a central manager. In contrast, RDP is for remote desktop access, Telnet for unsecure remote command-line access,
and SSH for secure remote access. SNMP is the standard protocol for network monitoring in Fortinet products like FortiGate,
FortiSwitch, etc. Exact extract: SNMP enables admmnistrators to monitor how devices are performing and make changes to network
devices so that data moves through the network more efficiently. Simple Network Management Protocol (SNMP) enables you to
monitor hardware on your network. The FortiSwitch SNMP implementation is read- only. Monitoring FortiAP with SNMP. You
can enable SNMP directly on FortiAP by implementing a SNMPD daemon/subagent on the FortiAP side. The Simple Network
Management Protocol (SNMP) allows you to monitor hardware on your network. You can configure the hardware, such as the
FortiProxy SNMP agent.

HM #31
Which of'the following protocols operates at Layer 4

e A BGP
e B. ARP
e C.IPSEC
e D. OSPF

EfE: C

A -

[Psec operates at Layer 4 (Transport Layer) in the OSI model, providing secure communication via protocols like ESP and AH,
which work with TCP or UDP. BGP and OSPF are Layer 3 (Network Layer) routing protocols, and ARP operates at Layer 2
(Data Link Layer). Fortinet's FortiGate uses [Psec for VPN at Layer

4. Exact extract: "[Psec operates at the Transport Layer (Layer 4) to secure communications, encapsulating TCP or UDP packets...
BGP and OSPF function at the Network Layer, while ARP resolves IP to MAC addresses at the Data Link Layer."
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