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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q204-Q209):
NEW QUESTION # 204 
An organization was compromised, and the usernames and passwords of all em-ployees were leaked online.
Which of the following best describes the remedia-tion that could reduce the impact of this situation?

A. Multifactor authentication
B. System hardening
C. Password encryption
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D. Password changes

Answer: A

Explanation:
Multifactor authentication (MFA) is a security method that requires users to provide two or more pieces of evidence to verify their
identity, such as a password, a PIN, a fingerprint, or a one-time code. MFA can reduce the impact of a credential leak because
even if the attackers have the usernames and passwords of the employees, they would still need another factor to access the
organization's systems and resources. Password changes, system hardening, and password encryption are also good security
practices, but they do not address the immediate threat of compromised credentials.
References: CompTIA CySA+ Certification Exam Objectives, [What Is Multifactor Authentication (MFA)?]

NEW QUESTION # 205 
An analyst is conducting monitoring against an authorized team that win perform adversarial techniques. The analyst interacts with the
team twice per day to set the stage for the techniques to be used. Which of the following teams is the analyst a member of?

A. Blue team
B. Red team
C. Orange team
D. Purple team

Answer: C

Explanation:
The correct answer is A. Orange team.
An orange team is a team that is involved in facilitation and training of other teams in cybersecurity. An orange team assists the
yellow team, which is the management or leadership team that oversees the cybersecurity strategy and governance of an
organization. An orange team helps the yellow team to understand the cybersecurity risks and challenges, as well as the roles and
responsibilities of other teams, such as the red, blue, and purple teams12.
In this scenario, the analyst is conducting monitoring against an authorized team that will perform adversarial techniques. This means
that the analyst is observing and evaluating the performance of another team that is simulating real-world attacks against the
organization's systems or networks. This could be either a red team or a purple team, depending on whether they are working
independently or collaboratively with the defensive team345.
The analyst interacts with the team twice per day to set the stage for the techniques to be used. This means that the analyst is
providing guidance and feedback to the team on how to conduct their testing and what techniques to use. This could also involve
setting up scenarios, objectives, rules of engagement, and success criteria for the testing. This implies that the analyst is facilitating
and training the team to improve their skills and capabilities in cybersecurity12.
Therefore, based on these descriptions, the analyst is a member of an orange team, which is involved in facilitation and training of
other teams in cybersecurity.
The other options are incorrect because they do not match the role and function of the analyst in this scenario.
Option B is incorrect because a blue team is a defensive security team that monitors and protects the organization's systems and
networks from real or simulated attacks. A blue team does not conduct monitoring against an authorized team that will perform
adversarial techniques, but rather defends against them345.
Option C is incorrect because a red team is an offensive security team that discovers and exploits vulnerabilities in the organization's
systems or networks by simulating real-world attacks. A red team does not conduct monitoring against an authorized team that will
perform adversarial techniques, but rather performs them345.
Option D is incorrect because a purple team is not a separate security team, but rather a collaborative approach between the red
and blue teams to improve the organization's overall security. A purple team does not conduct monitoring against an authorized team
that will perform adversarial techniques, but rather works with them345.
Reference:
1 Infosec Color Wheel & The Difference Between Red & Blue Teams
2 The colors of cybersecurity - UW-Madison Information Technology
3 Red Team vs. Blue Team vs. Purple Team Compared - U.S. Cybersecurity
4 Red Team vs. Blue Team vs. Purple Team: What's The Difference? | Varonis
5 Red, blue, and purple teams: Cybersecurity roles explained | Pluralsight Blog

NEW QUESTION # 206 
An organization enabled a SIEM rule to send an alert to a security analyst distribution list when ten failed logins occur within one
minute. However, the control was unable to detect an attack with nine failed logins. Which of the following best represents what



occurred?

A. True positive
B. False positive
C. True negative
D. False negative

Answer: D

Explanation:
A false negative is a situation where an attack or a threat is not detected by a security control, even though it should have been. In
this case, the SIEM rule was unable to detect an attack with nine failed logins, which is below the threshold of ten failed logins that
triggers an alert. This means that the SIEM rule missed a potential attack and failed to alert the security analysts, resulting in a false
negative.

NEW QUESTION # 207 
A security analyst scans a host and generates the following output:

Which of the following best describes the output?

A. The host Is running a vulnerable mall server.
B. The host is vulnerable to web-based exploits.
C. The host Is allowlng unsecured FTP connectlons.
D. The host is unresponsive to the ICMP request.

Answer: B

Explanation:
The output shows that port 80 is open and running an HTTP service, indicating that the host could potentially be vulnerable to web-
based attacks. The other options are not relevant for this purpose: the host is responsive to the ICMP request, as shown by the
"Host is up" message; the host is not running a mail server, as there is no SMTP or POP3 service detected; the host is not allowing
unsecured FTP connections, as there is no FTP service detected.References: According to the CompTIA CySA+ Study Guide:
Exam CS0-003, 3rd Edition123, one of the objectives for the exam is to "use appropriate tools and methods to manage, prioritize
and respond to attacks and vulnerabilities". The book also covers the usage and syntax of nmap, a popular network scanning tool, in
chapter 5. Specifically, it explains the meaning and function of each option in nmap, such as "-sV" for version detection2, page 195.
Therefore, this is a reliable source to verify the answer to the question.

NEW QUESTION # 208 
K company has recently experienced a security breach via a public-facing service. Analysis of the event on the server was traced
back to the following piece of code:
SELECT ' From userjdata WHERE Username = 0 and userid8 1 or 1=1;--
Which of the following controls would be best to implement?

A. Implement proper access control.
B. Validate user input.
C. Deploy a wireless application protocol.
D. Remove the end-of-life component.

Answer: B



Explanation:
The code snippet provided suggests an SQL injection vulnerability, indicated by the use of "1=1," which is a common SQL injection
technique to bypass authentication. To mitigate this risk, validating user input is the most effective control, as it ensures that any input
is properly sanitized and escapes potentially malicious characters before interacting with the database.

NEW QUESTION # 209
......
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